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On Fairness & Equality
“People are of two kinds: either your
brothers in faith, or your equals in
humanity.”
On Privacy & Human Dignity
“Do not disclose whatever of it is
hidden from you because your
obligation is to correct what is
manifest to you.”
On Equal Treatment
“Do not behave with people in a way
that you would dislike being treated
yourself.”
— Letters 31 and 53 (to his son
Hassan and to Mālik al-Ashtar)

Imam Ali, Nahj al‑Balāgha
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Abstract

Machine learning (ML) models are increasingly adopted in domains where decisions
have significant social and economic impact, such as education, recruitment, and fi-
nance. As their use expands, the responsible deployment of such models has become
a central concern. Beyond achieving strong predictive performance, deployed models
should be audited and understood by humans, avoid reproducing or amplifying unfair
biases, and safeguard the sensitive information contained in their training data. Re-
cent regulatory frameworks, such as the European General Data Protection Regulation
and the Artificial Intelligence (AI) Act, further reinforce these demands by mandat-
ing transparency, accountability, and safeguards for privacy and fairness in automated
decision-making. As a result, data collection, model training, and deployment must
satisfy not only technical performance criteria but also legal requirements, such as
privacy, explainability, and fairness, for Responsible AI. Although substantial effort has
been devoted to addressing each desiderata separately, achieving them simultaneously
is considerably challenging. These requirements are often studied in isolation, despite
their complex, interdependent interactions that can reinforce or undermine one an-
other. For instance, enhancing transparency and explainability through explainable AI
may expose sensitive information, while strong privacy guarantees can obscure expla-
nations and hinder fairness auditing. Likewise, fairness interventions may alter model
behavior in ways that affect explainability or increase privacy risks. In this thesis, we
investigate how explainability interacts with other core Responsible AI principles to
analyze the interplay among: (1) privacy and explainability, focusing on how explana-
tions can be exploited for privacy attacks, such as membership inference and model
extraction, and on corresponding mitigation strategies, including differential privacy
and data distillation. We further investigate the synergies between collective privacy
and explainability and identify associated open questions. (2) fairness and explain-
ability, analyzing how fairness-aware modeling influences explanations and how the
fairness of explanations themselves can be enforced. By characterizing the empirical
trade-offs and identifying the conditions under which these desiderata can be jointly
satisfied or necessarily conflict, this thesis contributes to the development of models
that balance multiple Responsible AI requirements.
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Chapter 1

Introduction

Artificial Intelligence (AI) and Machine learning (ML) have become integral to auto-
mated decision-making, powering models that analyze complex data and decisions
across domains, frommedical diagnosis and financial forecasting to criminal risk assess-
ment, thereby shaping outcomes that affect individuals and groups [4, 5, 6, 7]. How-
ever, growing concerns have emerged about their ethical implications, transparency,
potential biases, and privacy risks to individuals and collectives [8, 9]. For instance, it
is essential that ML model decisions remain auditable, transparent, and interpretable
by humans [10, 11], avoid biased or discriminatory behavior [12], and ensure the pri-
vacy of their training data [13, 14]. These requirements have made the responsible,
transparent, and accountable data collection and deployment of ML models a central
focus of both research and policy, such as the European (EU) General Data Protection
Regulation (GDPR) [15], the EU AI Act [16], and the Swiss Federal Act on Data Protec-
tion (nFADP) [17]. Such efforts have initiated a new focus toward embedding privacy,
explainability, and fairness into the design and evaluation of data collection and model
training under the umbrella of Responsible AI.

1.1 Research Motivation and Problem Definition

1.1.1 Privacy

The reliance of ML training on large, often sensitive datasets [18] makes privacy a
central concern. Safeguarding these datasets is essential to protecting individual and
group privacy while still enabling models to extract meaningful insights. The EU AI
Act and the GDPR, as well as many national acts like the Swiss nFADP, emphasize data
privacy through data governance and transparency (e.g., GDPR Articles 10 and 13).
Specifically, privacy is a human right that gives individuals the right to control and pro-

1
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tect their data from unauthorized access, disclosure, or inference throughout the data
collection and AI lifecycle, from collection and training to deployment [19]. To pro-
tect privacy and sensitive information present in collected datasets, privacy-preserving
methods have been proposed, which are generally categorized into data release and
model release approaches [20]. Data release methods obfuscate datasets to prevent
de-identification, while model release methods secure trained ML models by protect-
ing internal representations that could encode sensitive information about the training
dataset. These methods defend against privacy attacks, ensuring privacy in the de-
ployment of Machine Learning as a Service (MLaaS). Privacy attacks such as model
extraction attacks (MEA) can steal proprietary functionality of deployed models, mem-
bership inference attacks (MIA) aim to reveal whether an individual’s data was used
for training, and property inference attacks (PIA) reconstruct training samples, or infer
sensitive attributes [21].

In addition to technical methods designed to ensure privacy by design, in order
to mitigate privacy risks, a range of privacy-preserving methods have been proposed,
including data anonymisation and differential privacy (DP) [22], the former relying on
removing or masking identifiers, the latter providing a rigorous mathematical guaran-
tee by bounding the influence of any individual record on model outputs or aggregate
statistics within a privacy budget. However, such protections impose a privacy-utility
trade-off : stronger privacy guarantees inherently introduce tighter bounds, which typ-
ically degrade model performance and generalization [23].

1.1.2 Explainability

ML models often operate as black boxes, with their internal decision-making processes
inaccessible, opaque, or only partially understood, even to experts who train, deploy,
or audit them. This opacity limits the ability to understand how models arrive at their
decisions, undermining trust even when predictive performance is high. This lack of
transparency underscores the growing need for explainability [24], as also emphasized
by the EU AI Act through its ‘right to explanation’ and specific requirements for high-
risk AI systems. Explainability through Explainable AI (xAI) addresses these limitations
by enabling the interpretation of a model’s internal reasoning, promoting transparency
by revealing the rationale behind predictions, and aligning explanations with human
reasoning [25, 26]. The degree of opacity varies with model complexity, ranging from
relatively transparent models such as decision trees and linear regression to highly com-
plex architectures such as deep neural networks, which involve millions of parameters
and highly non-linear transformations that are inherently difficult to interpret. This
variety in complexity often leads to an explainability–utility trade‑off, because simpler,
more interpretable models usually can’t capture patterns as richly as complex black‑box
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models.
Among the widely adopted xAI techniques are feature attribution (FA) and counter-

factual explanations (CF), which provide complementary perspectives on model behav-
ior. FA addresses why a decision was made, CF explains what would need to change for
a different decision, making them particularly valuable for actionable recourse. Specif-
ically, FA methods quantify the contribution of each input feature to a prediction by
assigning each feature an importance score indicating how strongly it influences the
model’s output [27, 28]. In contrast, CF provides hypothetical scenarios by identifying
minimal changes to the input features that would lead the model to produce a desired
alternative outcome [10].

1.1.3 Fairness

Finally, fairness aims to ensure that ML decisions are equitable across individuals and
groups, e.g., free from bias or discrimination [29]. Decisions may be considered dis-
criminatory if they are based on hard-to-change variables (e.g., gender, ethnicity, age,
or disability). Bias can emerge from various sources, including imbalanced training
data, biased labeling, feature selection, or model design, potentially leading to out-
comes that disadvantage certain groups [30]. However, promoting fairness is essential
not only for ethical and societal reasons but also to ensure compliance with emerging
AI regulations and established non-discrimination laws, and to improve model reliabil-
ity and generalization across diverse scenarios. In practice, achieving fairness involves
mitigating disparities in data and model behavior to guarantee that comparable indi-
viduals receive comparable outcomes [31].

Specifically, fairness is formalized through two complementary notions: individual
fairness, which requires that similar individuals receive similar outcomes, and group
fairness, which requires that statistical outcomes are equitable across demographic
groups, measured through metrics such as demographic parity, equalized odds, and
predictive parity [32]. Yet fairness interventions introduce a fundamental fairness-
utility tradeoff, where enforcing stricter fairness constraints typically comes at the cost
of reduced predictive performance, making the calibration of this tradeoff a central
challenge for fair ML [29].

1.1.4 Interactions, Tensions, and Synergies

Privacy, explainability, and fairness are often studied as separate desiderata, with pri-
mary attention given to model utility, such as the privacy-utility, explainability-utility,
and fairness-utility tradeoffs. In practice, they act as coupled constraints on the same
underlying model, same data distribution, and same deployment context. Each dimen-
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Figure 1.1. Triad of Privacy-Fairness-Explainability

sion affects what a model learns, how it represents individuals and groups, and what
information it exposes to users. Consequently, interventions designed to improve one
desiderata inevitably propagate to the others, because they shape the model’s represen-
tations, decision boundaries, and information flows. A privacy intervention may alter
group‑level behavior, a fairness constraint may reshape the features that explanations
highlight, and an explainability technique may expose sensitive correlations. These in-
teractions can sometimes be mutually reinforcing, but more often they introduce new
tensions that are invisible when each objective is treated in isolation. Understanding
this triadic interplay is, therefore, essential for developing Responsible AI systems that
must satisfy all three requirements simultaneously. Figure 1.1 illustrates the triadic
interplays: privacy and explainability, fairness and explainability, privacy and fairness
and privacy, explainability, and fairness. In the following, we describe each tension and
highlight the challenges that arise when different desiderata intersect.

A tension exists between privacy and explainability [33]: explanations may inad-
vertently expose sensitive information, such as CFs and FA that can reveal protected
attributes, decision boundaries, and that can be exploited for MEA or MIA [34, 35].
Conversely, privacy-preserving methods such as DP introduce statistical noise that can
reduce the reliability of explanations [36]. This tension is structural, as explanations
(e.g., CFs, gradients, SHAP values) reveal the local sensitivity of outputs to inputs.
These sensitivities are precisely what DP tries to obscure. Privacy and explainability
can also be complementary, as xAI outputs can serve as tools for auditing and reveal-
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ing the influence of sensitive attributes, thereby enabling their removal or masking to
enhance privacy.

Fairness and explainability often exhibit a bidirectional and structurally embedded
tension. On the one hand, explainability methods are indispensable for auditing fair-
ness, as they help reveal whether and how sensitive attributes, or their proxies, in-
fluence model predictions. Without explanations, it becomes challenging to diagnose
disparate treatment, detect discrimination, or understand the mechanisms through
which bias propagates through a model. On the other hand, fairness interventions can
substantially alter behavior and the quality of explanations. Many fairness-enhancing
techniques, such as regularization-based constraints, adversarial debiasing, or repre-
sentation learning, modify the model’s internal reasoning, shift decision boundaries,
or reshape latent representations. These shifts can propagate to post‑hoc explanations,
affecting their stability, fidelity, and semantic coherence. For example, fairness regular-
izers may suppress correlations with sensitive attributes, but in doing so, they can also
impact FA or produce explanations that are less faithful to the underlying predictive
mechanism. Additionally, model-level fairness does not guarantee explanation-level
fairness. A classifier may satisfy group fairness metrics while still producing explana-
tions that differ systematically across demographic groups, for instance, by attributing
decisions to different features for otherwise similar individuals, or by generating less
stable or less informative explanations for minority groups. Such disparities can create
new forms of opacity or discrimination at the explanation layer, even when the model’s
outputs appear fair. This motivates the need to evaluate not only the fairness of predic-
tions but also the robustness, consistency, and equity of the explanations themselves.

Privacy and fairness represent another area of tension, as efforts to enhance privacy
can inadvertently compromise fairness, and vice versa [37, 38]. The US Census Bureau
illustrates the practical challenges of adopting DP for Housing in 2020 [39]. DP effec-
tively protected sensitive information, but the injected noise later produced unequal
budget allocations across school districts. Similarly, the Apple Card incident in 2019
[40] drew public attention when users reported that the credit limit model offered
lower limits to women than to men with comparable financial backgrounds, although
gender was excluded as an input variable for privacy reasons, this exclusion hindered
post-hoc bias detection, as gender-based disparities emerged indirectly through corre-
lated features [11]. Additionally, initial research showed that fairness-aware models
are more vulnerable to privacy attacks, such as MIA [41].

Taken together, these pairwise tensions demonstrate that privacy, explainability,
and fairness do not operate as independent desiderata but constitute a triadic interde-
pendent constraint. Interventions aimed at improving one dimension inevitably prop-
agate through the others, often in counterintuitive ways. Investigating this triadic in-
terplay is therefore crucial for developing methods that remain robust, mutually com-
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patible, and ethically coherent in real‑world deployments where all three requirements
must be satisfied jointly under responsible AI. This recognition directly motivates the
research questions (RQ) of this thesis, which aim to systematically investigate how pri-
vacy, explainability, and fairness interact and how these interactions can be managed
or leveraged in practice.

1.2 Thesis Goal

At the outset of my Ph.D. studies, we explored multiple research directions to identify
the most impactful path forward. Since this thesis aims to advance responsible AI by
addressing privacy, explainability, and fairness jointly, it is grounded in the hypothesis
that these three dimensions are not independent objectives, but interacting constraints:
interventions aimed at strengthening one can systematically reshape model behavior
in ways that affect the others, sometimes improving them but often introducing new
trade-offs. Specifically, this thesis focuses on two underexplored pairwise interplays:
privacy and explainability and fairness and explainability. We illustrate key patterns
in how interventions in one dimension propagate to others and examine these trade-
offs in depth, propose methods to quantify and mitigate them, and offer insights into
pursuing jointly responsible AI desiderata. Particularly, the aim is to focus on how
explainability interacts with other key responsible AI requirements, such as privacy and
fairness, and how we can design methods that balance the objectives. In particular, we
address the following research questions (RQ):

• Privacy and Explainability

– RQ1: To what extent do different types of explanations expose models to pri-
vacy attacks, and what factors influence the magnitude of this leakage?

– RQ2: How do different privacy defense mechanisms influence the effectiveness
of explanation‑based privacy attacks, and what is their effect on explanation
quality?

– RQ3: To what extent can explainability play a beneficial role in enhancing
privacy protection?

• Fairness and Explainability

– RQ4: How do model fairness-enhancing techniques impact explanations and
what methods can enhance fairness with minimal impact on explanations?

– RQ5: How effective are multi-objective optimization techniques at generating
explanations that balance quality and fairness, and do they provide a better
quantification of the interplay?
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Although the privacy–fairness interaction is not addressed in this thesis, it is high-
lighted as an important avenue for future work, and the insights gained from the stud-
ied tradeoffs provide guidance for reasoning about broader triadic interactions. Build-
ing on these findings, the thesis also identifies additional open questions that require
further investigation, including:

• Privacy and Fairness

– RQ6: To what extent do fairness-enhancing techniques affect the performance
of privacy attacks, and vice-versa?

• The Triadic Interplay

– RQ7: To what extent model fairness-enhancing techniques mitigate discrimi-
natory effects in model predictions and explanations while preserving privacy
jointly?

1.3 Contributions and Publications

This thesis contributes by (i) quantifying the extent to which CFs can be exploited for
MEA and MIA, (ii) analyzing mitigation frameworks to protect against these attacks,
and characterizing the resulting privacy–explainability trade‑off, (iii) investigating the
concept of collective privacy and defining future research direction along its legality
and need of explainability, (iv) proposing a method for preserving explanation quality
while satisfying fairness desiderata, and (v) distinguishing between fair CFs and fair
models, and introducing a technique for generating CFs that satisfy fairness constraints.

Specifically, in the first part of the thesis, we examine the interdependence between
privacy and explainability, focusing on privacy risks arising when explanations are ex-
posed to end users through MLaaS. We focus on how CFs can be exploited for perform-
ing MEA and MIA. Specifically, we propose a knowledge-distillation-based method to
perform MEA that leverages a realistic deployment setting and CFs (supporting RQ1).
To mitigate MEA vulnerability, we propose generating CFs with DP guarantees during
training, thereby reducing the attack surface while preserving their practical utility
(RQ2). Building on this foundation, we extend the analysis to MIA, with a particular
focus on shadow–based MIAs and how CFs can amplify privacy leakage (RQ1). We also
evaluate mitigation strategies grounded in active learning and DP, quantifying their im-
pact on predictive performance and explainability (RQ2). We then broaden the scope
to a new dimension of privacy, collective privacy, arguing for regulatory attention and
outlining open questions concerning the relationship between collective harms and the
potential benefits of explainability (RQ3).
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In the second part of the thesis, we investigate the interplay between fairness and
explainability, focusing on training fair models that preserve both predictive perfor-
mance and the quality of the explanations they produce, particularly with respect to
FA (RQ4). We then examine the fairness of explanations themselves by introducing a
method for generating CFs that satisfies individual, group, and hybrid fairness at the
CF explanation level (RQ5).

The contributions of this thesis extend the current landscape of responsible AI re-
search along many aspects. Existing work on the interplay between privacy has exam-
ined how privacy-preserving mechanisms impact model and data utility. In contrast,
the originality of the thesis lies in advancing a different perspective: transparency
through explanations itself can serve as a surface for privacy attacks. This thesis in-
vestigates how CFs, originally introduced to enhance transparency, can be exploited
to facilitate MEA. This reveals a tension for responsible AI: mechanisms intended to
increase transparency may inadvertently increase privacy threats. The thesis further
shows that such vulnerability is not intrinsic. The thesis is the first to propose integrat-
ing DP into the GAN-based CF generation process, enabling the production of expla-
nations that preserve privacy while retaining practical utility. Achieving this outcome
requires rethinking how DP is employed, how noise is introduced during the generative
process, and how the trade-off between privacy protection and explanation quality is
formally balanced. Moreover, this research direction extends to MIA, where prior work
has examined how FA may amplify such attacks, yet no analysis has considered CFs in
a shadow-based MIA. Therefore, this thesis provides the first systematic study of MIA
that exploits CFs for shadow-based MIA and introduces a joint defense strategy that
combines DP with active learning. In this formulation, active learning is repurposed
not to reduce labeling costs but to minimize the number of training points exposed,
thereby limiting the model’s exposure to individual samples. This reframing illustrates
how methods developed for one objective can serve a fundamentally different purpose
when viewed through the lens of privacy preservation.

The thesis also addresses an aspect of the interplay between fairness and explain-
ability that has received limited attention in the literature, the impact of fair model
learning on explanations, and the fairness of explanations. The thesis advances a tech-
nique that safeguards the quality of FA through gradient-based methods even when
fairness constraints are imposed at the model level, thereby demonstrating that fair-
ness‑aware optimization need not compromise explanatory reliability. Furthermore,
we investigate when a model may satisfy fairness constraints at the level of predictions,
but the CF generation method offers recourse options that are inequitable across pro-
tected groups. Although this distinction between fair predictions and fair recourse has
been noted in the literature, it has not been formally operationalized. Particularly, in
this thesis, we address the problem of generating CFs under hybrid fairness constraints:
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individual-level fairness, which requires that similar individuals receive similar expla-
nations, and group-level fairness, which requires equitable access to recourse across
demographic groups.

The innovation of this thesis, what the new knowledge enables in practice, is demon-
strated through several key outcomes that translate methodological contributions into
practical value. Beyond its academic contributions, the thesis offers actionable guid-
ance for practitioners navigating the legal and operational demands of transparency,
privacy, and fairness in real-world deployments. For MLaaS providers, the findings
inform the design of a framework to assess and mitigate the privacy risks posed by ex-
planation interfaces. The DP-basedmethods provide concrete mechanisms for reducing
susceptibility to model extraction and membership inference attacks while preserving
explanation quality, enabling providers to make informed decisions about the degree of
privacy protection required and the corresponding impact on explanation quality. For
researchers and engineers working at the intersection of privacy, fairness, and explain-
ability, the proposed evaluation framework and methods enable systematic quantifi-
cation of how privacy-preserving interventions affect explanation fidelity and stability.
For organizations subject to emerging regulatory requirements, the fair CF framework of-
fers a practical method to ensure equitable recourse across protected groups, directly
addressing obligations under the GDPR and the EU AI Act regarding non-discriminatory
algorithmic decision-making. Finally, the conceptual analysis of collective privacy pro-
vides a foundation for future research into privacy harms affecting groups rather than
individuals. By distinguishing among individual, interdependent, and collective pri-
vacy, and by identifying concrete use cases and regulatory gaps, the thesis outlines a
research direction for an area that is only beginning to receive sustained attention. It
further highlights the direct synergies between collective privacy and explainability,
suggesting that explanation interfaces may serve as a mechanism for communicating
group-level risks and auditing collective governance.

Beyond these specific contributions, the thesis operates at the intersection of three
research communities that interact only minimally. Privacy research has focused on
protecting data, explainability research on making models transparent, and fairness
research on ensuring equitable outcomes, with each community developing its own
methods, metrics, and assumptions.

The key publications representing the contributions of this thesis are as follows:

1. Fatima Ezzeddine, Obaida Ammar, Silvia Giordano, and Omran Ayoub. Fair
Recourse for All: Ensuring Individual and Group Fairness in Counterfactual Expla-
nations. IEEE Transactions on Artificial Intelligence Journal, 2026.

2. Fatima Ezzeddine, Silvia Giordano, and Omran Ayoub. Exploiting Explanations
for Model Extraction via Knowledge Distillation and Mitigation with Private Coun-
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terfactuals. Frontiers in Artificial Intelligence Journal, 2026.

3. Fatima Ezzeddine, Osama Zammar, Silvia Giordano, and Omran Ayoub. Expla-
nations Leak: Membership Inference with Differential Privacy and Active Learning
Defense. International Joint Conference on Neural Networks (IJCNN), in IEEE
World Congress on Computational Intelligence (WCCI 2026), Nominated for
Best Student Paper Award .

4. Fatima Ezzeddine, Noé Zufferey, Omran Ayoub, Silvia Giordano, and Verena
Zimmermann. Sok: Beyond the Individual: A Call for Collective Privacy Protection
and Regulation. 2026, Submitted Conference.

5. Fatima Ezzeddine, Rinad Akl, Ihab Sbeity, Silvia Giordano, Marc Langheinrich,
and Omran Ayoub. On the interplay of Explainability, Privacy and Predictive Per-
formance with Explanation-assisted Model Extraction. World Conference on Ex-
plainable Artificial Intelligence, Late-breaking Work, Demos and Doctoral Con-
sortium Joint, CEUR Workshop Proceedings (xAI 2025).

6. Tomasz Szandala, Fatima Ezzeddine, Natalia Rusin, Silvia Giordano, and Om-
ran Ayoub. Fair-FLIP: Fair Deepfake Detection with Fairness-Oriented Final Layer
Input Prioritising, Swiss Data Science Conference (SDS 2025).

7. Fatima Ezzeddine, Omran Ayoub, and Silvia Giordano. Knowledge Distillation-
BasedModel Extraction using Private GAN-based Counterfactual Explanations. Work-
shop on RegulatableML at Conference of Neural Information Processing (NeurIPS
2024).

8. Fatima Ezzeddine, Mirna Saad, Omran Ayoub, Davide Andreoletti, Martin Gjoreski,
Ihab Sbeity, Marc Langheinrich, and Silvia Giordano. Differential Privacy for
Anomaly Detection: Analyzing the Trade-off Between Privacy and Explainability.
World Conference on eXplainable Artificial Intelligence (xAI 2024).

9. Fatima Ezzeddine Privacy Implications of Explainable AI in Data-Driven Systems
Late-breaking Work, Demos and Doctoral Consortium Joint, CEUR Workshop
Proceedings. Best Doctoral Proposal Award (xAI 2024).

10. Fatima Ezzeddine, Omran Ayoub, Davide Andreoletti, and Silvia Giordano. SAC-
FACT: Soft Actor-Critic Reinforcement Learning for Counterfactual Explanations.
World Conference on eXplainable Artificial Intelligence (xAI 2023).

Other publications that are not included as a main component of this thesis.
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1. Fatima Ezzeddine, Omran Ayoub, Silvia Giordano, Gianluca Nogara, Ihab Sbe-
ity, Emilio Ferrara, and Luca Luceri. Exposing influence campaigns in the age of
LLMs: a behavioral-based AI approach to detecting state-sponsored trolls. EPJ Data
Science Journal, 2023.

2. Fatima Ezzeddine, Omran Ayoub, Davide Andreoletti, Massimo Tornatore and
Silvia Giordano. Vertical Split Learning-based Identification and Explainable Deep
Learning-based Localization of Failures in Multi-Domain NFV Systems. IEEE 9th
Conference on Network Function Virtualization and Software Defined Networks
(IEEE NFV/SDN 2023).

3. Davide Andreoletti, Cristina Rottondi, Fatima Ezzeddine, Omran Ayoub, Silvia
Giordano. ML-based network pruning for routing data overhead reduction in wire-
less sensor networks. 18th Wireless On-Demand Network Systems and Services
Conference (WONS 2023).

4. Hussein Fawaz, Fatima Ezzeddine, Silvia Giordano, and Omran Ayoub. To-
wards Better-Calibrated ML Models for Reliable Network Intrusion Detection via
Calibration-Aware SHAP-based Feature Selection, IEEE International Workshop on
Generative and eXplainable AI for Networking (GenXNet’25) in conjunction with
WiMob 2025.

1.4 Organization

This thesis is organized as follows:

• Chapter 1: The present chapter introduces the interdependent dimensions of
privacy, explainability, and fairness, and outlines our aim in investigating the
tensions. We present the research questions that guide this thesis, and state the
goals we seek to achieve. Finally, we provide an overview of the thesis structure,
summarize the main contributions, and list the associated publications.

• Chapter 2 Present the technical background that forms the basis for the remain-
der of the thesis.

• Chapter 3 Describe the proposed approach for conductingMEA by exploiting CFs.
We further describe the proposed method for generating privacy‑preserving CFs
under DP constraints, enabling the investigation of MEA risks in settings where
privacy guarantees are enforced.
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• Chapter 4 Investigates how CFs can be exploited for shadow-based MIA and pro-
vides a comprehensive analysis of mitigation strategies based on DP and active
learning in the context of MIA.

• Chapter 5 Analyze the interplay between DP and xAI for anomaly detection. We
analyze how DP influences model performance and the quality of the explana-
tions it produces, shedding light on the inherent tradeoffs.

• Chapter 6 Introduces the concept of collective privacy, discusses its regulatory
aspects, and poses research directions on how explainability techniques can sup-
port and enhance this emerging notion.

• Chapter 7 Present the proposed method for maintaining fairness in predictive
image models while ensuring consistency in the FA explanations they generate,
and evaluate its effectiveness.

• Chapter 8 Describes the proposed approach for generating fair CFs at individual,
group, and hybrid levels. We analyze its performance and discuss its implications
for fairness‑aware explainability.

• Chapter 9 The thesis concludes with a synthesis of the main findings and a dis-
cussion of future research directions that arise from this work.



Chapter 2

Preliminaries

This chapter presents the key concepts that form the background of the remainder
of the thesis. We introduce the essential background on privacy, explainability, and
fairness, followed by the core notions for anomaly detection, knowledge distillation,
active learning, and reinforcement learning.

2.1 Machine Learning

Machine Learning (ML) is a branch of AI concerned with developing computational
methods that learn patterns, regularities, and decision rules from data. Rather than
being explicitly programmed with fixed instructions for every possible situation, ML
systems infer patterns from examples and use them to make predictions, classifications,
recommendations, or decisions on previously unseen data. This data-driven paradigm
has become central to modern intelligent systems, enabling progress in domains such
as computer vision, natural language processing, healthcare, cybersecurity, finance,
recommender systems, and autonomous decision-making. At its core, ML relies on the
idea of generalization. Amodel is trained on a finite set of observations, usually referred
to as the training data, and is expected to perform well on new data drawn from the
same or a related distribution. The learning process typically involves selecting a model
class, defining an objective function that measures prediction error, and optimizing the
model parameters to minimize this error. However, achieving good performance on
training data alone is not sufficient. A central challenge in ML is avoiding overfitting,
in which a model memorizes training examples rather than learning robust patterns
that generalize to unseen cases. For this reason, model evaluation is usually performed
using validation and test data, along with performance metrics suited to the task, such
as accuracy, precision, recall, F1 Score, area under the curve, or mean squared error.

ML methods are commonly categorized according to the type of supervision avail-

13
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able during training. In supervised learning, models are trained using input-output
pairs, where each example is associated with a target label or value. Classification and
regression are the most common supervised tasks. In unsupervised learning, the goal
is to discover hidden patterns in unlabeled data, for example, through clustering, di-
mensionality reduction, or representation learning. Reinforcement learning considers
a different setting in which an agent interacts with an environment and learns a policy
by receiving rewards or penalties for its actions. Deep learning has become a dominant
ML paradigm, using neural networks with multiple layers to learn increasingly abstract
representations from large-scale data.

Formally, let D = {(x i, yi)}ni=1 denote a dataset composed of n examples, where
x i ∈ X represents the input features and yi ∈ Y represents the corresponding target
label or value. Given a learning task, such as classification or regression, the objective of
ML is to learn a function fθ :X →Y , parameterized by θ , that maps inputs to outputs
while generalizing well to unseen data. This is commonly achieved by minimizing an
empirical risk over the training dataset:

θ ∗ = argmin
θ

1
n

n∑
i=1

L � fθ (x i), yi

�
+λΩ(θ ) (2.1)

whereL is a loss function that measures the discrepancy between themodel prediction
and the true target, Ω(θ ) is a regularization term used to control model complexity,
and λ determines the strength of regularization. After training, the learned model fθ ∗
is evaluated on previously unseen data to estimate its ability to generalize beyond the
examples observed during training.

2.2 Privacy

Privacy refers to the ability of individuals or groups to control how information about
them is collected, used, and shared [42], to seclude themselves or their information,
thereby selectively expressing themselves. Researchers address privacy issues along
two major directions: data release, model release, and statistical release. To this end, a
fundamental distinction must be drawn between them, as each release poses distinct
privacy risks and therefore requires different protection methods. Specifically:

• Data release: The objective is to release or publish a dataset, or a transformed
version of it, so that external parties, such as researchers or analysts, can analyze
it directly with the released records without compromising the privacy of the indi-
viduals present in the dataset. The central challenge lies in preventing the disclo-
sure of sensitive information via explicit identifiers, quasi‑identifiers, information
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that can be exploited for linkage attacks, and in avoiding the de‑identification or
membership inference of individuals whose data appears in the dataset.

• Model release: The objective is to protect the privacy of the training data used to
train an ML model while still enabling its use. Instead of exposing raw records,
one releases the model parameters or provides query access to its predictions.
However, even without direct access to the underlying data, privacy risks persist:
information about training samples may be implicitly encoded in the model’s
parameters or revealed through its outputs, enabling privacy attacks.

• Statistical Release: The objective is to publish aggregate statistics in a way that
maintains their analytical utility while implementing safeguards that prevent
the re‑identification of any individual whose data contributed to the underlying
statistics.

A wide range of techniques has been developed to protect privacy, from classical
anonymization methods to more advanced approaches. These methods aim to enable
researchers, auditors, and practitioners to work with released datasets while limiting
the privacy risk. Despite these methods, several challenges persist, mainly regarding
preserving data quality and analytical utility, since stronger privacy protections often
require altering, masking, or perturbing the data in ways that degrade its usefulness
for practical tasks. To balance data utility with privacy, several privacy notions have
been proposed. In this thesis, the most important one is differential privacy (DP), but
we also briefly review k-anonymity, l-diversity, and t-closeness. These earlier notions
help motivate why DP is preferred in modern ML. We present these concepts in the
setting of tabular datasets, where privacy research was initially developed.

2.2.1 Anonymisation

Let D denote a dataset, and let {A1, . . . , An} be its set of attributes. Each tuple corre-
sponds to a single individual, but it may also represent another entity. Assume that
explicit identifiers such as names, social security numbers, or phone numbers have been
removed. A quasi-identifier {Ai, . . . , A j} is a set of attributes that can be linked with ex-
ternal information to uniquely identify at least one individual. The privacy notions
below, prior to DP, are based on controlling the disclosure of such quasi-identifiers.

k-Anonymity relies on the notion of equivalence classes formed by records sharing
identical values across a set of quasi‑identifiers. A dataset is k-anonymous if every value
combination of every quasi-identifier appears at least k times. In practice, k-anonymity
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is enforced through generalization or suppression. Generalization replaces specific val-
ues with coarser categories, such as age ranges or truncated ZIP codes, whereas sup-
pression removes tuples that would otherwise require excessive generalization.
Definition 2.2.1 (k-Anonymity). A release of data is k-anonymous if every combination
of values of quasi-identifiers can be indistinctly matched to at least k individuals, where
k is the size of the smallest class.

l-Diversity l-diversity defines privacy in terms of an equivalence class, which is a group
of tuples whose non-sensitive attributes are generalized to the same values, making
them indistinguishable with respect to those attributes. “Well-represented” means that
at least l distinct sensitive values appear in each block.
Definition 2.2.2 (l-Diversity). A block of tuples is l-diverse if it contains at least l “well-
represented” values for the sensitive attribute S. A dataset is l-diverse if all blocks are
l-diverse.

t-Closeness Let Q denote the distribution of a sensitive attribute in the full database,
and let P denote its distribution within an equivalence class. t-closeness is proposed to
ensure that these two distributions remain similar.
Definition 2.2.3 (t-Closeness). An equivalence class satisfies t-closeness if the distance
between P and Q is bounded by a threshold t . A dataset satisfies t-closeness if all
equivalence classes satisfy t-closeness.

Despite its simplicity and practical relevance, k-anonymity has important limita-
tions. It is vulnerable to homogeneity attacks, where all records in an equivalence class
share the same sensitive value, and to background knowledge attacks, where external in-
formation enables the inference of sensitive attributes. l-diversity addresses homogene-
ity attacks by requiring diversity of sensitive values within each group, but it remains
insufficient against background knowledge, skewness, and similarity attacks. It is also
difficult to enforce in high-dimensional datasets or when multiple sensitive attributes
are present. These limitations motivated t-closeness, which requires the distribution of
sensitive values within each group to remain close to the global distribution. However,
it can be difficult to satisfy with multiple sensitive attributes, and its effectiveness de-
pends on the chosen distance metric, which may not capture all privacy risks. Such
limitations motivated the need for Differential Privacy (DP).

2.2.2 Differential Privacy

Differential Privacy (DP) [22] provides a formal mathematical framework for releas-
ing statistical information about a dataset while controlling the disclosure risk to any
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Figure 2.1. Differential Privacy

individual. Its goal is to allow meaningful insights to be shared without revealing sen-
sitive details about specific records. To achieve this, DP introduces noise calibrated to
the sensitivity of the underlying computation (function, algorithm, or query), ensuring
that the resulting statistic remains useful while providing a provable bound on what
an adversary can infer about any individual. Instead of requiring zero disclosure, DP
limits the additional privacy risk an individual incurs from inclusion in a dataset (as
shown in Fig. 2.1), for example, in statistical releasing.

To formally define DP, let A : D → R be a randomized algorithm that maps
datasets from domain D to outputs in range R . Two datasets D, D′ ∈ D are called
adjacent if they differ in exactly one data point.

Definition 2.2.4 (ε-DP). A randomised function (algorithm or query) A : D → R
with domain D and rangeR satisfies ε-DP if for any two adjacent datasets D, D′ ∈ D
and for any set of outcomes S ⊆R ,

Pr[A (D) ∈ S]≤ eε Pr[A (D′) ∈ S]. (2.2)

This notion is also known as pure DP. In practice, it is often too restrictive for real-
world applications, and a relaxed form, called approximate DP, is commonly used.

Definition 2.2.5 ((ε,δ)-DP). A randomised function (algorithm or query) A : D →
R with domain D and range R satisfies (ε,δ)-DP if for any two adjacent datasets
D, D′ ∈ D and for any set of outcomes S ⊆R ,

Pr[A (D) ∈ S]≤ eε Pr[A (D′) ∈ S] + δ. (2.3)

To guarantee the DP property, in a data release setting, one does not usually publish
the raw database directly. Instead, one releases the output of a query or a statistic
computed on the dataset after adding carefully calibrated random noise sampled from
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either a Laplace or a Gaussian distribution. The amount of noise depends on how
much the query output can change when a single individual’s data is removed. This
is captured by the notion of sensitivity. Intuitively, sensitivity measures the maximum
influence an individual can have on a query’s output. Once this quantity is known,
noise can be added to mask that contribution and guarantee DP.

Definition 2.2.6 (Sensitivity). Let f : D → Rk be a query function. The global ℓ1-
sensitivity of f is∆1( f ) =maxD∼D′ ‖ f (D)− f (D′)‖1, and the global ℓ2-sensitivity of
f is∆2( f ) =maxD∼D′ ‖ f (D)− f (D′)‖2 where the maximum is taken over all adjacent
datasets D and D′.

Laplace mechanism. Given a query f : D → Rk, one releases

A (D) = f (D) + (Y1, . . . , Yk), (2.4)

where the random variables Yi are drawn independently from a Laplace distribution
with mean 0 and scale

b =
∆1( f )
ε

. (2.5)

Yi ∼ Lap(0, b), with density p(x |b) = 1
2b

exp
�
−|x |

b

�
. (2.6)

Gaussian mechanism. The Gaussian noise mechanism achieving (ε,δ)-DP, for a func-
tion f : D → Rm, is defined as

A (D) = f (D) +N (0,σ2Im), (2.7)

where σ ≥
p

2 ln(1.25/δ)C
ε and C =maxD∼D′ ‖ f (D)− f (D′)‖2 is the ℓ2-sensitivity of f .

The DP concept forms the foundation for Chapters 3, 4, and 5.

2.2.3 Attacks on Machine Learning Models

Model release introduces privacy risks that differ from those of direct data release.
Even if a model is not explicitly disclosing records, it may still leak information about
its training data through its parameters or outputs. This creates a new attack surface:
adversaries can exploit access to a model to infer properties of the training set, recover
functionality, or determine whether specific individual data was used during model
training. In the following, we present Model Extraction Attacks (MEA) [43] and Mem-
bership Inference Attacks (MIA) [44].
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Figure 2.2. Model Extraction Attack

Model extraction attacks (MEA)

In a model extraction attack (MEA), a malicious entity, or an adversary, seeks to re-
construct a deployed model by training a surrogate model that, either exactly or ap-
proximately, replicates the behavior of a released/deployed target model by issuing
queries and observing the corresponding outputs. In such a setting, an adversary typi-
cally has only black‑box access to MLaaS prediction Application Programming Interface
(API), yet attempts to infer the target’s decision function through systematic query-
ing. Such attacks raise both security and privacy concerns: they can facilitate intellec-
tual‑property theft, enable the circumvention of usage or access controls, and serve as
precursors to other privacy attacks that exploit the extracted model to infer sensitive
information about the training data, and to perform other privacy attacks.

As presented in 2.2, to performMEA, an attacker or adversary queries the deployed
model (the victim), collects responses of input-output pairs, and then trains a surrogate
as the threat model (stolen model) on these samples. In the simplest setting, the ad-
versary samples inputs from the data distribution, queries the target model, and uses
the returned labels or confidence scores. More advanced methods adaptively select
queries, for example, by focusing on uncertain regions near decision boundaries or by
synthesizing inputs that reveal more information about the model. If confidence scores
or logits are available, extraction becomes easier because these outputs provide more
information than labels alone. The extracted threat need not exactly match the origi-
nal parameters, it is often sufficient that it reproduces the target model’s behavior with
high fidelity. High fidelity refers to how closely a threat model replicates the target
model’s behavior, even when its internal parameters or structure differ. In other words,
a high‑fidelity extracted model produces outputs that are nearly indistinguishable from
those of the original model across inputs.
The MEA concept forms the foundation for Chapter 3.

Membership inference attacks (MIA)

In a membership inference attack (MIA), an adversary aims to determine whether a
given data point was part of a model’s training set. MIA exposes several privacy vulner-
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abilities, as it can reveal sensitive attributes indirectly, for instance, when membership
implies belonging to a group with a particular condition or label, and they undermine
the confidentiality of training data by disclosing who is represented in the dataset
[45, 46]. MIAs also weaken anonymization, since linking an individual to the training
set can effectively de‑identify them even when explicit identifiers have been removed.

To performMIA, the adversary exploits the fact that models often behave differently
on training (members) and unseen samples (non-members), for example, by assigning
higher confidence or lower loss to training samples. Two main categories of methods
for MIA exist: threshold-based attack [47] and shadow-model-based attacks [44, 48].
Formally, let M be a learning algorithm, let S be a training set, and let fS = M(S)
denote the trained model. Given a candidate example z = (x , y) and black-box or
white-box access to fS, the adversary outputs a bit indicating whether it believes z ∈ S.
Thus, an MIA is a hypothesis test on membership in the training set.

Definition 2.2.7 (Membership Inference Attack). Let S be a training dataset, let fS

be a model trained on S, and let z = (x , y) be a candidate sample. A membership
inference attacker is a function

M ( fS, z) ∈ {0, 1},
where output 1 indicates the prediction that z was used in training, and output 0
indicates the prediction that it was not.

Definition 2.2.8 (Threshold-Based MIA). Let s( fS, z) ∈ R be a score assigned to sam-
ple z by model fS, such as prediction confidence or negative loss. A threshold-based
MIA assumes that training samples tend to have higher confidence or lower loss, so
a threshold on that score can differentiate members from non-members and allows
predicting that a point z is a member of the training set if for some threshold τ ∈ R
computed by the attacker. Equivalently,

Mτ( fS, z) =

¨
1 if s( fS, z)≥ τ,

0 otherwise.

Definition 2.2.9 (Shadow-Based MIA). Let fS be a target model. A shadow-based MIA
trains one or more shadow models on auxiliary datasets sampled from a distribution
intended to approximate that of the target training data. Using the outputs of these
shadowmodels onmember and non-member samples, the attacker constructs an attack
modelA : O → {0,1} where O denotes a representation of the target model’s output
(e.g., posterior probabilities, logits, or loss values). The final membership decision for
a candidate sample z is then:
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Figure 2.3. Shadow-based Membership Inference Attack

M ( fS, z) =A (ϕ( fS, z)), (2.8)

whereϕ( fS, z) is the feature representation extracted from the target model’s response
on z.

Specifically, shadow-based attacks are more flexible than thresholding because they
learn, from auxiliary data, how members and non-members differ in the target model’s
output space. In practice, they often use confidence vectors or losses as attack features
and a binary classifier as the attack model (summarized in 2.3 and as proposed by
Shokri et al. [44]). The attacker first trains several shadow models to imitate the
target model’s behavior. For each shadow model, the attacker knows which samples
were used for training and which were not. By querying the shadow models on both
member and non-member samples, the attacker collects labeled model outputs along
with their true membership status. These outputs, often given as posterior probability
vectors, are then used to train a binary attack model that learns to distinguish between
the output patterns of members and non-members. Once the attack model has been
trained, the attacker queries the target model on a candidate sample z, extracts a
feature representationϕ( fS, z) from the target output, and feeds it to the attack model.
If the output pattern resembles those observed for training points of the shadowmodels,
the sample is predicted to be a member, otherwise, it is predicted to be a non-member.
Intuitively, the attack succeeds because ML models often behave differently on data
they have seen during training, for example, by assigning higher confidence to such
samples.
The MIA concept forms the foundation for the methods developed in Chapter 4.
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2.2.4 Differentially Private Machine Learning

A standard way to protect ML models against training-data leakage is to make the
training algorithm itself differentially private, rather than ensuring a DP guarantee at
the data level [19]. A widely used algorithm is Differentially Private Stochastic Gradient
Descent (DP-SGD) (Algorithm 1), introduced by Abadi et al. [19]. DP-SGD modifies
standard mini-batch SGD so that the contribution of each training example is bounded
with respect to the model output, and then adds random noise to obscure its effect on
the weight updates.

More precisely, at each iteration, gradients are computed per example in the sam-
pled mini-batch. Each gradient is then clipped to have ℓ2 norm at most a fixed threshold
C , which limits the sensitivity of the update to any single example. The clipped gra-
dients are averaged, and Gaussian noise with variance proportional to C2σ2 is added
before updating the parameters. The privacy loss across iterations is tracked using
a privacy accountant, yielding a final (ε,δ)-DP guarantee. The main hyperparame-
ters that control privacy and utility are the clipping norm C , the noise multiplier σ,
the batch size, and the number of training steps. Larger noise and smaller effective
sampling rates improve privacy, but usually reduce model utility. As a result, DP-SGD
provides formal privacy guarantees against a wide range of attacks, although strong
privacy typically comes at the cost of lower model utility. The pseudo-code of DP-SGD
is presented in 1.
The DP-SGD concept serves as the foundation for the methods developed in Chapters
3 and 4.

2.3 Explainable Artificial Intelligence

Explainable Artificial Intelligence (xAI) refers to methods and techniques that make
the behavior, predictions, and decision-making processes of AI systems more under-
standable to humans. To enhance transparency, xAI techniques provide tools to open
complex black boxes and shed light on how AI decisions are made [49, 50], thereby
promoting transparency and accountability in real-world settings [51]. By addressing
essential How?, What?, and Why? questions about AI models, xAI serves as a valuable
tool for stakeholders, users, researchers, and model developers, helping address the
growing ethical and legal issues associated with them and ensuring the trustworthi-
ness and responsible use of models.

Understanding an AI systemwith xAI relies on its training data, process, and model.
Therefore, xAI can be applied throughout the entire AI development pipeline. Specifi-
cally, it can be applied at different stages of modeling, including before (pre-modeling
explainability), during (explainable modeling), and after (post-modeling explainabil-
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Algorithm 1 Differentially Private SGD
1: Input: Training examples {x1, . . . , xN}, loss function L (θ ) = 1

N

∑N
i=1L (θ , x i)

2: Parameters: learning rate ηt , noise multiplier σ, expected batch size L, clipping
norm C

3: Initialize θ0 randomly
4: for t ∈ [T] do
5: Sample a mini-batch Lt by including each example independently with probabil-

ity L/N
6: Compute per-example gradients
7: For each i ∈ Lt , compute gt(x i)←∇θt

L (θt , x i)
8: Clip gradients
9: ḡt(x i)← gt(x i)/ max

�
1, ‖gt (x i)‖2

C

�
10: Add noise and average
11: g̃t ← 1

L

�∑
i∈Lt

ḡt(x i) +N (0,σ2C2I)
�

12: Update parameters
13: θt+1← θt −ηt g̃t

14: end for
15: Output: θT and the overall privacy cost (ε,δ) computed using a privacy accoun-

tant

ity). In this thesis, the primary emphasis will be on post-modeling (post-hoc), since AI
models are often developed with only predictive performance in mind.

2.3.1 Post-hoc Explainability

Post-hoc explainability is a technique for gaining insight into the decision-making pro-
cess of a trained ML model. In this context, post-hoc means that the model’s inter-
pretability is addressed after its training, regardless of its complexity or the algorithms
used. The approach primarily involves querying the model with diverse input datasets
to observe its behavior across scenarios. Through these interactions, we can effectively
map the model’s decision boundaries, thereby elucidating which factors influence its
predictions. Visualizations and explanations can then be applied to make these insights
more accessible and human-friendly, ultimately enabling a better understanding of the
model’s predictions. These visual aids are essential for making the insights gainedmore
accessible to data scientists, end users, and domain experts who wish to understand
why the model makes specific predictions. By going through this process, post-hoc ex-
plainability serves a vital role in improving model transparency and building trust in
its performance.
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Figure 2.4. A SHAP-based explanation illustrating the contribution of each feature to
this specific prediction.

2.3.2 Types of Explanations

Feature Attribution

Feature Attribution (FA) explanations assign a quantitative score to each input feature
in a given model. The primary goal of calculating FA is to identify which features have
influential effects on the model’s predictions and which have a relatively smaller impact.
These importance scores help practitioners and data scientists gain insights into which
factors are most critical in influencing those decisions. Features that, when modified,
cause more substantial shifts in the model’s output are considered more important
because they have a greater influence on the final prediction.

For deep neural network (DNN) models, many feature-based explanation functions
are gradient-based techniques that analyze the flow of gradients through the model.
Approaches such as Layer-wise Relevance Propagation (LRP) [52], Integrated gradients
(IG) [53], and DeepLIFT (Deep Learning Important FeaTures) [54] exist. The key
idea behind LRP is to back-propagate relevance through the layers of a DNN, assigning
importance scores to neurons by distributing the output of the final layer backward
through the network. IG is another attribution method that computes the integral of
gradients along a path from a baseline input to the actual input. DeepLIFT is another
FA method that compares each neuron’s activations to a reference baseline state.

For model-agnostic FA frameworks, perturbation methods include Shapley explana-
tions (SHAP) [55], local Interpretable Model-agnostic Explanations (LIME) [28], and
many others [56, 57]. SHAP is based on cooperative game theory and marginal con-
tribution calculations. LIME is another method that generates a dataset of perturbed
samples and their corresponding black-box model predictions, then trains an inher-
ently interpretable model to learn a good local approximation of the black-box model’s
predictions. Figure 2.4 shows the SHAP force plot for a single prediction, showing how
individual input features push the model output toward the final prediction.
The concept of FA serves as the foundation for Chapters 5 and 7.
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Figure 2.5. CF example involving navigating the decision boundary to find the optimal
change in input for a desired outcome.

Counterfactual explanations

A CF explanation (Fig. 2.5) is a form of example-based explanation that provides a
hypothetical scenario that illustrates how a different decision or outcome of an under-
lying ML model could have been achieved through minimal changes to the input data
[58]. CFs provide users with an actionable explanation by showing how altering the
input would affect the model’s output [59]. Additionally, CFs allow the identification of
the variables that should have differed in a given input to observe a different outcome,
thus making it possible to assess the influence of specific factors [58]. CF has already
been shown to improve the interpretability of ML models across several domains, such
as healthcare and finance [57, 60, 61]. For instance, Figure 2.5 presents an example
from a loan prediction model, where a CF indicates which features and by how much
should be changed to alter the prediction from loan denied to loan approved.

The generation of CFs can be viewed as an optimization problem that minimizes
a cost function encoding desirable CF explanation properties, such as actionability
[62, 63]. The cost function may be model-dependent, i.e., it depends on the model’s
inner workings, such as gradients for differentiable models [64, 65] or tree structures
for tree-based models [66, 67], or model-agnostic [68]. Numerous works focus on the
CF generation problem investigating various methodologies such as mixed integer pro-
gramming [69], heuristic searches [70, 71], gradient-based approaches [72, 73], and
advanced meta-heuristics such as genetic algorithms [74, 75], Generative Adversarial
Networks (GAN) [76] and Reinforcement Learning (RL) [77, 78].
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GAN-based Counterfactual Explanations

We now describe GAN-based CFs to form the basis of chapter 3. The method aims to
generate CFs for real-time recourse and interpretability using Residual GANs (Coun-
teRGAN) as a CF generator [79]. CounteRGAN is a novel residual GAN that trains the
generator to produce residuals that are intuitive to the notion of perturbations used in
CF searches. The search process seeks to maximize the value function with respect to
the discriminator D and minimize it with respect to the generator G. Where Ct is the
target classifier to be explained, Reg(G, x i) is a regularization term, and x i are samples
drawn from the entire data distribution (Eq. 2.9).

VCounteRGAN-bb(D, G) =

∑
i Ct(x i) log D(x i)∑

i Ct(x i)
+

1
N

∑
i

log(1−D(x i+G(x i)))+Reg(G, {x i}),
(2.9)

CF generators aim to identify in-distribution data points within the training data
by optimizing metrics of proximity, plausibility, and sparsity [80]. Specifically, spar-
sity measures how many features of the CF data point are different from the original
data point, while proximity measures the overall distance between the CF and the orig-
inal data point, such as Euclidean and Gower distance, where a low proximity value
indicates that the CF is similar to the original point. This can be useful for providing ac-
tionable feedback, as it suggests that the model recommends only a few changes likely
to have a significant impact on the output. Plausibility ensures that the generated CFs
are realistic and fit in the training data distribution.
The concept of CF serves as the foundation for the methods developed in Chapters 3,
4, and 8.

2.4 Fairness

In the context of ML, fairness is the formal study and application of techniques to ensure
that algorithmic decisions do not result in unjust or prejudicial treatment of individuals
based on protected characteristics (such as race, gender or age). Fairness is broadly
partitioned into two distinct categories: Individual Fairness and Group Fairness. These
categories correspond to the socio-legal concepts of Equality and Equity, respectively.

2.4.1 Individual Fairness (Equality of Treatment)

Individual fairness is rooted in the principle of Equality, specifically procedural justice.
It posits that any two individuals who are similar with respect to a specific task should
receive similar algorithmic outcomes.
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Formally, let X be the set of individuals and M : X → ∆(Y ) be a learning
algorithmmapping individuals to a distribution over outcomes. Given a distance metric
d : X × X → R that measures the similarity between individuals, the algorithm
satisfies individual fairness if, for any two individuals x , y ∈ X :

D(M(x), M(y))≤ d(x , y) (2.10)

where D is a distance metric between distributions (e.g., Total Variation distance).

2.4.2 Group Fairness (Equity of Outcome)

Group fairness is grounded in the principle of Equity and distributive justice. It focuses
on parity in outcomes across protected demographic groups (e.g., race, gender, or age),
aiming to eliminate the correlation between a protected attribute and the model’s pre-
dictions.

In its most common form, known as Statistical Parity, group fairness is achieved
if the prediction Ŷ is independent of the protected attribute A. For a binary classifier
and a binary protected attribute A∈ {0,1}, the condition is:

P(Ŷ = 1 | A= 0) = P(Ŷ = 1 | A= 1) (2.11)

2.4.3 Fairness Metrics

The literature identifies numerous metrics to quantify the group fairness of a model,
primarily focusing on performance comparisons across protected attributes such as,
e.g., gender, ethnicity, or physical features [81]. In this section, we introduce four
fairness metrics that broadly capture key aspects of fairness evaluation: True Positive
Parity (TPP), False Positive Parity (FPP), Positive Predictive Value (PPV), and Negative
Predictive Value (NPV). They provide a comprehensive view of model performance
across protected categories, highlighting error distributions.

Let a, b, c ∈ A represent different protected attribute values (e.g. ethnicity white,
black, asian, etc.), and let T Pa, T Na, F Pa, FNa be each attribute’s respective true/false
positives/negatives.

Equality of Odds. Equality of Odds metric requires that True Positive Parity (TPP)
and False Positive Parity (FPP) rates be consistent across groups [82]. TPP (eq. 2.12),
also known as Equality of Opportunity, ensures that individuals in the positive class
have the same probability of being correctly classified across groups. On the contrary,
FPP (eq. 2.13) checks that the rate of false positives is not excessive for certain groups.
In other words, skewed TPP means that certain groups are recognized more accurately
than others, whereas skewed FPP means that some groups are more often mislabelled
as positive.
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T PPa =
T Pa

T Pa + FNa
(2.12) F PPa =

F Pa

F Pa + T Na
(2.13)

Predictive Value Parity. Predictive Value Parity checks whether the fraction of cor-
rect predictions among all positive or negative predictions is equal across groups [83].
Positive Predictive Value (PPV) measures how reliably a positive prediction corresponds
to a true positive (eq. 2.14), while Negative Predictive Value (NPV) measures how re-
liably a negative prediction corresponds to a true negative (eq. 2.15). A skew in PPV
implies that positive predictions are more accurate for some groups, while a skew in
NPV indicates that negative predictions are more reliable for specific groups.

PPVa =
T Pa

T Pa + F Pa
(2.14) N PVa =

T Na

T Na + FNa
(2.15)

Any imbalance in parity, the ratio of lowest to highest value (eq. 2.16), across any
of these metrics signals bias in prediction. In our work, we aim to bring all fairness
metrics as close as possible to 1.0 while maintaining accuracy close to the original.

metric_pari t y =
min(metrica, metricb, metricc, . . . )
max(metrica, metricb, metricc, . . . )

(2.16)

2.4.4 Model De-Biasing Techniques

Researchers primarily employ methods for model de-biasing at three phases in a ma-
chine learning pipeline, namely, (1) pre-processing data, (2) in-processing model train-
ing, and (3) post-processing model’s outputs. Each method has inherent trade-offs re-
garding effectiveness, complexity and computational resources.

Pre-Processing Techniques

Pre-processing methods focus on refining input data to reduce unfair patterns prior to
model training. Traditional approaches include:
• Reweighting and Resampling [84]: Assigning different importance weights or

sampling rates to protected and non-protected groups to ensure balanced represen-
tation.

• Latent Feature Transformation [85]: Transforming the feature space to obfuscate
sensitive attributes whilst preserving predictive signals.

• FairTest [86]: introduces a framework for detecting unfair or discriminatory treat-
ment in data-driven systems by broadening group fairness definitions, providing
guidelines for applying fairness principles at the stage of model and dataset prepa-
ration.
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The main drawbacks of pre-processing techniques are that they may inadvertently
distort key characteristics or oversimplify complex correlations and fail to fully elimi-
nate bias [87].

In-Processing Techniques

In-processing involves integrating fairness constraints or penalties into the model train-
ing process (e.g., by adding them to the model’s loss function). This approach explic-
itly requires the model to account for fairness requirements during optimisation. This
may lead to a reduction in overall accuracy when fairness and performance objectives
conflict [88]. Moreover, their application includes a relatively high computational
overhead during training, extending the model’s training time. These methods often
employ:
• Fairness-Constrained Optimisation [89, 90]: Adding fairness constraints (e.g., de-

mographic parity) to the loss function.
• Adversarial Fairness [91, 92]: Training a predictor simultaneously attempting to

confuse an adversary predicting sensitive attributes.

Post-Processing Techniques

Post-processing alters model predictions after training, offering a relatively simpler to
enforce fairness with respect to the above-mentioned techniques. Example techniques
include:
• Group-Specific Thresholding [82, 93]: Adjusting decision thresholds per demo-

graphic group to achieve targets like equalised odds. Alternatively, we can modify
the threshold globally when we do not want to provide a protected attribute during
inference.

• Reject-Option Classifiers [84]: Overriding uncertain predictions based on sensitive
attributes.

The concept of fairness serves as the foundation for the methods developed in chapters
7 and 8.

2.5 Anomaly Detection

This section introduces the concept of AD and the theoretical background relevant to
the Anomaly Detection (AD) algorithms considered in this work, namely Local Outlier
Factor (LOF) and Isolation Forest (iForest).

Anomalies refers to data points that deviate significantly from the expected patterns
or behaviors observed within a dataset. This deviation can indicate various underlying
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factors, ranging from irregularities to errors in data collection or processing. AD refers
to the process of identifying these anomalies [94]. In many applications, practitioners
are particularly interested in finding data points that deviate from their immediate
neighbors locally (local anomalies) or globally, referring to data points that deviate
significantly from the overall distribution of the data set rather than just its immediate
neighbors (global anomalies). To address both local and global anomalies, our study
incorporates LOF [95] (for local AD), and iForest [96] (for global AD), which are two
unsupervised models that proved scalable and efficient [97].

Isolation forest

The core principle behind iForest [96] lies in constructing decision trees using randomly
sampled data to isolate outliers. Given the intrinsic sparsity of anomalies relative to
normal data points, their isolation pathways within the iForest exhibit demonstrably
shorter lengths, therefore, anomalies are isolated faster within the constructed trees.
In other words, the fewer branches that need to be traversed in the tree to isolate a
data point (indicating a shorter path), the higher the likelihood that it is an anomaly.
To build a tree, start by randomly selecting a feature and a split value between its mini-
mum and maximum. It then partitions the data into two sets based on the chosen split
value. This process is recursively repeated to build the decision tree structure. A pre-
defined maximum tree depth can be set to ensure consistency and avoid excessively
deep trees. Afterward, an anomaly score is computed as the average path length of a
data point across all trees in the forest. Lower scores indicate a higher likelihood of be-
ing an anomaly, since deeper paths, indicating greater effort to isolate, suggest greater
normality, whereas shallower paths, signifying easier isolation, point toward potential
anomalies. Since iForest focuses on random partitioning, faster anomaly isolation, and
independence from local density distributions, it is a strong choice for detecting global
anomalies that deviate significantly from the overall data distribution.

Local outlier factor

LOF [95] algorithm identifies anomalies by comparing the local density of a data point
with the density of its k-nearest neighbors. Local density comparison assesses how
much an individual point deviates from its surrounding environment. LOF first identi-
fies the k-nearest neighbors for each data point. Then, it computes a local reachability
density (LRD) that estimates the density of the area around a given data point relative
to its neighbors. Then, LOF calculates a score for each data point by comparing its LRD
to the average LRD of its k-nearest neighbors. Points with an LRD significantly lower
than that of their neighbors are considered potential outliers, and higher LOF scores
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indicate higher local density and greater normality. In contrast, lower scores indicate
potential anomalies that deviate significantly from their surrounding data points. LOF
focuses on identifying local anomalies and excels at this task by considering local den-
sity measures. This approach makes LOF well-suited for identifying local anomalies
that deviate from the norm within their local context.
The concept of AD serves as the foundation for the methods developed in Chapter 5.

2.6 Data and Model Distillation

2.6.1 Data Distillation and Active Learning

Modern ML methods, and especially deep learning models, typically require large
amounts of labeled training data to achieve strong generalization performance. How-
ever, collecting, storing, and processing such datasets can be costly in terms of annota-
tion effort, memory usage, computational resources, and energy consumption. These
challenges have motivated growing interest in methods that reduce the effective size
of the training set while preserving as much useful information as possible. One impor-
tant line of research in this direction is data distillation, as the process of compressing
the knowledge in a large dataset into a much smaller set of informative samples while
maintaining the ability to train a model that performs competitively on the original
task. Data distillation is closely related to several neighboring concepts, such as Active

Figure 2.6. Active Learning

learning (AL), as both aim to identify highly informative data points. In this sense, the
two paradigms are complementary: one seeks to reduce the amount of data needed for
training, and the other seeks to reduce the amount of labeling needed to obtain that
data. AL addresses this issue by selecting the most informative unlabeled instances for
annotation, aiming to achieve high model performance with as few labeled examples
as possible. AL is a learning paradigm in which the model can interactively query an
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oracle, typically a human annotator, to obtain labels for carefully selected samples. In-
stead of labeling data uniformly at random, the learner aims to identify those instances
that are expected to provide the greatest improvement to the model if labeled. The
central intuition is that some samples are substantially more informative than others,
particularly when they represent underexplored regions of the input space or reveal
model uncertainty.

The standard AL process is iterative (Fig. 2.6). Initially, a small labeled set is used
to train a preliminary model, while a larger pool of unlabeled data remains available.
At each round, a query strategy is applied to rank or select unlabeled instances based
on an informativeness criterion. The selected instances are then sent to the oracle
for annotation, added to the labeled set, and the model is retrained or updated. This
cycle continues until the labeling budget is exhausted or the target performance level is
reached. A variety of query strategies have been proposed in the AL literature. Among
the most widely used are uncertainty-based methodswhich select samples for which the
current model is least confident. Common uncertainty criteria include least confidence,
margin sampling, and entropy-based selection.

2.6.2 Knowledge Distillation

Knowledge distillation (also known as model distillation), is a process that involves
the transfer of knowledge from a high-complex model, known as a teacher model, to
a reduced-complexity model, known as a student model, that remains operable within
real-world constraints [98]. While KD constitutes a specific instance of model compres-
sion, it serves as ameans to extract essential insights, patterns, and expertise embedded
in the larger models to create a deployable model. The student model follows a train-
ing procedure with the primary objective of imitating the performance of the teacher
model. This knowledge transfer mechanism involves the student model learning not
only the surface-level predictions made by the teacher model but also the deeper pat-
terns, generalizations, and decision-making strategies embedded within the teacher
architecture. To achieve this, the student model is guided during training by incorpo-
rating two primary sources of information: the actual target labels or predictions for
the dataset at hand, and the soft labels or probability distributions generated by the
teacher model in response to the same dataset.

KD necessitates the availability of a well-trained teacher model, a trainable student
model, and the specification of a student loss function for assessing predictions against
ground-truth labels (L). A distillation loss function, accompanied by a temperature
parameter (temp), is employed to bridge the knowledge gap by comparing the soft
predictions of the student to the softened teacher labels. The student and the distilla-
tion losses are weighted via an alpha (α) which is essential for balancing task-specific
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accuracy and knowledge transfer. Subsequently, the losses incurred are computed,
incorporating a weighted combination of the student loss (weighted by α) and the dis-
tillation loss (weighted by 1− α). This weighting mechanism allows for a fine-tuned
balance between preserving task-specific accuracy (student loss) and incorporating the
knowledge distilled from the teacher model (distillation loss). The Kullback-Leibler
(KL) divergence, denoted as K L(P ‖ Q) (Eq. 2.17), is a mathematical measure em-
ployed in KD to assess the difference between two probability distributions, P and Q,
where the summation is taken over all classes or categories.

Suppose P represents the soft probabilistic predictions of a teacher model, while Q
represents the corresponding probabilistic predictions of a student model (expressed
as the output made by a softmax activation function). During training, KL divergence
as the distillation loss encourages the student model to capture the nuances and uncer-
tainties present in the teacher’s predictions. In summary, the loss to be optimized by
the student is shown by Eq. 2.18.

dist il lat ion_loss = K L(P ‖Q) =
∑

i

P(i) log
�

P(i)
Q(i)

�
(2.17)

loss = α · student_loss+ (1−α) · dist il lat ion_loss (2.18)
The KD serves as the foundation for the methods developed in Chapter 3.

2.7 Reinforcement Learning

Reinforcement Learning (RL) [99] draws inspiration from behavioral psychology, in
which an RL agent interacts with an environment to learn a policy that supports a
specific goal. Specifically, RL is a paradigm in ML where an agent learns to make
decisions by interacting with an environment and receiving feedback in the form of
rewards or penalties. Rather than being given the correct labeled action, the agent
learns effective behavior through trial and error, gradually improving its policy (i.e.,
its strategy) to maximize cumulative reward over time. Typically, this environment is
represented as a Markov Decision Process. The state space, referred to by S, and the
action space, referred to by A, are defined, and a policy π : S→ A that maps states to
actions determines the behavior of the learning agent. The policy π(at = a|st = s) is
the probability of performing a certain action a ∈ Awhen the agent is in a state s ∈ S at
time step t . The objective of the RL agent is to maximize the expected sum of rewards
Rt , known as the return, over a specific timeline T (Eq. 2.19). The return is computed
from the rewards obtained at each time step, denoted by rk, using a discount factor
γ ∈ [0,1]. The discount factor determines the significance of future rewards versus
immediate rewards.
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Rt =
T∑

k=t+1

γk−t−1rk (2.19)

The action-state value function Qπ(s, a), also known as Q value of policy π, is defined
as the expected return when starting from state s and taking action a, following policy
π, as shown in 2.22.

Qπ(s, a) = Eπ(Rt |st = s, at = a) (2.20)

Actor-Critic RL Actor Critic (AC) is an RL architecture that is trained by optimizing
both a policy (actor) and an estimate of the value function (critic) simultaneously [100].
The actor takes actions according to the current policy, while the critic evaluates the
value of the actor’s actions and provides feedback on their quality. The policy is up-
dated by the actor based on the feedback received from the critic. Compared with
other RL algorithms, AC better handles scalability issues and slow learning in sparse
environments (where the agent receives low or infrequent feedback or reward from the
environment for its actions) [101]. In fact, AC combines the strengths of value-based
and policy-based RL methods, namely the ability to learn from high-dimensional input
spaces and to learn stochastic policies for continuous action spaces. By exploiting both
methods, AC algorithms can learn more efficiently and converge to optimal solutions
faster than traditional RL methods. AC algorithms are also well-suited to tasks that
involve continuous action spaces, as they can handle complex, high-dimensional action
spaces more effectively [102, 103].

However, the AC algorithm also has several limitations, including sample ineffi-
ciency and policy entropy regularization. The former is the requirement for a large
number of samples to accurately estimate the value function and update the policy,
the latter is that the model may converge to a deterministic policy, which can result
in a lack of exploration and a suboptimal solution. To tackle these issues, the Soft
Actor-Critic (SAC) was introduced [104]. In an SAC architecture, the actor aims to
maximize both the expected reward and the entropy of the actions taken. As entropy
measures the uncertainty or unpredictability of a random variable, its maximization
strikes a better balance between exploitation and exploration, thereby preventing the
learning of non-optimal policies.

The SAC architecture is composed of three distinct networks: a state value function
V that is parameterized by ψ, a soft Q-function Q that is parameterized by θ , and a
policy functionπ that is parameterized byϕ. As described in [104], the approximation
of V and Q facilitates the convergence of the algorithm. The optimization is as follows:
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1) Train the Value network V by minimizing the squared difference between the pre-
diction of the value network and the expected prediction of the Q function, plus the
entropy of the policy function π (measured here by the negative log), across all states
sampled from the experience replay buffer (past experiences). More formally, we min-
imize Eq. 2.21:

JV (ψ) = Est∼D

�
1
2
(Vψ(st)−Eat∼πϕ[Qϕ(st , at)− logπϕ(at |st)])

2
�

(2.21)

2) Train the Q network by minimizing the squared difference between the predic-
tion of the Q function and the immediate (one-time-step) reward plus the discounted
expected Value of the next state (computed with Q̂), across all states sampled from the
experience replay buffer (Eq. 2.22).

JQ(θ ) = E(st ,at )∼D

�
1
2
(Qθ (st , at)− Q̂(st , at))

2
�

(2.22)

3) Train the Policy network π by minimizing the Kullback-Leibler (KL) divergence
between the policy function’s distribution and the distribution obtained by normalizing
the exponentiation of the Q function with another function Z (Eq. 2.23).

Jπ(ϕ) = Est∼D

�
DK L

�
π(.|st)

�������� ex p(Qθ (st , .))
Zθ (st)

��
(2.23)

The RL serves as the foundation for the methods developed in Chapter 8.



36 2.7 Reinforcement Learning



Part I

Privacy and Explainability

37





Chapter 3

Exploiting Counterfactual Explanations
for Model Extraction Attacks

In this chapter, we investigate how CFs can be exploited to perform MEA. We study a
realistic MLaaS setting in which explanations are provided alongside model predictions
and show how an adversary can use them to approximate the behavior of a target model.
We then analyze the impact of incorporating DP into the CF generation as a mitigation
strategy. Through experiments, we examine the trade-off between privacy protection,
attack effectiveness, predictive performance, and explanation quality. This chapter is
based on the content available in the following works:

1. Fatima Ezzeddine, Omran Ayoub, and Silvia Giordano. Knowledge
Distillation-Based Model Extraction using Private GAN-based Counterfactual
Explanations. Workshop on Regulatable ML at Neural Information Process-
ing Conference (NeurIPS), 2024.

2. Fatima Ezzeddine, Rinad Akl, Ihab Sbeity, Silvia Giordano, Marc Langhein-
rich, and Omran Ayoub. On the interplay of Explainability, Privacy and Pre-
dictive Performance with Explanation-assisted Model Extraction. Conference
on eXplainable Artificial Intelligence (xAI 2025), Late Breaking Work.

3. Fatima Ezzeddine, Omran Ayoub, and Silvia Giordano. Exploiting Expla-
nations for Model Extraction via Knowledge Distillation and Mitigation with
Private Counterfactuals. Frontiers in Artificial Intelligence Journal, 2026.

39



40 3.1 Introduction

3.1 Introduction

Recent years have witnessed a growing trend in employing Deep Neural Networks
(DNNs) as learning algorithms for ML-based applications. In particular, DNNs have
gained substantial popularity due to their remarkable success in diverse domains [105].
However, the complexity of their training process is resource-intensive, requiring sub-
stantial data acquisition and computational power [106], thereby hindering their spread
adoption and accessibility. One approach to mitigating these complexity challenges is
to offer ML models via MLaaS platforms [35, 107, 108]. MLaaS platforms streamline
access to complex models by hosting and training them in the cloud, allowing third-
party practitioners to query pre-trained models via APIs [34, 108], while the private
dataset used to train the model remains inaccessible to users.

Numerous platforms offer MLaaS, such as Google Cloud, Microsoft, IBM, and Ama-
zon Web Services [109, 110, 111, 112, 113]. The API’s input-output format for these
services is publicly accessible, meaning that users know the format of the input data
required by the service (i.e., the ML model) and can therefore receive decisions from
the model. This opens the door for malicious users (or, more precisely, attackers) to
exploit these interfaces to conduct privacy-breaching attacks, such as MEA [43].

Several mitigation strategies for these security- and privacy-breaching attacks are
already employed [114, 115]. However, these strategies face new challenges as emerg-
ing transparency requirements demand explanations for ML model decisions. In re-
sponse, MLaaS platforms are shifting towards providing explanations alongside the
predictions made by their deployed models [110, 111, 112, 113]. The need to pro-
vide users with model explanations is linked to the need for transparent decision-
making processes in data-driven systems [116]. The urge to enhance transparency
through model explanations stems from a dual objective: on the one hand, to satisfy
emerging regulatory and compliance requirements, and, on the other hand, to pro-
vide users with actionable insights derived from the model’s decision-making process
[116, 117, 118, 119, 120].

Model explanations are generally derived using xAI techniques [28, 121] may un-
intentionally reveal information that attackers can exploit to refine their strategies,
thereby opening new avenues for existing attack methodologies and posing additional
risks to current security and privacy safeguards [47, 122, 123]. In this chapter, we in-
vestigate how explanations generated by xAI frameworks, such as CFs, can be exploited
to conduct MEA in MLaaS scenarios. We focus specifically on CFs because they provide
unique insights. CFs reveal how minimal alterations to original data instances can lead
to different model outcomes, consequently helping users interpret the dynamics under-
lying the model’s prediction shift from the decision boundary [57]. However, due to
their inherent proximity to the decision boundary and their reflection of the training
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data, CFs exhibit a dual nature: while they serve as valuable interpretative tools, they
can also be a valuable asset, revealing additional information that can be exploited to
uncover model vulnerabilities. In this context, we first propose a novel approach based
on knowledge distillation (KD) for high-fidelity MEA, leveraging CFs as a surrogate
training dataset. Our method derives a threat model that closely replicates the target
model’s functionality. Moreover, we propose a mitigation approach that integrates dif-
ferential privacy (DP) into the CF generator’s training pipeline to reduce the risk of
providing CF explanations. Our analysis evaluates the effectiveness of the proposed
attack method relative to established baselines and assesses the impact of DP on both
the quality of CF and the performance of the MEA, with the aim to address RQ1 and
RQ2. The contribution of this chapter is summarized as follows:

• KD-Based MEA with CFs: We focus on leveraging CF through a novel method
founded on KD to performMEA inMLaaSwith a specific focus onMEA facilitated
by KD as extraction techniques and using CFs as informative proxies for the orig-
inal training data. To substantiate the effectiveness of this method, we simulate
an adversarial scenario in which an attacker employs the proposed KD-based
method to train a high-fidelity substitute model of the target model.

• Private Counterfactual Explanations: Acknowledging the critical importance
of preserving the privacy of training data, we introduce the integration of DP into
the GAN-generated CF explanation pipeline. This enhancement is designed to
generate CFs that deviate from the statistical properties of the sensitive dataset,
thereby offering a layer of protection against potential privacy breaches. We also
investigate the trade-off associated with integrating DP into the generated CFs,
assessing its impact on both privacy and utility.

3.2 Related Works

Several works have proposed strategies for performing MEA. Tramer et al. conduct suc-
cessful MEAs against different ML models, including decision trees and support vector
machines, by using equation-solving, path-finding algorithms, and learning-theoretic
techniques [43]. MEAs can also be conducted against deep neural networks (DNNs)
using active learning with unannotated public data [124]. In the natural language
processing domain, Krishna et al. investigate MEAs against BERT-based APIs and ex-
plore the use of transfer learning to improve attack effectiveness [125]. Other works
have focused on querying strategies for MLaaS systems, aiming to query the target
model effectively and extract accurate surrogate models [126, 127, 128]. For example,
Orekondy et al. train a knockoff network using predictions for queried images and pro-



42 3.2 Related Works

pose a reinforcement-learning-based approach that improves query-sample efficiency
and attack performance [126]. Juuti et al. propose a method to generate synthetic
queries and optimize training hyperparameters, and further introduce a mechanism
to detect effective DNN MEAs [127]. More recent works have considered related risks
and defenses in emerging settings. Pang et al. introduce watermarking mechanisms
for text generated by large language models (LLMs) to address copyright concerns and
track content origin [129]. Zhang et al. propose a metric to quantify MEA risk by mea-
suring the distance between the target model and its surrogate in weight space [130].
Sun et al. explore obfuscation techniques and propose an efficient model-obfuscation
method to protect against extraction attacks [131]. They analyze the distribution of
consecutive API queries and raise an alarm when this distribution deviates from normal
behavior. The types and amounts of internal information that can be extracted from
deployed ML models, including the architecture, optimization procedure, and training
data, have also been investigated [128]. In addition, Jagielski et al. study how to im-
prove the query efficiency of MEAs through learning-based methods, with a particular
focus on the fidelity of the extracted model [132].

Other works have investigated MEAs that exploit explanations provided by MLaaS
systems [133, 134, 135, 136, 137]. For instance, Oksuz et al. investigate how Local
Interpretable Model-agnostic Explanations (LIME) can be exploited to infer decision
boundaries by sending adaptive queries that generate new data samples near those
boundaries [134]. Miura et al. analyze how gradient-based explanations reveal the
decision boundary of a target model by modeling a data-free MEA against gradient-
based XAI methods, while also exploiting a generative model to reduce the number
of required queries [138]. Yan et al. propose methodologies that perform MEA by
jointly minimizing task-classification and task-explanation losses [135]. Similar to our
work, several studies have investigated how counterfactual explanations (CFs) can be
exploited to conduct MEAs. Aivodji et al. model an attack that leverages both the
target model’s predictions and CFs to directly train an attack model [133]. Wang et
al. propose a strategy that reveals the decision boundary of a target model and then
performs MEA by considering the CF of the CF as pairs of training samples used to
directly train the extracted model [34].

Our work aligns with this line of research by exploring how CF explanations can be
exploited for MEA. However, our contribution lies in modeling a novel MEA approach
that more effectively leverages the insights provided by CFs compared to approaches
that directly train a substitute model on extracted CFs. Moreover, in contrast to previ-
ous studies, our work assumes that the attacker has no prior knowledge of the training
set, requiring the attacker to query the model with zero prior knowledge and motivat-
ing a new strategy for performing MEA [34, 133].

In terms of mitigation strategies, few works have proposed methodologies for gen-
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erating explanations while preventing the disclosure of sensitive information about the
decision boundary, training set, or model architecture. For instance, Patel et al. em-
ploy differential privacy (DP) algorithms to construct feature-basedmodel explanations
[139]. Yang et al. generate differentially private CFs using functional mechanisms
[140]. Pentyala et al. generate recourse paths by leveraging differentially private clus-
tering and demonstrate that constructing a graph over cluster centers can yield private
recourse paths as CFs [141].

This work also exploits DP by integrating it into the CF generation process. With
this approach, we eliminate the need for a separate method to generate private CFs.
We specifically focus on GAN-based CF generators due to their ability to generate high-
quality CFs compared to other CF generation methods. To the best of our knowledge,
our work is the first to integrate DP into CF-based generative methods. We demonstrate
the robustness of the proposed DP-based method against MEA and provide a detailed
analysis that sheds light on the impact of CFs on the training set distribution, using
well-defined metrics.

3.3 Problem Formulation and Methodology

3.3.1 KD-Based MEA

A DNN model fθ trained on a dataset D : X ∈ Rd → Y ∈ R takes a numerical
input query x ∈ X and predicts the output y ∈ Y . fθ a trained model with θ be
the weight matrix, b be the bias vector. The output of the DNN can be computed
as fθ = θ · X + b. The output of the network y are confidence scores, which are
expressed in terms of probabilities, essentially indicating how confident the ML model
is about each possible class or category in its training data. The CF explanation method,
which trains a CounteRGAN generator E: fθ×X →X generates a perturbed instance
c ∈ X for the input instance x such that fθ (c) has a different output while minimizing
an objective function g. Formally, searching for a CF can be framed as ar gmin g(x , c)
s.t fθ (c) 6= fθ (x). Where g : X ×X → R+ is a cost metric measuring the changes
between the input x and c, and y is the desirable target that is different from the
original prediction fθ as shown in Fig. 3.1. That is, we seek to find CFs that belong to
a target class y while remaining proximal to the original instance.

Figure 3.2 illustrates the steps of the proposed scenario. First, a user submits
a query, containing input data representing a data record x , for which they seek a
prediction. Upon receiving the query, the MLaaS API forwards it to the ML service,
which computes the prediction fθ (x) and generates a corresponding CF explanation
c = E(x), where fθ (c) yields a different prediction. Finally, the service returns both
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Figure 3.1. CF example involving navigating the decision boundary to find the optimal
change in input for a desired outcome.

Figure 3.2. Scenario of MEA where MLaaS provides explanations alongside the predic-
tion

the prediction and the CF explanation to the user. Within the scope of this work, our
primary emphasis is on a specific type of attack, high-fidelity MEA, specifically directed
toward CFs. The objective of this attack is to derive a model threat_model tΥ that ac-
curately replicates the functionality of the target model.

The MEA is formulated as follows: for a set of queriesQ and a set of corresponding
CF explanations C , an attacker trains a threat model tΥ that performs equivalently on
an evaluation set T . The goal is to maximize an agreement function (the agreement
metric will be detailed later), between fθ and tΥ as shown in Eq. 3.2, with a minimal
number of queries sent to the API.

We now describe our proposed KD-based MEA and train a threat model tΥ . We
then describe our proposed methods for integrating DP into the CF generation process.
Figure 3.3 illustrates our proposed methodology of the KD method along with the CF
generation process. An owner of a private dataset trains a DNN classifier (Step 1 in Fig.
3.3), and a CounteRGAN CF generator (Steps 2A, 2B in Fig. 3.3) and deploys it on an
MLaaS platform.

To make the MEA scenario more realistic and challenging for the attacker, we as-
sume that the attacker has no prior knowledge of the training set. The attacker gener-
ates random samples and collects both the query output of the target model and the
corresponding CFs provided for those outputs (Step 3 in Fig. 3.3). After successfully
collecting a set of CFs (Step 4 in Fig. 3.3), the attacker employs our KD-based MEA ap-
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Figure 3.3. Methodology Framework, describing the KD-based MEA, in the deploy-
ment phase, in addition to the CF generation phase.

proach on the collected dataset as input data to train tΥ . The rationale for selecting KD
as the extraction method lies in its unique ability to address the problem not only as a
standard supervised classification task but also to precisely imitate the probability dis-
tribution. Specifically, we propose training tΥ by minimizing a loss that combines the
threat-model classification loss with the distillation loss. To emphasize the importance
of mimicking the target model’s output probability distribution in the threat model, we
use the Jensen-Shannon (JS) metric (3.1) as the distillation loss. The choice of JS is to
address divergence issues and ensure a symmetric output, so we assume the attacker
replaces the KL divergence with JS. Afterward, the attacker trains the threat model by
minimizing the loss of KD (Step 5 in Fig. 3.3) until the convergence of the agreement
on a separate validation set.
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3.3.2 Private CFs generation with Differential Privacy

We are now aligned with the service provider and present a strategy to mitigate MEA
by integrating DP into the CF generation process. Our methodology does not expose
statistical information about the training set.

To this end, we integrate DP into the employed CF generator, CounteRGAN, during
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the optimization process as follows. First, we employ the Adam differential private op-
timizer (DP Adam). The DP Adam process often requires multiple training iterations
to achieve privacy guarantees. We then repeatedly add noise across several rounds,
thereby strengthening the overall privacy guarantees by injecting noise into the gener-
ator’s gradients, in addition to a gradient clipping step. This process involves clipping
gradients for a random subset of examples, clipping each gradient’s norm, computing
the average, adding calibrated noise, and finally performing the traditional backprop-
agation step to update the weights. Note that the gradient clipping step is essential
as it controls the amount of noise added and prevents large updates that could reveal
too much information about individual data points. The key assurance provided by
this approach is that the generator does not memorize or reveal details of the training
data, and therefore does not generate CFs that are very similar to the training points.
While DP guarantees ensure the privacy of the CFs, the added noise can degrade their
quality and affect the training process. We also aim to examine the effects of incorpo-
rating DP into the CF generation process on MEA performance and the quality of the
provided CFs, considering metrics such as proximity, prediction gain, and plausibility
(described later in sec 3.4), as DP has an impact on performance-utility trade-off and
explainability-utility as well [36]. Additionally, we aim to demonstrate how private
CFs fit with the distribution of the training set.

3.4 Experimental settings

Datasets Weperform our experiments using three classification datasets, namely, Give
Me Some Credits [142], Credit Card Fraud [143], and Housing [144]:

• Give Me Some Credits (GMSC) [142]. The dataset is collected to forecast the
likelihood that an individual will experience financial distress over the next 2
years, based on their financial and demographic information. The dataset com-
prises 150,000 applicants, of whom 139,974 are classified as good and 10,026 as
bad. We follow the preprocessing described in [69]. Specifically, starting from
the raw training data, we first build a balanced dataset by retaining all minority-
class samples and downsampling the majority class to match their counts, result-
ing in 20,052 instances with 10,026 samples per class. We impute missing val-
ues in MonthlyIncome and NumberOfDependents, add quantile-binned versions
of selected variables, and apply a preprocessing pipeline that includes median
imputation with indicator variables for missing values, power transformation,
feature expansion, and feature selection, resulting in 73 features as input.

• Credit Card Fraud (Credit) [143]. The dataset contains transactions conducted
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by cardholders using credit cards in September 2013, represented by 30 features.
In this dataset, transactions over two days reveal 492 fraudulent instances out of
a total of 284,807. In the preprocessing pipeline, the Amount feature is scaled
using RobustScaler, and the Time feature is normalized to the [0,1] range. We
then construct a balanced dataset by retaining all fraud transactions and ran-
domly sampling an equal number of non-fraud transactions, yielding approxi-
mately 1000 instances with a balanced class distribution.

• Housing [144]. The dataset was created from the 1990 U.S. Census, have 20640
samples consisting of 8 features and a target variable representing the median
house value for California districts, in dollars. The target variable is then split
into two classes using a threshold set to the median. Specifically, we convert
the original regression target into a binary classification task by thresholding
at the median target value. This produces a balanced binary target. In the
current implementation, the input features are standardized using the feature-
wise mean and standard deviation.

Baseline scenarios We compare our proposed approach for performing MEA, KD-
based MEA, to 2 baseline approaches, presented in [133], referred to as Direct Train
and DualCF [34]. Direct Train trains a threat model as a standard supervised classifica-
tion task using the raw training data, without incorporating any specific optimization
techniques for MEA, and DualCF trains a threat model using the CF of the CF directly.
We examine three scenarios pertaining to the MLaaS provider’s inclusion or exclusion
of CF explanations alongside the predictions of the ML model, 1) No CF: In this sce-
nario, the MLaaS does not provide the user with any CFs. 2) CF: In this case, the
MLaaS provides CFs using counteRGAN. 3) Private CF: The MLaaS offers private CFs
by implementing our proposed approach for generating private CFs.

We begin by conducting an analysis aimed at 1) demonstrating how CFs can be
exploited for MEA and (2) assessing how our proposed KD-based approach can further
strengthen MEA. We also 3) evaluate private CFs under both direct training and KD.
To perform this analysis, we simulate the following six scenarios:

• Direct No CF. We train a model directly on the randomly generated data points,
and the focus shifts to examining the potential of direct queries and analyzing
the power of CFs and KD.

• Direct CF. The MEA is performed following the baseline [133]. We train a model
directly on CFs, this dimension is dedicated to evaluating the standalone power
of CFs without the incorporation of KD, providing insights into the capabilities
of CFs separately.
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• KD-based No CF. We employ our proposed KD-based approach on the randomly
generated data points, and the focus shifts to examining the potential enhance-
ment when KD is utilized independently of CFs.

• KD-based CF. We employ our proposed KD-based approach, trained with CFs, to
analyze the influence of KD when applied alongside CF.

• Direct Private CF.We train a model directly on CFs extracted from the DP genera-
tor, the focus shifts to examining the potential of direct queries and to analyzing
the power of KD and CFs alongside.

• KD-based Private CF. We employ our proposed KD-based approach on CFs ex-
tracted from the differentially private generator, and the focus shifts to examin-
ing the potential effect of integrating DP in the CF generation.

We then extend our analysis to the second baseline, DualCF. These scenarios are de-
signed to (1) evaluate the standalone effectiveness of DualCFs as a baseline compared
to our KD-based approach, and (2) investigate the impact of integrating DualCFs with
KD, yielding four distinct scenarios:

• DualCF. We train a model directly on DualCF, the aim is to evaluate the stan-
dalone power of DualCFs compared to KD, providing insights into their capabil-
ities separately.

• Private DualCF. We train a model directly on DualCFs extracted from the DP
generator, the focus shifts to examining the effect of DP and to analyzing it with
DualCFs alongside.

• KD-based DualCF. We employ our proposed KD-based approach, trained with
DualCFs, to understand the influence of KD when applied alongside DualCF.

• KD-based Private DualCF. We employ our proposed KD-based approach on Dual-
CFs extracted from the DP generator, the focus shifts to examining the potential
effect of integrating DP on the MEA.

To better represent the experiments and to compare scenarios before examining
the numerical results, table 3.1 explicitly lists, for each scenario, the queried input
source, the data used to train the extracted model, whether CFs are used, whether the
CFs are private, whether KD is used, and which extraction family the scenario belongs
to.
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Table 3.1. Summary of experimental scenarios used in the MEA evaluation.

Scenario CF Private CF DualCF KD Direct
Direct No CF × × × × Ø
Direct CF Ø × × × Ø
KD-based No CF × × × Ø ×
KD-based CF Ø × × Ø ×
Direct Private CF × Ø × × Ø
KD-based Private CF × Ø × Ø ×
DualCF Ø × Ø × Ø
Private DualCF × Ø Ø × ×
KD-based DualCF Ø × Ø Ø ×
KD-based Private DualCF × Ø Ø Ø ×

Target model We adhere to consistent training procedures for the target model (to
be deployed and queried by the API). We train a DNN comprising 16 hidden layers to
create a complex model. The layer configurations consist of 64, 32, 16, 32, 64, 128, 64,
32, 128, 64, 128, 64, 128, 64, 32, and 16 neurons per layer. The activation function
is set to Gelu for all layers, while the output layer employs softmax to produce model
outputs as confidence score probabilities. We use the Adam optimizer to minimize the
cross-entropy loss, with default parameter initialization. Each target model is trained
using 80% of the training dataset. For all datasets, the model weights were initialized
using LeCun uniform initialization with a random seed, a dropout rate of 0.2, and the
Adam optimizer with a learning rate of 0.05, a batch size of 32, and 1000 training
epochs 1

Threat model We specify consistent training procedures for the threat model, assum-
ing that attackers have no knowledge of the target model architecture but can build a
DNN with a standard architecture. The attacker aims to train the threat model either
using our proposed KD-based MEA approach or directly on the data points, using a
DNN with 3 hidden layers of 16, 32, and 64 neurons consecutively, with ReLU activa-
tions and a softmax output layer. In the scenario we are considering, we assume that
the attacker does not possess any knowledge about the distribution of the training data
used for training the target model. Consequently, the attacker generates 1000 random
data points for each dataset. The data point values are randomly generated, with val-

1Experiments were computed with a machine of intel Core i7, a GPU of RTX 3070, and 8 GB of RAM.
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ues drawn from a range of -3 to 3 for each feature. We specify -3 and 3 as the ranges
for random values, aiming to obtain randomized data points that are as dissimilar as
possible to the training datasets. The threat model is trained for 1000 epochs, Adamax
as optimizer with a learning rate of 0.01. For the KD-based MEA training, we vary α
from 0 to 0.5 and report the highest agreement across 1000 epochs. We report the
average of 10 runs with randomly selected subsets for each experiment.

Counterfactual generator To generate CFs using CountRGAN, we train the discrimi-
nator with 3 layers comprising 32, 16, and 1 neurons, respectively. Each hidden layer
is followed by a dropout layer with a factor of 0.2. We use a ReLU activation function
for the hidden layers and a sigmoid activation function for the output layer. The Coun-
tRGAN schedule consists of two discriminator steps and four generator steps, with a
total of 2000 training iterations and a minibatch size of 64. The generator, which takes
a datapoint as input and produces the corresponding CF, is trained with three hidden
layers comprising 64, 48, and 32 neurons, using ReLU activation for the hidden layers
and a linear activation function for the output layer. We specify the optimizer as Adam
with a learning rate of 0.005. For the DP generator, we change the optimizer to one
that supports DP. We integrate the DP Adam optimizer from the TensorFlow privacy
library. To ensure a good privacy budget, we set the DP Adam optimizer’s l2_norm_clip
to 1 and the noise_multiplier to 3.

Evaluation metrics The evaluation metrics comprise two sets. The first set measures
the effectiveness of MEA, while the second set of metrics assesses the quality of the
CFs.

Effectiveness of MEA: A commonly employed metric for assessing the effective-
ness of MEA is the Agreement measure. Agreement measures the degree of alignment
between two models, i.e., the similarity in the predictions between the two different
ML models. Agreements assess the output similarity between the predictions of an ex-
tracted model tΥ and those of the target model fθ for a given set of data records (see
Eqn. 3.2). Since our goal is to replicate the behavior of a target model with an ex-
tracted model, higher agreement indicates a more successful MEA and, hence, a more
effective MEA strategy.

agreement( fθ , tΥ ) =
∑
x i∈T

1 fθ=tΥ (3.2)

Success of explainer and quality of CFs: To measure the quality of extracted CFs, and
to analyze the CF generator prediction classes shift, we employ three commonly used
metrics, namely, Prediction Gain, Plausibility, and Proximity.
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The Prediction Gainmeasures the change in the classifier’s predicted probability for
a specific target class t when comparing the CF explanation to the original data point.
In other words, it quantifies the extent to which the generator succeeds in shifting the
classifier’s prediction toward the target class using the generated CFs. In our case, as
the classifier outputs probabilities, the Prediction Gain ranges from 0 to 1, with higher
values indicating a stronger shift toward the target class t .

Predic t ionGain= fθ (t | C F)− fθ (t | input) (3.3)

Plausibility quantifies how closely a data instance fits a known data distribution. In
this work, we leverage DP to prevent CFs from revealing statistical information about
the training set. Accordingly, realism as a plausibility measure assesses how well both
standard and private CFs conform to the underlying data distribution. Realism also
enables comparison of a data point with its corresponding CF to assess the authenticity
of CFs and the effects of DP-induced perturbations. Following [79, 145], we train a
denoising autoencoder on the noised training set and compute realism as the recon-
struction error, measured by the mean squared error of the autoencoder (Eq. 3.4).
Lower realism values indicate a closer fit to the data distribution and better plausibil-
ity.

Realism=
1
N

N∑
i=1

‖input i − reconst ruct ioni‖2 (3.4)

Proximity is a commonly used metric that allows for measuring the quality of a CF.
It considers both the number of altered features and the magnitude of their changes
(the amount of modification in each feature) relative to the original data instance. We
compute Proximity by taking the L1 norm of the absolute difference between the data
point and its corresponding CF (Eq. 3.5. Lower Proximity values (desired) indicate
that only a small subset of input features has been perturbed to achieve a different
outcome, suggesting higher-quality CFs.

Proximity= 1
N

N∑
i=1

‖inputi − CFi‖1 (3.5)

By computing this comprehensive set of metrics, we aim to explore how DP affects the
feasibility of taking actionable steps and how this influence contributes to the prediction
gain.
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Figure 3.4. Agreement values achieved by the MEA approach across the GMSC, Credit
Fraud, and Housing datasets.

3.5 Numerical Results

3.5.1 Agreement for Model Extraction Attack

We start our discussion by analyzing the agreement achieved by the employed MEA
approaches. During the threat model’s training phase, the attacker interacts with the
target model by querying it with randomly generated data points. In our experimenta-
tion, we systematically increase the number of queries between 50 and 1000 to conduct
a comprehensive analysis of their impact on MEA.

Figures 3.4 (a), (b) and (c) show the agreement achieved by the six scenarios (i.e.,
with KD-based MEA and Direct as MEA methodology, and while leveraging CFs, private
CFs or without CFs), with respect to the number of queries made to the API across the
GMSC, Credit Card Fraud, and Housing datasets, respectively. First, we notice that
results show a consistent pattern across all scenarios, as agreement initially increases
significantly with the number of queries until a point where additional queries cease to
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yield a notable increase. Note that this pattern is less noticeable for KD-based CF and
Direct CF, which already exhibit relatively high agreement even with a low number of
queries. As a result, these methods show a less substantial improvement in agreement
compared to the others. We analyze deeper this observation in the following discussion.
Takeaway 1: Additional Queries lead to a saturation point in the MEA, up until further
queries may not necessarily contribute to conducting a more effective MEA, which is in line
with the findings reported in the literature.

We now focus on analyzing the extent to which CFs can strengthen the adver-
sary’s ability to perform MEAs, comparing the agreement achieved by each of KD-
based MEA and Direct, when CFs are and are not utilized (i.e., comparing Direct No CF
to Direct-CF, and KD-Based No CF to KD-based CF). This comparison focuses on the use
of CFs for MEA, independent of the methodology applied. In both cases, when CFs are
used, and across all three datasets, the MEA is significantly more effective, achieving
an agreement higher than its counterpart. For instance, in GMSC, Direct-CF achieves
an agreement ranging between 80 and 85, up to 25% in some cases than Direct No
CF, which achieves an agreement ranging between 55 and 75 (never higher than that
of Direct-CF). For Credit Card Fraud, this difference is further amplified when CFs are
used, as Direct-CF shows an agreement ranging between 83 and 90 while Direct-no-CF
achieves an agreement ranging between 58 and 75. Similar results are observed across
the Housing, where exploiting CFs allows for an additional agreement of around 10%.
Moving to KD-based MEA, i.e., comparing KD-based CF to KD-Based No CF) across the
three datasets, we notice that exploiting CFs permits achieving an agreement of up to
27% more (for GMSC at 50 queries) and, in the worst case, an additional 4% on agree-
ment (for Housing at 1000 queries), than when CFs are not used. Takeaway 2: Utilizing
CF has a significant impact on leveraging model’s CF for performing MEA regardless of the
methodology used (KD-based MEA or Direct).

We now switch to comparing the effectiveness of our proposed approach (KD-
based MEA) to that of Direct across the three cases of leveraging CFs or not (i.e., no
CF, CF, and Private CF), across the three datasets. We start with the case where no CFs
are used. Results show that across all datasets, KD-based MEA outperforms its Direct
counterpart. More specifically, KD-based No CF maintains a 3% to 6% higher agree-
ment, across all datasets, than Direct no CF. Another way of looking at the performance
is in terms of number of queries required by each approach to achieve a particular per-
formance, which allows to understand better the effectiveness of a given approach. In
this consideration, using CFs significantly reduces the number of instances required
for MEA to reach a specific high agreement level. For example, across GMSC, achiev-
ing 80% agreement with CFs took just 50 queries, while accomplishing the same level
without CFs required over 1000 queries. This pattern holds across datasets, such as
the Credit Card Fraud Dataset, where 83% agreement needed only 50 CF queries com-
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pared to over 1000 queries without CFs. Takeaway 3: The use of CFs consistently leads
to a substantial reduction in the number of queries needed to achieve high agreement levels
across diverse datasets.

We now consider the case where CFs are used (i.e., KD-based CF vs. Direct CF)
with the aim of analyzing the extent to which the KD-based approach strengthens the
MEA Results show that across all datasets, and for any number of queries, KD-based CF
is more effective than Direct CF, maintaining an agreement of 2% to 6% higher than
that of Direct CF. Investigating these results in terms of the number of queries, we no-
tice that KD-based CF can be significantly more effective than Direct CF. Specifically,
KD-based CF achieves an agreement of 82% and 85% with only 50 and 100 queries, a
performance that is achievable by Direct CF with x6 number of queries (300) and x10
number of queries (500), respectively. A similar finding can be extracted across the
Credit Card Fraud, as KD-based CF achieves an agreement of 90%with only 100 queries
while Direct-CF uses 1000 queries to attain such an effective MEA. Similar results can
also be observed by analyzing the performance achieved by these two scenarios with
the Housing. Takeaway 4: The KD-based MEA consistently results in higher agreement
levels of MEA compared to the baseline approach. This holds in various scenarios and is
independent of whether the MLaaS provides users with CF explanations, across diverse
datasets and query numbers. Importantly, when CFs are employed, MEA requires signifi-
cantly fewer instances to reach a specific high agreement level. This highlights the efficiency
of incorporating CFs in conjunction with KD to enhance the performance of the MEA.

The experimental results and takeaways collectively highlight the interplay be-
tween CFs and KD within the context of MEA. A central observation is that the KD-
based MEA consistently outperforms the baselines when CFs are exploited. This be-
havior aligns with the theoretical strengths of KD, where soft probability distributions
provide a rich representation of training datapoints than hard labels, and CFs, by con-
struction, lie close to the decision boundary, where these soft representations are most
informative. As a result, the extracted model accurately reconstructs the target model’s
decision-making, leading to high agreement and improvements across datasets and
query budgets.

We now turn our attention to the scenario in which the MLaaS provider offers users
private CFs, i.e., comparing KD-based Private CF to Direct Private CF.

We analyze the impact of generating private CFs through integrating DP in the
CF generator, i.e., by incorporating DP during the generation process of explanations,
on mitigating MEA. This analysis aims to quantify the degree of protection offered
by providing users with private CFs (as opposed to CFs that are not generated with
DP), such as preventing attackers from leveraging vulnerabilities associated with non-
private CFs. To this end, we compare the performance of each of KD-based CF and
Direct CF to its private CF counterparts (KD-based Private CF and Direct Private CF, re-
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spectively). In GMSC, results show that for the relatively low number of queries (50
to 200), the difference is vast between each scenario with private CF and its counter-
part. For instance, KD-based Private CF achieves an agreement ranging between 60%
and 75% while that KD-based CF obtains an agreement between 83% and 87%. We
observe that the incorporation of DP shows that our proposed strategy can maintain
agreement levels comparable to scenarios without CFs and less than when incorporat-
ing traditional CFs, with an agreement range of 60% to 83% with KD-based CF and
60% to 81% with direct training, compared to 57% to 79% with KD-based MEA no
CF and a range of 57% to 76% with Direct No CF. For the credit card fraud dataset, a
similar trend is observed. With KD-based Private CF, the agreement range is between
63% and 82% and 52% and 79% for a direct-DP train, compared to KD-based no CF of
60% to 81% and a range of 58% to 75% with Direct No CF. For the housing dataset,
the agreement of KD-based CF ranges from 59% to 68% with KD and 57% to 67%
with Direct Private CF, compared to 59% to 75% with KD-based no CF, and direct no CF
ranges from 57% to 74%. It is also worth noting that KD-based Private CF is slightly bet-
ter than direct training across all datasets. For KD-based MEA, when DP is integrated,
the noise introduced during the training process to achieve privacy guarantees could
interfere with the teacher-student model’s ability to transfer knowledge much more ef-
fectively. The observed lower in agreement of MEA with private CFs may be attributed
to the privacy-preserving nature of DP. DP introduces intentional noise into the data
to protect individual privacy, making it more challenging for attackers to accurately
extract sensitive information since CFs may not be very close to the decision boundary
as before. Takeaway 5: The incorporation of DP can play a crucial role in maintaining
agreement levels comparable to scenarios without CFs, as they show that across the three
datasets, mitigation can be achieved.

Takeaways show that when DP is introduced into the CF generation process, the
behavior changes substantially. DP injects calibrated noise into the gradients of the
CF generator, which impacts the generated CFs. This degradation manifests in lower
plausibility with respect to the training distribution and increased perturbation vari-
ance (discussed later in details). These distortions weaken the alignment between
CFs and the true decision boundary, thereby impacting the effectiveness of KD. More
specifically, because DP enforces privacy by bounding the sensitivity of each gradient
update, it systematically suppresses fine‑grained, instance‑level information, precisely
the information CF generators rely on to produce minimal, directionally accurate per-
turbations.

We now turn to the results of the second MEA baseline, DualCF, comparing it with
our proposed KD-based approach in terms of agreement, including evaluations involv-
ing Private CFs. To reduce redundancy and highlight the most relevant insights, we
limit our presentation to query sizes of 200 and 1000. Table 3.3 presents the agree-
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Table 3.2. Agreement values achieved by the MEA approach in comparison with Du-
alCF baseline scenarios across the (a) GMSC, (b) Credit Fraud, and (c) Housing datasets,
with respect to the number of queries made.

Dataset Query Direct
CF

Dual
CF

KD-based
CF

KD-based
DualCF

Direct
Private CF

DualCF
Private

KD-based
Private CF

KD-based
Private DualCF

Housing 200 67 70 71 79 62 62 62 71
1000 78 79 80 82 67 68 68 76

Credit Fraud 200 88 89 91 92 63 64 68 69
1000 90 90 93 93 79 80 82 85

GMSC 200 83 83 89 89 75 77 76 82
1000 86 87 91 92 81 82 83 84

ment of the Direct CF, DualCF, KD-based CF, KD-based DualCF, along with their respec-
tive scenarios involving Private CFs.

We first compare the MEA agreement of KD-based CF to DualCF, across all datasets
and query sizes. KD-based CF demonstrates clear improvements over DualCF: on Hous-
ing, agreement reaches 71% versus 70% with 200 queries and 80% versus 79% with
1000 queries. On Credit Card Fraud, 91% versus 89% with 200 queries and 93% ver-
sus 90% with 1000 queries. Similar trend on GMSC, 89% versus 83% with 200 queries
and 91% versus 87% with 1000 queries. With regard to KD-based Private CF, it main-
tains equivalence or superiority in nearly all cases. On Housing, both methods yield
identical agreement at 62% with 200 queries and 68% with 1000 queries. On Credit
Card Fraud, KD-based Private CF leads with 68% versus 64% for DualCF Private at 200
queries and 82% versus 80% at 1000 queries, respectively. On GMSC, KD-based Pri-
vate CF slightly outperforms DualCF Private at 1000 queries with 83% versus 82%, with
only one exception at 200 queries where DualCF Private attains 77% and KD-based Pri-
vate CF reaches 76%. Takeaway 6: KD produces more accurate and generalizable MEA
by effectively capturing underlying fidelity and structural patterns in the data compared
to DualCF, as shown across multiple datasets, query sizes, and privacy conditions, and
evidenced by higher agreement scores.

We now analyze the agreement of KD-based CF compared to KD-based DualCF, and
KD-based Private CF compared to KD-based Private DualCF. A consistent trend is evi-
dent across all datasets and query sizes: integrating DualCF with KD further increases
agreement relative to KD-based CF. In the absence of DP, KD-based DualCF achieves
the highest overall performance. For the Housing dataset, agreement improves from
71% with KD-based CF to 79% with KD-based DualCF at 200 queries, and from 80%
to 82% at 1000 queries. On the Credit Card Fraud dataset, agreement increases from
91% to 92% at 200 queries and remains at 93% at 1000 queries. For GMSC, agree-
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ment remains at 89% at 200 queries and increases from 91% to 92% at 1000 queries.
The same trend is observed for KD-based Private DualCF compared to KD-based Private
CF. On Housing, agreement improves from 62% with KD-based Private CF to 71% with
KD-based Private DualCF at 200 queries, and from 68% to 76% at 1000 queries. On
Credit Card Fraud, agreement increases from 68% to 69% at 200 queries and from 82%
to 85% at 1000 queries. Similarly, on GMSC, agreement improves from 76% to 82%
at 200 queries and from 83% to 84% at 1000 queries. These results demonstrate that
integrating DualCF with KD consistently enhances agreement across all datasets and
query sizes, with particularly notable improvements under DP. Takeaway 7: Combin-
ing KD with DualCF yields consistently higher agreement over KD-based CF alone, across
all datasets, query sizes, and privacy settings. This combination leverages the representa-
tional strength of KD while benefiting from the structural alignment of DualCF, resulting
in enhanced agreement and MEA.

We now analyze the effect of query size on the agreement of DualCF and KD-based
DualCF across the 3 datasets. A consistent trend emerges: agreement tends to be
stronger with larger query counts across all datasets and privacy scenarios. For exam-
ple, with DualCF, agreement reached 62% with 200 queries and 68% with 1000 queries
on the Housing dataset, from 64% to 80% on credit card fraud, and from 77% to 82%
on GMSC. A similar trend is evident in the Private Scenarios: agreement of MEA on
Housing improves from 70% to 79%, Credit Card Fraud from 89% to 90%, and GMSC
from 83% to 87%. These findings suggest that larger query sizes enhance agreement
for DualCF.

We proceed to compare the agreement of DualCF to DirectCF, and DualCF Private
to Direct Private CF, across the two query sizes on all datasets. As expected, the results
consistently indicate that DualCF outperforms DirectCF across all evaluated scenarios.
Similarly, DualCF Private demonstrates superior performance relative to Direct Private
CF, under privacy constraints. For instance, on the Housing dataset, DualCF achieves
70% agreement compared to 67% for DirectCF at 200 queries, and 79% versus 78% at
1000 queries. On the Credit Card Fraud and GMSC datasets, DualCF agreement either
matches or exceeds DirectCF: at 1000 queries, both methods yield 90% agreement on
Credit Card Fraud, while GMSC shows amarginal advantage forDualCF (87% vs. 86%).
These findings are consistent with prior results reported in the original research in [34],
reinforcing the conclusion that DualCF is a more effective MEA approach than DirectCF
across varying query sizes and privacy conditions.

From a security and privacy perspective, these findings reveal that DP alone does
not eliminate the risk of MEA facilitated by explanations. Instead, DP reduces the
attack surface but remains vulnerable when attackers can issue many queries. This
suggests that MLaaS providers should consider DP as one component of a broader
defense strategy, complemented by rate limiting or query auditing.
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Figure 3.5. Proximity and PredictionGain (± std) for CFs and Private CFs across datasets.
Actionability is dataset-dependent since the ranges are based on the feature values

3.5.2 Impact of Incorporating DP in CF generator on quality of expla-
nations

We now switch to analyzing the impact of integrating DP into CF generation process,
i.e., into the CounteRGAN CF generator, on the quality of CFs in terms of the metrics
introduced earlier 2. Figure 3.5 shows CounteRGAN’s proximity and prediction gain of
the generated CFs with and without incorporating DP, across the three datasets3.

In terms of proximity, which measures the degree of perturbation (or modification)
of the CF compared to the initial point, results show that the generator generates CFs

2Note that this analysis is relative to the quality of the generated CFs, and not to the methodology
adopted to perform MEA.

3The focus here is solely on comparing the quality of the generated CFs with and without the inte-
gration of DP. This analysis is independent of the specific MEA approach employed and regardless of the
number if queries.
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with lower values of proximitywhen DP is integrated than when not, across all datasets.
For instance, for GMSC dataset, the Proximity of CFs with DP is 16.981 (± 0.158) while
that without DP is 24.5 (± 0.364). Similarly, for Credit Fraud and Housing, proxim-
ity is lower when integrating DP from 35.269 ± 0.328 to 10.507 ± 0.238, and from
3.852 ± 0.053 to 1.004 ± 0.016, respectively. This means that the practical usefulness
of the CFs or perturbations in guiding actionable decisions is reduced, suggesting that
the privacy constraints imposed might compromise the effectiveness of CF analyses
in providing actionable guidance for influencing desired outcomes. Takeaway 8: CFs
produced with DP integration consistently exhibit lower perturbation (proximity) values
compared to those without DP. This suggests that integrating DP leads to CFs that require
fewer modifications to preserve privacy. We did not optimize or fine-tune the level of pri-
vacy; these results show/quantify the existing tradeoff between the extent to which we can
protect privacy and the impact on the quality in terms of proximity.

Results show that CounteRGAN achieves a higher prediction gain (a higher proba-
bility shift, desired) when DP is not integrated within the CF generator than when not
for GMSC (0.243 ± 0.011 versus 0.121 ± 0.01) and Credit Fraud datasets (0.700 ±
0.084 versus 0.445 ± 0.06) while for Housing dataset, CounteRGAN shows a predic-
tion gain slightly higher in the case where DP is integrated rather than when not (0.678
versus 0.633). Unlike previous observations, the prediction gain of CFs and private CFs
is comparable in this case. Takeaway 9: The impact of DP integration on the prediction
gain is dataset-specific, either maintaining it or, in some cases, restricting the explainer’s
progress towards the target class. This can be monitored and evaluated based on the use
case and dataset.

Although higher prediction gain and lower proximity are preferable when generat-
ing CFs, the results suggest that CF generation with DP has taken a different trajectory
than without DP, leading to a reduction in prediction gain. This shift in the CF gener-
ation approach is reflected in the probability, ultimately contributing to the observed
decrease in agreement, thereby motivating the smaller agreement for MEA.

Finally, we analyze the plausibility of the CFs in terms of realism of the data points,
which enables us to quantify how well a data instance fits a data distribution of a
dataset, including CFs in the scenarios with CF and with Private CF, and therefore to
investigate the impact of incorporating DP in the generator. Combining this analysis
with the previous ones, we can gain a deeper understanding of the impact of DP on
MEA and the CFs. Figure 3.6 shows the realism of the data points used as initial queries
and the CFs generated by the generator across the three datasets. We purposely present
the initial queries realism to show the plausibility of the initial points compared to their
corresponding CFs. Results show that realism of CFs when DP is not integrated in the
generator is the lowest in comparison to that of initial queries and that of CFs when
DP is employed. Specifically, in GMSC, the initially generated points have an average
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Figure 3.6. Realism scores (± standard deviation) for Random points, CFs, and Private
CFs across the (a) GMSC, (b) Credit Fraud, and (c) Housing datasets.

realism of 15.6 (± 0.03), and the CF generator has produced corresponding CFs with a
realism of 8.5 (± 0.14). Similarly, in Credit Fraud, the Realism of initial data points is
3.104 (± 0.019) while that of the corresponding CFs is slightly lower at 3.07 (± 0.16),
respectively. In Housing, the realism of initial data points is 2.07 (± 0.04) while their
corresponding CFs had a realism of 1.35 (± 0.03). This indicates that the CF generator,
when DP is not integrated, generates CFs with lower realism from the original queried
random points and aligns them more closely with the distribution of the training data.
Takeaway 10: The CF generator without DP integration has produced more plausible data
points (lower realism) which means that the CFs fit better with the distribution of the
training data.

As shown in Fig. 3.6, initial random points are inherently unrealistic (do not ex-
hibit high realism). Our private CF generation approach ensures this unrealistic nature
is preserved when queried with a random data point. This is crucial because our experi-
ments showed that traditional CFs, without privacy protections, generate more realistic
outputs from random data, potentially revealing private information. Moreover, results
also show that the private CFs preserve a realism very similar to that of random points.
For instance, in GMSC, the private CFs have preserved their initial average level of real-
ism of 15.723 (± 0.033). Similarly, in Housing, they preserve a realism of 2.0 (± 0.01).
In Credit Fraud, the realism of the CFs deviates by one degree from the distribution.
This means that incorporating DP, realism can be preserved, indicating the effective-
ness of the Private CFs in maintaining the quality and distribution of the original data.
Takeaway 11: The CF generator, with DP integration, guarantees that the generated CFs
maintain a similar level of plausibility to the original query data points.
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3.5.3 Classical Performance Metrics

Table 3.3 reports the classification performance of the extracted models using our pro-
posed KD-based MEA and the state-of-the-art approaches, Direct and DualCF, com-
pared to the performance of the original models, across all datasets, query budgets,
and DP privacy variants (evaluation performed on a separate test set).

First, as expected, increasing the query budget from 200 to 1000 improves the
performance of all extraction approaches. This trend holds across accuracy, precision,
recall, and F1‑score, confirming that additional queries provide higher performance
and better extraction for the deployed model. In other words, increasing the number
of queries from 200 to 1000 generally improves performance across the various MEA
approaches, and the extracted models have comparable performance to the original
model. Second, the KD‑based approaches consistently achieve the highest performance
across all metrics and datasets compared to Direct and DualCF. In particular, KD‑based
CF and KD-based DualCF, including its private variant, stand out as the most robust
methods, maintaining superior predictive quality even under limited query budgets.
This demonstrates that incorporating KD into MEA not only improves fidelity but also
enhances the generalization ability of the extracted model. More importantly, the rela-
tive ranking of the approaches remains stable across scenarios. The KD-based approach,
especially KD-based DualCF and KD-based Private DualCF, consistently achieves the
highest performance, demonstrating that it is not only effective but also robust across
datasets and query counts. Third, precision, recall, and F1-score also remain closely
aligned with accuracy and reflect a consistent overall improvement in predictive qual-
ity. Interestingly, in some cases, the extracted model slightly outperforms the original
model on ground-truth test labels. This is plausible because the regularization effect
of distillation has been observed in prior KD teacher–student settings. However, this
does not imply higher agreement (fidelity) than the deployed model, rather, it indi-
cates that the extracted model can sometimes generalize better on the test distribution.
Fourth, Precision, recall, and F1‑score closely mirror the trends observed in accuracy,
indicating that the improvements introduced by KD‑based MEA are consistent across
evaluation dimensions. Interestingly, in several cases, the extracted model slightly out-
performs the original model on ground‑truth test labels. This behavior aligns with the
regularization effects commonly observed in teacher–student distillation frameworks.
Crucially, this does not imply higher agreement to the deployed model, rather, it indi-
cates that the extracted model can sometimes generalize better on the test distribution.
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Table 3.3. Accuracy, precision, recall, and F1-score for all scenarios across all datasets.
The original model is trained on the original dataset and is reported as a separate base-
line.

Dataset Query Metric Original
Model

Direct
CF

Dual
CF

KD-based
CF

KD-based
DualCF

Direct
Private CF

DualCF
Private

KD-based
Private CF

KD-based
Private DualCF

Housing

200

Accuracy 88 66 70 70 79 61 62 62 72
Precision 88 65 70 71 79 61 61 63 73
Recall 88 64 70 70 78 60 61 62 72
F1-score 88 64 70 71 78 61 61 62 72

1000

Accuracy 88 77 79 80 82 67 68 68 76
Precision 88 77 77 80 81 68 65 69 77
Recall 88 77 78 80 80 66 66 68 76
F1-score 88 77 77 80 81 67 65 68 76

Credit Fraud

200

Accuracy 91 88 89 91 92 63 64 68 69
Precision 91 87 88 90 91 62 65 67 70
Recall 91 89 90 92 91 64 63 69 68
F1-score 91 88 89 91 91 63 64 68 69

1000

Accuracy 91 90 90 93 93 79 80 82 85
Precision 91 89 91 92 94 78 81 83 84
Recall 91 91 89 94 92 80 79 81 86
F1-score 91 90 90 93 93 79 80 82 85

GMSC

200

Accuracy 87 82 83 89 89 75 77 76 82
Precision 88 81 84 88 90 74 78 77 81
Recall 87 83 82 90 88 76 76 75 83
F1-score 87 82 83 89 89 75 77 76 82

1000

Accuracy 87 85 87 91 92 81 82 83 84
Precision 88 84 88 90 93 80 83 82 85
Recall 87 86 86 92 91 82 81 84 83
F1-score 87 85 87 91 92 81 82 83 84

3.5.4 Interplay of Explainability, Privacy, and Predictive Performance

Complementing previous results, DP can affect predictive performance and explanation
quality, and can be applied at both levels. Now, we focus on analyzing the mitigation
framework that integrates DP at the model and at the explainer, and investigate the
interplay between i)model’s accuracy, as DP influences the model’s inference capability,
ii) privacy, as employing DP provides resilience against attacks, and iii) explainability,
as noise added to the model or explainer may impact the quality of explanations [146].
We aim to quantify this interplay and to extract insights into the choice of where to
employ DP (at the model, at the explainer, or at both) and the degree of noise to use
to balance predictive performance, explainability, and privacy.

We investigate (1) to what extent does applying DP at the model or at the explainer,
or both, effectively mitigate MEA facilitated by CFs?, (2) How does noise level in DP influ-
ence the effectiveness of MEAs that leverage CFs?, and (3) In what ways does the quality
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of CF explanations differ when DP is applied at the model compared to the explainer? We
focus on identifying a mitigation strategy against attacks that exploit the model’s expla-
nations. Specifically, we explore the application of DP to the ML model, the explainer,
and both simultaneously.

Figure 3.7. MEA within an MLaaS provider, depicting two different scenarios where
DP is employed at the model or at the explainer to counter potential attacks.

As a mitigation against MEA (Figure 3.7, we employ two strategies: 1) DP-Model
with DP-SGD:wherewe apply DP-SGD duringmodel training on f (x;θ ). 2) DP-Explainer
(DP in CounterGAN): as proposed previously. We then perform MEA leveraging CFs un-
der different DP settings, i.e., the approach adopted and the privacy parameter’s noise
level ε, and evaluate the adversary’s MEA success and CF quality. Specifically in step
1, fbaseline(x;θbase) is first trained on D without DP. We also train a DP-protected model
fDP(x;θDP) using DP-SGD with privacy parameter ε. Similarly, in step 2, we also train
a private CounterGAN x̂ = Gprivate(x;ϕ) to generate the private CFs by varying the
noise level. The attacker in step 3, apply MEA to extract fA (x;θA ) using the KD-based
method using either CFs generated by G(x;ϕ) or Gprivate(x;ϕ). For the comparative
analysis, we consider four distinct scenarios:

• (1) No DP: Baseline scenario that does not incorporate DP at any level, allowing
the evaluation of the unprotected model performance and vulnerability.

• (2) DP-Model: Only the target model employs DP. This protects the model from
adversarial replication while the explanation generator remains unprotected.

• (3) DP-Explainer: DP is applied to the explanation generator. This scenario as-
sesses the impact of DP explanations on their utility without directly affecting
the target model.

• (4) DP-Model-Explainer: Both the target model and the explanation generator are
protected with DP, aiming to balance model performance, explanation quality,
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Figure 3.8. Model Performance achieved by the ML model across the two datasets for
varying noise scales.

and resistance to MEA.

Datasets, Target and Threat Model

We evaluate on 2 datasets: Housing (previously introduced) and a new dataset, EEG
Eye State [147]. The EEG Eye State dataset comprises EEG measurements recorded
with a Neuroheadset, containing 14,980 data points and 14 features. The target vari-
able is a binary label indicating whether the eye is closed or open. We focus on these
two datasets because the DNNs, particularly when trained with DP-SGD, maintain rea-
sonable predictive performance. On the other datasets (GMSC and Bank), performance
degraded substantially under DP-SGD, making the resulting analysis less informative.

The target model fθ is a DNN with 16 hidden layers of 64, 32, 16, 32, 64, 128,
64, 32, 128, 64, 128, 64, 128, 64, 32, and 16 neurons per layer with a GELU activa-
tion function and a softmax activation function in the output layer. We employ the
Adam optimizer in both cases, whether DP is used or not. The model is trained with-
out DP and with noise levels of 0.1, 0.5 and 0.9 for DP cases and with varying learning
rates (0.001, 0.002, and 0.01), and we vary the l2_norm_clip to between 1, and 1.5
(l2_norm_clip bounds the sensitivity of the gradients by limiting the influence of any
single training example on the overall gradient update, which is a crucial step before
adding noise). Note that the more noise, the higher the privacy. The target models
were trained on 80% of their respective datasets, and the model with the highest accu-
racy was selected. We tune different KD-based approach hyperparameters, specifically,
alpha within the range of 0.1 and 0.5, and temperature within the range of 1 and 10.
For scenarios where DP is employed, we applied DP with noise levels of 0.1, 0.5, and
0.9 to the generator. We varied the learning rate to 0.05, 0.005, 0.01, and 0.001, and
the l2_norm_clip to 1, 1.5, and 3.
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ML Model Predictive Performance

Fig 3.8 reports the predictive performance metrics of the models while varying the
noise level across the two datasets used in our evaluations. As previously mentioned,
we consider three noise levels when applying DP, 0.1, 0.5 and 0.9, and we refer to each
case as DP-Model-noise level. As expected, the results across the two datasets indicate
a decline in predictive performance metrics as the noise level increases. For instance,
in the EEG dataset, accuracy, precision, recall, and F1-score are 94, 92, 90, and 91,
respectively, when no DP is applied. However, at the highest noise level considered
(0.9), these metrics drop to 85, 78, 66, and 72, respectively. Similar results are ob-
served across the Housing dataset, where predictive performance metrics decline as
the applied noise level increases.

Effectiveness of Differential Privacy in Mitigating MEA
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Figure 3.9. Housing dataset MEA agreement for various DP strategies, noise levels and
number queries.
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Figure 3.10. EEG dataset MEA agreement for various DP strategies, noise levels and
number queries.

We considering the 3 scenarios of application of DP, namely, DP-Model, DP-Explainer
and DP-Model-Explainer, and the baseline No DP scenario. Additionally, when we in-
corporate DP at explainer, we refer to each case as DP-Explainer-noise level (i.e., DP-
Explainer-0.1). This evaluation will allow us to address RQ1 and RQ2. Figures 3.9
show the agreement observed by MEA across the various combinations of applying DP
for varying noise levels and number of queries across the Housing dataset. We start
with No DP, which allows us to quantify solely the impact of employing different lev-
els of noise at the explainer on the success of the MEA. Results show a general trend
where the MEA is more successful as the number of queries used increases across all
cases (i.e., independent of the noise level applied). Comparing the agreement when
employing different noise levels, results show that employing more noise, as expected,
provides more defense against MEA. Specifically, with a noise level of 0.9, agreement
ranges between 50 and 72 when the number of queries increases up to 1000. In con-
trast, when employing noise levels of 0.5 and 0.1, agreement falls within the ranges of
62–75 and 60–78, respectively. In the absence of DP at the explainer, agreement starts
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at 70 with 50 queries and reaches 80 when 1000 queries are used. We now focus on the
cases where DP is employed at the model level. Generally, results show a similar trend
across all cases, where agreement increases with the number of queries used to perform
the MEA. Comparing the agreement achieved when employing different noise levels in
each case, results show, as expected, that employing higher noise levels at the explainer
implies better protection against MEA. For instance, when employing DP-Model with a
noise level of 0.1, the highest agreement observed is 70 when DP-Explainer is employed
(which is a DP-Model-Explainer case), compared to 76 without DP-Explainer. Similarly,
with a noise level of 0.5 at the model, the agreement consistently remains lower than
in the No DP case, reaching a maximum of 70.63 versus 75 to when DP is only applied
at the model. Similar trends were observed to DP-Model-0.9. Figure 3.10 show the
agreement observed by MEA on the EEG dataset across the various cases. The results
show similar trends to the one observed with the Housing Dataset. When no DP is
applied to the model, the agreement improves with more queries ranging between 68%
and 96%, with the highest agreement observed when DP is not applied at all.

Impact of Differential Privacy on Quality of Explanations

Figure 3.11 shows the prediction gain achieved by the explainer across the Housing and
EEG datasets for varying noise levels. In the Housing dataset, a clear trend emerges
as the DP-Explainer noise increases, the prediction gain decreases, which means that
employing more noise decreases the CF probability toward the desired class. For ex-
ample, for No DP, the prediction gain starts at 0.488. However, for DP-Explainer with
noise level of 0.9 is applied, it drops dramatically to 0.055. This decline is observed
consistently across all model noise levels. Moreover, for DP-Model noise levels (0.5
and 0.9) are introduced, the prediction gain prediction observed is less than that of no
DP and DP-model 0.1, regardless of the DP-Explainer noise. Similarly, the EEG dataset
follows a comparable pattern. In scenarios without DP applied to the model, the predic-
tion gain is lower and ranges from 0.568 to 0.222 as the DP-Explainer noise is higher.
When the model is subjected to DP noise at levels of 0.1, 0.5, and 0.9, the prediction
gains are consistently lower. We now focus on analyzing the impact of incorporating
DP on realism. Across both datasets, increasing the DP-Explainer noise consistently
results in higher realism scores, indicating less realistic CFs and degradation in CF
quality. In the Housing dataset, even without any DP-model noise, the realism score
ranges from 0.113 to 1.116 at a DP-explainer noise of 0.9. This degradation is further
amplified when additional DP-Model noise is introduced, e.g., with a DP-Model noise
of 0.1, the realism score ranges from 0.356 to 3.289 as DP-explainer noise is higher,
and similar patterns are observed for DP-Model-0.5 and 0.9. The EEG dataset exhibits
a comparable pattern, although the No DP realism scores are generally higher.
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Figure 3.11. Prediction Gain and Realism achieved by explainers in the Housing and
EEG datasets under various DP-Explainer noise levels.

Discussion on Performance-Privacy-Explanations Interplay: Results indicate that
introducing DP mechanisms affects model performance, although the extent of this im-
pact varies according to the specific use case and dataset. Similarly, the quality of the
generated CF explanations is influenced by the privacy parameters applied. Experi-
ments reveal that even slight amounts of noise, whether introduced at the DP-Model or
within the DP-Explainer, can alter CF quality. In terms of the effectiveness of DP inter-
ventions in the context of MEA. Analysis shows that introducing minimal noise at the
model level generally offers resistance to MEA. In contrast, higher noise levels provide
a more robust defense, albeit at the cost of reduced model performance. When exam-
ining the impact of noise on the CFs, we observe that small increases in noise slightly
reduce the MEA success rate, but larger increases yield a more pronounced protective
effect. Notably, when both the model and the explainer are simultaneously subjected
to DP, a synergistic improvement in resistance to MEA is observed.
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3.6 Limitations and Future Directions

We discuss the contribution, limitations of our current approach, and potential future
research directions:

• Privacy–Performance Trade-off: Integrating DP into the CF generator mitigates
MEA, but it also introduces limitations by degrading explanation quality, includ-
ing proximity, prediction gain, and plausibility in some cases. As future work, a
more systematic study of the privacy–utility trade-off is needed, including evalu-
ating a wider range of privacy budgets and optimization settings for the DP-based
CF generator to better balance protection and explanation quality.

• Focus on Deep Learning Applications: This work focuses on MEA for DNNs,
where knowledge distillation is particularly effective due to the expressive ca-
pacity of DNNs and their ability to learn rich data representations. This focus
limits the applicability of our findings to other model families, such as traditional
baselines including tree‑based or ensemble methods. Since KD proved effective
in the DNN setting, a natural future direction is to explore how KD-based ex-
traction strategies can be adapted to non‑DNN algorithms and whether similar
performance gains can be achieved.

• This chapter paper evaluates the quality of CFs using quantitative metrics; these
metrics primarily capture the degree of distortion or the distance between the
original point and its modified counterpart. In other words, they measure how
much the explanation changes, rather than whether the resulting counterfactual
remains useful, understandable, or actionable for human users. Since CFs are in-
tended to support human decision-making, it would be valuable to complement
the current evaluation with user studies that assess whether users perceive the
generated CFs as meaningful, actionable, and helpful in practice.

3.7 Conclusion

In this chapter, we investigated how counterfactual explanations (CFs) can be leveraged
to conduct model extraction attacks (MEAs) via knowledge distillation (KD), and how
differential privacy (DP) can be integrated into the CF generation process to mitigate
such attacks. Our results show that CFs provide meaningful insights into the decision
boundary of the target model, enabling an attacker to train a substitute model even
without prior knowledge of the underlying data distribution. At the same time, we
demonstrated that incorporating DP into the CF generator can substantially reduce
the vulnerability of MLaaS systems by degrading the quality of the extracted CFs and
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limiting the attacker’s ability to reconstruct the target model. Experimental results
show that exploiting CFs makes MEA easier, not only increasing their success in terms of
agreement but also substantially reducing the number of queries needed to conduct the
MEA. Moreover, results show that our proposed KD-based MEA approach outperforms
the baseline approach that directly trains the model on the CFs.

Beyond demonstrating the feasibility of the proposed MEA and the effectiveness
of the DP‑based mitigation, our findings highlight several practical implications. First,
they underscore that explanation mechanisms, particularly CF generators, should be
treated as potentially sensitive outputs, as they may inadvertently reveal structural in-
formation about the model. Second, the results emphasize the importance of carefully
calibrating privacy mechanisms: while DP protects the training data, it also affects
the interpretability and actionability of the generated CFs, creating a privacy–utility
tension that MLaaS providers must navigate. Third, our analysis suggests that the se-
curity and privacy of explanation‑enabled services cannot be evaluated solely in terms
of prediction accuracy or explanation fidelity, instead, robustness against extraction
must be considered as a core design requirement. We also evaluate employing DP at
the ML model level, at the explanation level, and at both simultaneously to investigate
their respective impacts on MEA resilience. Our analysis demonstrates and quantifies
a fundamental trade-off between privacy protection and utility. This work represents
a crucial step toward the dual objectives of preserving privacy and maintaining the
integrity of explanation quality. Overall, this work provides a foundation for under-
standing how CF explanations can be leveraged in MEA scenarios and for integrating
privacy‑preserving mechanisms into CF generation pipelines.



Chapter 4

Exploiting Counterfactual Explanations
for Membership Inference Attacks

In this chapter, we extend the privacy attack analysis and analyze the role of CFs in
MIA. We study whether explanations can amplify privacy leakage by inferring whether
a specific data point was in the model’s training set. We then evaluate mitigation strate-
gies based on DP and AL, assessing their impact on attack performance, model utility,
and CF quality. This chapter further illustrates the privacy risks introduced by expla-
nation access and the trade-offs involved in protecting against them. This chapter is
based on the content available in the following work:

1. Fatima Ezzeddine, Osama Zammar, Silvia Giordano, and Omran Ayoub.
Explanations Leak: Membership Inference with Differential Privacy and Ac-
tive Learning Defense. International Joint Conference on Neural Networks
(IJCNN), in IEEE World Congress on Computational Intelligence (WCCI)
2026.

4.1 Introduction

Membership inference attacks (MIAs), which aim to determinewhether a specific record
was included in the model’s training set [35], are another privacy threat to standard
MLaaS deployments, where models are exposed via a remote API that provides que-
riable prediction functionality. Integrating explanations into MLaaS, in which mod-
els return explanations alongside predictions, amplifies MIA privacy concerns. Recent
research has further demonstrated that providing explanations such as FA alongside
predictions can amplify MIA risks [35]. This is because explanations, and particularly,

71
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often reveal features, dependencies, and boundary regions on which the model relies,
they provide adversaries with additional signals that can be systematically leveraged
to infer sensitive information about the underlying training dataset, thereby increasing
the effectiveness and precision of MIA privacy attacks [35, 47, 148].

MIA is particularly critical because it directly undermines the confidentiality of
training data. By revealing whether a specific individual’s record was used to train a
model, MIAs create a tangible link between the deployed model and identifiable in-
dividuals. Such leakage significantly increases the risk that the model itself may be
considered personal data under the GDPR, since it can enable the re-identification of
individuals [149]. If CF explanations are available, attackers can further strengthen
MIAs by combining standard model outputs (e.g., predicted probability distributions)
with additional information revealed by the explanations. In particular, CFs can reveal
how far an instance lies from the model’s decision boundary and can be exploited by
the intuition that training samples are more confidently classified and thus are often
located farther from the decision boundary than non-members. Consequently, an ad-
versary may infer membership when the distance between a given instance and its CF
exceeds a pre-defined threshold [47].

In this context, it is essential to systematically analyze how CFs can be exploited
to strengthen MIA and quantify the extent to which they enhance its effectiveness. At
the same time, developing robust defensemechanisms is equally critical, where privacy-
enhancing technologies naturally emerge as candidate solutions. However, introducing
privacy-preserving mechanisms is not without cost. Applying DP may affect not only
the model’s predictive performance but also the usefulness of the generated explana-
tions. Therefore, it is necessary to carefully evaluate how privacy protection impacts
explanation utility, alongside model predictive performance. This tension gives rise
to a fundamental interplay between three competing objectives: (i) resilience against
privacy attacks such as MIAs, (ii) predictive performance of the underlying ML model,
and (iii) the quality of the provided explanations (addressing RQ1 and RQ2).

In this chapter, we address this three-way tension, with the broader goal of con-
tributing to the responsible deployment of xAI in socially sensitive high-stakes domains
such as finance and public services. It is imperative to ensure that efforts to enhance
transparency do not expose individuals to privacy harms. To this end, we first investi-
gate how CFs can be exploited to perform MIAs, in which an adversary has API query
access to both predictions and CFs. In particular, we focus on shadow-based MIAs, a
practical, realistic, and well-established attack methodology, compared with threshold-
based MIAs [150], which rely on predefined thresholds of membership indicators such
as loss or confidence. Specifically, in shadow-based MIAs, attackers approximate the tar-
get model’s behavior using surrogatemodels trained on auxiliary data. This assumption
reflects realistic attack capabilities in deployment. Second, we propose a novel defense
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Figure 4.1. Scenario illustrating model training procedures performed, alongside the
attacker’s strategy of performing MIA.

mechanism that integrates DP with Active Learning (AL). Our intuition to use AL as a
technique to further enhance privacy is discussed in more detail in Sec. 4.3 as a data-
distillation strategy [151, 152, 153, 154, 155]. Our approach seeks to jointly combine
DP and AL in a manner to strengthens resistance to MIAs while preserving both pre-
dictive performance and explanation quality (see Fig. 4.1). This design enables an
evaluation of the trade-off between privacy preservation, measured by the attacker’s
ability to correctly infer membership, and explainability, quantified by CF quality.

To the best of our knowledge, this is among the first works to conduct a compre-
hensive study on shadow-based MIAs that leverage CFs and to propose a defense mech-
anism that combines DP and AL. Moreover, we systematically analyze the interplay
between model predictive performance, MIA attack success, and CF quality (address-
ing RQ1 and RQ2). Specifically, the contributions can be summarized as:

• We systematically quantify how CFs can be leveraged as the adversary knowledge
source for shadow-based MIA.

• We introduce a novel defense framework that integrates DP with AL to limit
memorization and reduce exposure to training data.

• We empirically characterize the three-way trade-off between privacy leakage,
predictive performance, and CF quality, offering a unified analysis of privacy,
utility, and explanation fidelity.
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4.2 Related Works

Explanation-based MIAs have emerged as powerful methods for performing threshold-
based membership inference attacks (MIAs) [11]. For instance, Shokri et al. demon-
strate that back-propagation-based explanations strengthen MIA by leveraging the in-
tuition that higher variance in feature attributions indicates greater uncertainty in the
logits, signaling that an instance is less likely to be a training member [35]. Pawelczyk
et al. introduce a recourse-based MIA using counterfactual explanations (CFs), exploit-
ing the intuition that training points should be farther from decision boundaries than
test points; membership is then predicted when the distance to a CF exceeds a thresh-
old [47]. Liu et al. further extend this understanding by introducing robustness-based
MIA, where perturbations guided by attribution maps reveal that members exhibit con-
fidence drops when important features are altered [156].

Other efforts have focused on defending against MIAs [157, 158]. Yeom et al.
propose regularization-based defenses and attribute the success of MIAs to overfitting
[157]. Shokri et al. suggest overfitting-prevention techniques such as dropout and L2
regularization [44]. Although helpful, these methods are not specifically designed for
MIA defense and therefore may lack robustness. Other methods have been designed
specifically to defend against MIAs. Nasr et al. introduce an adversarial regularization
method that adds a membership-inference gain term to the loss function, effectively
creating a min–max game between the target model and the membership inference
adversary [158]. Li et al. propose a regularizer between the softmax output distribu-
tions of the training and validation sets to prevent MIA [159]. Another type of defense
is adversarial example-based, where inputs or outputs are intentionally altered, often
through perturbations, to mislead an attacker. For instance, Jia et al. propose adding
crafted noise to the model outputs, thereby transforming them into adversarial exam-
ples that mislead the attacker’s classifier and prevent MIA [160].

Several other works have explored the use of differential privacy (DP) to defend
against MIA. Abadi et al. propose the differentially private stochastic gradient descent
algorithm (DP-SGD) [19]. Rahman et al. reveal that even DP-SGD can still be compro-
mised by MIA methods under certain conditions [161]. To mitigate the drawbacks of
employing DP during model training or data generation, other works have explored
incorporating DP at different stages. For instance, Ye et al. modify and normalize
confidence-score vectors via a DP mechanism, thereby safeguarding privacy by obscur-
ing membership information and reconstructing data [162]. Yuan et al. provide an in-
depth analysis of privacy risks in neural network pruning and show that pruned models
can remain susceptible to MIAs [163]. In the interplay between XAI and privacy, the
demonstrated tension between them has prompted research into methods that balance
explainability with privacy guarantees [164]. Naidu et al. demonstrate that applying
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DP can significantly degrade visual explanations in deep neural networks [36, 164].
Despite these challenges, privacy-preserving XAI approaches have emerged. Nori et al.
integrate DP into Explainable Boosting Machines, achieving promising accuracy with
formal privacy guarantees, although the approach remains model-specific [165].

In contrast to prior work, this is the first work to investigate how CFs can be ex-
ploited within a shadow‑based MIA framework, positioning CFs as a primary source of
adversarial knowledge. Moreover, our work is the first to examine the combined use
of DP and AL as a defense strategy against MIAs. While prior studies have primarily
applied AL to reduce labeling costs or to generate synthetic datasets, we integrate AL
with DP and assess how this combination strengthens privacy in MLaaS settings. The
objective is to offer a comprehensive analysis of their interaction and its impact on
model utility, membership leakage, and CF quality.

4.3 Reference Scenario and Methodology

4.3.1 Reference Scenario: Shadow-based MIA

Figure 4.1 illustrates our reference scenario. Consider a DNN model fθ trained on a
dataset D : X ∈ Rd → Y ∈ Rt . The model fθ takes as input a numerical query x ∈ X
and predicts an output y ∈ Y. Let θ denote the weight matrix and b the bias vector of
the DNN. The vector y= fθ (x) represents confidence scores (probabilities), indicating
the model’s probability toward each class. The model fθ is deployed as an MLaaS,
and the model owner trains a CF explainer E. The CF explainer E is trained on the
dataset D to generate CF instances. The MLaaS returns E(x), fθ (x) when queried by
x . An attacker aims to determine whether specific data points belong to D via MIA by
exploiting the MLaaS API’s output, as described in [44].

Specifically, the attacker collects a shadow dataset by repeatedly querying the API
and distributes it into several datasets {D1,D2, . . . ,DS}, each drawn from the same
distribution P as Dtrain. For each dataset Ds, the adversary trains a set of shadow
models fs(·;θs), aiming to approximate the behavior of the target model f (·;θ ). The
adversary fully controls Ds and its membership status, so for every sample x ∈ Ds, it is
known that x is a member, while for x /∈ Ds (but drawn from P ), it is a non-member.
Each shadow model fs returns a posterior vector p s(x) = fs(x;θs) ∈ RK , where K is
the number of classes. Using the shadow models posteriors p s(x) for bothmember and
non-member samples, the adversary trains an attack model g(·;ϕ) to infer membership:

g
�
p s(x);ϕ
�
=

¨
1, if x ∈ Ds,

0, otherwise.
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We evaluate theMIA across two configuration settings that differ in how the shadow
dataset is constructed: i) No-CF setting and ii) CF-enabled setting. The collected
dataset is then used to train the shadow models, which indicate whether the MLaaS
provider offers CF explanations. In both cases, the attacker must first assemble a
shadow dataset that approximates the distribution of the original training data. Specif-
ically:

No-CF setting The attacker does not have access to CF explanations, we follow the
standard assumption in the literature: the shadow dataset contains model outputs for
inputs drawn from the same distribution as the training data.

Dshadow = { fθ (xi)}Mi=1, (4.1)

CF-enabled setting. The attacker leverages CF explanations provided by the MLaaS
system, queries the CF explainer E for a set of input instances, and receives both the
model outputs and CF explanations, thereby forming a shadow dataset. Access to CFs
provides the attacker with additional side information E(x) that increases the mutual
information between the model’s outputs and the membership variable.

Dshadow = {E(xi), fθ (xi)}Mi=1. (4.2)

Therefore, the shadow model trained on Dshadow resulting in attack model g(ps(x)‖ ϕ(E(x), x), Note that while baselines such as CF-distance threshold exist, we do
not include them because their performance depends strongly on the chosen CF gen-
erator and on feature scaling/normalization, making fair reproduction and threshold
calibration ambiguous.

4.3.2 Defense with Differential Privacy and Active Learning

To defend against MIA, we formulate two main objectives (i) to limit the model’s ten-
dency to memorize training data during training, and (ii) to reduce the amount and
sensitivity of data exposed. Therefore, we propose a defense mechanism in which,
during model training, the model owner leverages both AL and DP. Specifically, we
employ AL, which is traditionally used to reduce annotation costs by selecting only the
most informative samples, as a technique to train the DNN and reduce training data by
constructing a smaller yet high-utility training data subset. Moreover, we employ DP,
specifically DP-SGD at the model level, with rigorous privacy accounting to achieve a
target (ϵ,δ)-DP budget and provide formal, instance-level privacy guarantees against
MIAs. We refer to this approach as with DP, i.e., where AL and DP are jointly employed,
and consider an alternative approach, namely, without DP, where DP is not employed.
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The goal is to evaluate the advantage of jointly leveraging AL and DP as a defense
mechanism to mitigate CF-based shadow-based MIAs. Furthermore, we evaluate both
model utility and the quality of the generated CFs, with the ultimate aim of analyzing
how the proposed defense affects predictive performance and CF quality.

To initiate the AL process, we construct a labeled subset S ⊂ D through random
sampling. Initially, a small subset S0 ⊂ D is randomly selected to serve as the starting
point for labeling. At iteration t , the current model f scores unlabeled data fromD\S .
An acquisition function (e.g., entropy or uncertainty sampling) measures how informa-
tive each sample might be for improving the model. We select the most informative
subset St from the pool using the least confidence metric. After adding the samples in
St , we incorporate them into the training set, i.e., S ← S ∪ St . The updated train-
ing set is then used in the next model retraining step t + 1. These steps are repeated
until a stopping condition is met, or a maximum number of iterations on a validation
set is reached. To integrate DP into the model training, we update the model parameters
following DP-SGD, where each weight in θ is updated during back-propagation step,
where gradients computed using standard optimizers (e.g., SGD, Adam), are clipped
to a fixed norm C , and Gaussian noise is chosen to satisfy a target (ε,δ)-DP guarantee.
We consider the following scenarios:

• Baseline: Standard training without any additional techniques serving as a ref-
erence model for evaluating the benefits of DP and AL for preventing MIA.

• Only-AL: Incorporates AL to strategically select training samples with the aim of
reducing the required training dataset size while maintaining predictive perfor-
mance.

• Only-DP: Integrates DP into the training process of the model. It assesses the
trade-offs between privacy and performance when DP is applied.

• DP-Post-AL: Applies AL first to strategically select training samples, and DP is then
subsequently applied during the training phase. This setup assesses whether
applying DP after AL can improve privacy preservation.

• AL-Guided-DP: Follows the same incremental training process as the default AL
model, but with DP incorporated during each training step.

4.4 Experimental Settings

Datasets. We consider two datasets for conducting our experiments, EEG [166] and
Indoor Location (In-Location) [167]. We selected these two datasets for their suitability
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for training DNN models in terms of performance and practical relevance, as well as for
the variation in the dimensionality of their input features. The EEG dataset comprises
14,980 data records, 14 numerical features, and 2 classes. The dataset contains brain-
wave and signal readings, with the objective of training a model to predict whether an
eye is open or closed. In-Location comprises 20,000 data records, 529 features related
to Wi-Fi signals, and multiple labels, and is used to predict the building.

Model Architectures and Training Protocol. Preprocessing consists of removing
missing values, removing outliers, and normalizing with a standard scaler. For both
datasets, we split the data into 45% for training the target model, 45% for training
shadow models, and 10% for validation. For the EEG Baseline model, we employed
a DNN with 4 hidden layers containing 32, 16, 32, and 16 nodes, respectively. Each
hidden layer was followed by a ReLU activation. The In-Location Baseline model was
constructed with 7 layers, with 600, 700, 600, 300, 600, 300, and 128 nodes, respec-
tively, followed by a ReLU activation function, and an additional dropout layer was
used to prevent overfitting. These models were optimized using the Adam optimizer
to minimize the cross-entropy loss, with a learning rate of 0.01.

Defense Mechanisms. For scenarios in which only DP was applied during training
(i.e., Only-DP), we retained the default model architecture. Models were trained with
privacy budgets (ϵ) of 1, 3, 5, and 10, with lower budgets corresponding to stronger
privacy guarantees, and with δ = 1e-5 and a grad normalization of 1.5. In the Only-
AL approach, the model during the first iteration is trained using 10% of the available
training set. With each iteration, an additional 50 data records are added; the process
is repeated for 50 iterations, and the model achieving the highest accuracy is selected.
The training subset used to train the optimal model is then saved as the Best AL Dataset,
on which the model achieves the best predictive performance. For model training in
the DP-Post-AL, we use the Best AL Dataset and train models with DP.

Membership Inference Attack Setup. MIA is implemented by performing hyperpa-
rameter tuning on the number of shadowmodels (DNNs) and attack models (XGBoost)
for their outputs on both datasets. After hyperparameter tuning, the XGB attack model
is configured with 150 estimators, a maximum depth of 15, and a learning rate of 0.01.
The shadow dataset is collected by querying a separate subset of the dataset via MLaaS.
The results are presented as the average of 5 runs.

Counterfactual Explanation Setup. All CFs were obtained by using the Nearest In-
stance Counterfactual Explanations (NICE) [168] with the following criteria: Distance
Metric of Heterogeneous Euclidean-Overlap Metric, Normalization of Min-Max, and
the algorithm was set to optimize proximity and sparsity when using the In-Location
dataset. CF quality was measured using well-knownmetrics, such as average proximity
and sparsity. Each data point from the testing set was explained individually, and its
proximity and sparsity values were used to compute the average proximity and spar-
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sity across all data points. We gain insight into how effectively the CF explainer can
produce concise (i.e., small-distance, few-feature changes) yet impactful (i.e., changing
the predicted outcome) CFs under different privacy conditions.

Evaluation Metrics Setup. Relative to MIA, we propose two distinct metrics. Let
D denote the full dataset with |D| = N records. Let S ⊆ D be the set of records used
to train a given model (e.g., depending on whether AL is applied). Let Ŝ ⊆ D be the
set of records that an adversary predicts as members via MIA.

Micro-level defended record ratio (per model) At the micro level, defended records
quantify the fraction of true members whose membership remains hidden, i.e., training
points that the attacker fails to infer as members, where Dprotected = S \ Ŝ and
true positive rate (TPR) among all actual members, the fraction the attacker correctly
detects.

Micro =
|Dprotected|
|S | = 1− TPR (4.3)

Macro-level defended record ratio (overall exposure) At the macro level, we addi-
tionally account for records that were never used for training and are therefore automat-
ically unexposed to MIA. It describes the fraction of all records whose membership is
not successfully revealed, i.e., records that are either saved (never trained) or protected
despite being trained, where Dsaved = D \S .

Macro =
|Dsaved|+ |Dprotected|

|D| = 1− |S ||D| ·Recallmember. (4.4)

4.5 Experimental Results

We present the numerical results along four complementary dimensions. First, we
evaluate predictive performance under the different defense mechanisms. Second, we
assess MIA effectiveness with and without CFs to quantify the additional privacy risk
introduced by explanations and the robustness of the defenses. Third, we report micro-
and macro-level defended record ratios to provide a granular view of privacy exposure.
Finally, we analyze the impact of the defense strategies on CF quality.

4.5.1 Model Predictive Performance

Table 4.1 summarizes the predictive performance of the different models across all ap-
proaches and both datasets. Across both datasets, as expected, Baseline, which does not
implement any privacy measure, achieves the highest performance across all metrics
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Table 4.1. Predictive performance (Accuracy, Precision, Recall) under privacy budgets
ϵ for EEG and In-Location. Baseline and Only-AL are trained without DP and therefore
have no associated ϵ.

Data Method
Accuracy Precision Recall

ϵ

1 3 5 10 1 3 5 10 1 3 5 10

EE
G

Baseline 96 96 96
Only-AL 95 95 95
Only-DP 82 87 88 90 82 87 88 90 82 87 88 90
AL-Guided-DP 82 87 90 91 82 88 90 92 82 87 90 91
DP-Post-AL 66 72 83 86 69 74 84 86 66 72 83 86

In
-L
oc

at
ion

Baseline 100 100 100
Only-AL 100 100 100
Only-DP 40 75 81 86 24 79 85 88 40 75 81 86
AL-Guided-DP 58 57 56 91 46 56 67 92 58 57 56 91
DP-Post-AL 47 45 52 53 23 29 50 54 47 45 52 53

(e.g., accuracy, precision, and recall of 96% and 100% across EEG and In-Location, re-
spectively), whileOnly-AL, which leverages only AL to reduce the training set size while
ensuring performance matches that of Baseline, closely follows (Only-AL achieves this
level of performance using only a subset of the dataset).

When DP is incorporated as part of the defense mechanism, namely in Only-DP, AL-
Guided-DP, and DP-Post-AL, a consistent pattern emerges across both datasets. Stronger
privacy guarantees (lower ϵ) lead to a noticeable performance degradation, whereas
performance steadily improves as ϵ increases, corresponding to weaker privacy con-
straints.

In the EEG dataset, AL-Guided-DP and Only-DP exhibit comparable performance
and consistently outperform DP-Post-AL, which yields the lowest scores. Specifically,
AL-Guided-DP achieves accuracy between 82% and 91%, with precision ranging from
82% to 92%, and recall following a similar pattern. Only-DP attains accuracy between
82% and 90% across different ϵ values. For In-Location, DP exerts a stronger impact
on performance than in EEG, although the overall trend remains similar. Only-DP and
AL-Guided-DP alternate in achieving the best predictive results, with comparable per-
formance levels. Importantly, AL-Guided-DP attains this performance while relying on
fewer training samples (since it employs AL), which is beneficial from a privacy per-
spective as it reduces potential exposure to MIAs.

Regarding the subset size selected by AL, for EEG, Only-AL (and DP-Post-AL) uses
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77.45% of the data. AL-Guided-DP selects 78.97%, 74.48%, 56.49%, and 66.98% for
ϵ = 1,3, 5, and 10, respectively. For In-Location, Only-AL uses only 10% of the data,
while DP-Post-AL requires 29.13%, 21%, and 40.35% for ϵ = 1,3, and 5. Overall, AL
can substantially reduce the required training data; however, when combined with DP,
larger subsets are often selected, reflecting the additional uncertainty introduced by
DP noise.

Takeaway 1: AL preserves utility, matching baseline performance while using fewer
training samples. Introducing DP leads to a utility loss at low ϵ. While AL-Guided-
DP does not substantially outperform Only-DP, it achieves comparable performance
with fewer samples. In contrast, DP-Post-AL consistently yields the lowest performance
across both datasets.

4.5.2 Membership Inference Attack

Only-DP (No CF) Only-DP (CF)
DP-Post-AL (No CF) DP-Post-AL (CF)
AL-Guided-DP (No CF) AL-Guided-DP (CF)
Baseline (No CF) Baseline (CF)
Only-AL (No CF) Only-AL (CF)
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Figure 4.2. Accuracy, precision, and recall across baselines, privacy budgets ϵ with
and without using CFs for MIA.

Figure 4.2 summarizes MIA performance across all approaches and privacy budgets
ϵ of 1,3,5 and 10 (lower values indicate stronger privacy protection). Results show
a clear trend across all cases: leveraging CFs to perform MIA allows for substantially
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amplifying attack success. For instance, in the EEG dataset, Baseline (No CF) attains
58% accuracy/recall and 70% precision while Baseline (CF) attains 77% of accura-
cy/recall, and 71% of precision. Another example is Only-AL (No CF), accuracy/recall
increases from 50% to 72% (precision 64-65%) when leveraging CFs (Only AL (CF).
When employing DP, the impact of CFs on MIA success becomes even more evident.
Comparing Only-DP (no CF) to Only-DP (CF), accuracy/recall increases from 26% to
43% at ϵ = 1, from 27% to 79% at ϵ = 3, from 38% to 74% at ϵ = 5, and from
57% to 68% at ϵ = 10 when CFs are leveraged, while precision remains essentially
close (67–69%). Results in In-Location show the same trend: leveraging CFs consis-
tently strengthens MIA. For example, Only-DP, leveraging CFs raises accuracy/recall
from 37,44, 61,65% to 48,70, 74,70% at ϵ = 1,3,5, 10. For DP-Post-AL, accuracy
increases from 43,38,58, 52% to 63,52,48, 71%, except at ϵ = 5. AL-Guided-DP
shows little change at ϵ = 1,3, a moderate gain at ϵ = 5, and at ϵ = 10 its largest
precision increase (53% to 65%) with a slight accuracy rise (53% to 56%). Takeaway
2: While DP introduces a utility–privacy trade-off (Takeaway 1), leveraging CFs sig-
nificantly weakens privacy protection across all settings a consistently amplifies MIA
performance, often dramatically increasing attack success, even under DP. In several
cases, CFs nearly double accuracy/recall at moderate privacy budgets, demonstrating
that explanations can substantially undermine the privacy gains achieved by DP alone.

We now quantify the impact of ϵ on the defense against MIA. As expected, a larger
ϵ weakens privacy: for example, on EEG, Only-DP (No CF) accuracy/recall range from
26% to 57% and from 43% to 68% Only-DP (CF). Comparable monotonic trends ap-
pear in DP-Post-AL and AL-Guided-DP. We move to comparing Only-AL to DP-Post-AL in
order to better understand the effect of employing DP after AL. For EEG, Only-AL (No
CF has an accuracy/recall ≈ 50%, which reaches 72% when CFs are exposed. In con-
trast, DP-Post-AL starts from lower attack success at small privacy budgets (26% and
34% at ϵ 1 and 3), indicating stronger protection than Only-AL. However, CFs signif-
icantly erode this advantage: accuracy rises to 29% and 48% at ϵ = 1 and 3, and at
larger ϵ of 10 reaching 71%. For In-Location, Similar trends are observed.

Takeaway 3: Consistent with the utility–privacy trade-off observed in Takeaway 1,
increasing ϵ systematically weakens protection and enables stronger MIAs. However,
beyond this expected trend, releasing CFs introduces an additional attack surface that
substantially boosts member detection, primarily by increasing recall. Even when DP
reduces attack success at low privacy budgets, this advantage is significantly dimin-
ished once CFs are exposed. While combining AL with DP can partially mitigate attack
success, this comes at the cost of retaining more training data.
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Figure 4.3. Percentage of micro & macro defended records under DP-Post-AL & AL-
Guided-DP, with & without CFs. Top row: EEG; bottom row: In-Location.
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Figure 4.4. Sparsity and proximity of extracted CFs for EEG and In-Location across
differential privacy budgets (ϵ).
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4.5.3 Defense at Micro- and Macro-Level

In this part, we focus our analysis on the two main approaches, DP-Post-AL and AL-
Guided-DP, and examine their behavior through the micro and macro defended record
ratios, as presented in 4.3. The micro metric captures the fraction of true training
records whose membership remains hidden, directly quantifying how well individual
members are protected. In contrast, the macro metric reflects overall dataset exposure
by additionally accounting for records that were never used for training and are there-
fore automatically unexposed to MIA. Consequently, macro values can remain high
even when the protection of actual training points deteriorates.

Across all settings, leveraging CFs consistently reduces the proportion of defended
points at both levels, with the effect being particularly pronounced at the micro level.
On EEG, under DP-Post-AL, micro protection drops from 68% to 44% at ϵ = 5, and
from 56% to 9% at ϵ = 10 when CFs are leveraged. A similar trend is observed
for AL-Guided-DP, where micro defended rates decrease from 54% to 14% at ϵ = 3.
These results indicate that CFs substantially increase correct member inference, directly
exposing training data.

At the macro level, defended ratios also decrease when CFs are used, but the reduc-
tion is often less because macro protection includes automatically saved (non-trained)
records. As a result, an approach may appear robust at the macro level while failing to
adequately protect actual training members. For instance, in EEG at ϵ = 3, AL-Guided-
DP decreases from 65.74% to 35.95% at the macro level, whereas the corresponding
micro-level performance is considerably stronger. For EEG, DP-Post-AL achieves higher
macro defended ratios than AL-Guided-DP at small ϵ, consistent with stronger privacy
guarantees at low budgets, although this advantage is not uniform at larger ϵ. Simi-
lar patterns emerge for In-Location, in which CFs consistently erode micro-protection
across ϵ.

Takeaway 4: Beyond amplifying MIA accuracy (Takeaway 2) and weakening pro-
tection as ϵ increases (Takeaway 3), CFs critically erode micro-level protection, directly
exposing true training members. While macro-level defended ratios may remain rela-
tively high due to automatically saved records, the micro analysis reveals a substantial
loss of protection for the most sensitive subset, the actual training data. These results
indicate that aggregate exposure metrics can mask individual-level vulnerability, and
that releasing CFs can significantly undermine the practical privacy guarantees of DP-
based approaches.



85 4.6 Conclusion

4.5.4 CF Quality Analysis

Figure 4.4 reports proximity and sparsity across scenarios. For EEG, proximity re-
mains stable under DP (5.78–6.22 for Only-DP; 5.60–7.15 for DP-Post-AL), indicating
that DP does not substantially degrade CF quality. Notably, AL-Guided-DP exhibits
slightly improved proximity compared to Only-AL, which may be attributed to its use
of a larger training subset. By incorporating more data points during training, AL-
Guided-DP may learn more stable decision boundaries, resulting in CFs that require
smaller input changes. For In-Location, proximity values are generally higher than
the Baseline, reflecting the dataset’s higher dimensionality. Sparsity follows a similar
pattern: under tight privacy budgets (e.g., ϵ = 1), DP slightly reduces sparsity, in-
dicating stronger noise effects. In summary, proximity remains largely stable across
privacy levels, whereas sparsity is mildly affected and exhibits greater sensitivity in
high-dimensional settings.

Building on our analysis, Takeaway 5: While DP introduces a utility–privacy trade-
off (Takeaway 1) and CFs substantially amplify MIA success (Takeaways 2–4), the im-
pact of DP on CF quality remains limited. Proximity remains stable across privacy
budgets, and sparsity is only mildly affected, particularly in high-dimensional datasets.

These findings reveal a fundamental tension: explanations can significantly weaken
privacy guarantees, yet privacy-preservingmechanisms can be applied without substan-
tially degrading explanation quality. This creates a critical design challenge for MLaaS
systems, which must carefully balance predictive utility, privacy robustness, and ex-
planation fidelity. Beyond technical performance metrics, future work should examine
the practical usefulness of CFs under privacy-preserving settings through empirical user
studies. In particular, it is important to assess whether explanations that remain stable
under DP also retain their interpretability and decision-support value for end users in
high-stakes domains.

4.6 Conclusion

In this chapter, we investigate how counterfactual explanations (CFs) expand the at-
tack surface of Machine Learning as a Service (MLaaS) systems by enabling effective
shadow-based membership inference attacks (MIAs). We propose a defense framework
that integrates Differential Privacy (DP) and Active Learning, and analyze the resulting
interplay between privacy protection, predictive performance, and explanation quality.
Our results demonstrate that while DP can mitigate membership leakage, its protection
can be substantially weakened when CFs are exposed. At the same time, we show that
privacy-preserving training does not necessarily degrade explanation quality, revealing
a fundamental tension between transparency and privacy resilience.
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Chapter 5

Differential Privacy for Anomaly
Detection: Analyzing the Trade-off
Between Privacy and Explainability

In this chapter, we examine the interplay between DP and explainability in anomaly
detection (AD). We investigate how adding privacy-preserving noise affects both the
predictive performance of AD models and the quality of their SHAP-based explana-
tions. In particular, we analyze changes in explanation fidelity, attribution stability,
and feature-importance patterns across different datasets, models, and privacy bud-
gets. This chapter is based on the content available in the following work:

1. Fatima Ezzeddine, Mirna Saad, Omran Ayoub, Davide Andreoletti, Martin
Gjoreski, Ihab Sbeity, Marc Langheinrich, and Silvia Giordano. Differential
Privacy for Anomaly Detection: Analyzing the Trade-off Between Privacy
and Explainability. World Conference on eXplainable Artificial Intelligence
(xAI 2024).

5.1 Introduction

Within the realm of data-driven decision-making, anomalies, which are data points ex-
hibiting statistically significant deviations from expected patterns, have a multifaceted
impact. Anomalies indicate errors or inconsistencies in the data, but they can also re-
veal novel or critical situations. Deviations are subsequently flagged for further investi-
gation as they can be highly informative, often signaling underlying issues or emerging
trends. For instance, in the context of cyber-security, an anomaly might indicate a secu-
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rity breach or an attempted attack. In healthcare, it could highlight rare illnesses. The
timely identification of anomalies is crucial for maintaining security, efficiency, and
safety in various fields, such as cyber-security, healthcare, network monitoring, and
transportation [169, 170]. Therefore, developing highly effective Anomaly Detection
(AD) systems is of paramount importance, as they represent a critical tool to address the
challenge of detecting these anomalies [94]. By leveraging diverse statistical and ML
techniques, AD establishes a statistical baseline for normal behavior within a dataset.

Recently, a main requirement of AD systems emerged, in addition to that of high
predictive performance, which is the need of providing stakeholders with relevant in-
formation on why and how a specific data point is considered an anomaly, such as to
enhance the transparency of AD systems, with the final aim of fostering trust in these
systems [171, 172, 173]. In addition to that, privacy guarantees are also essential for
AD in scenarios, as data owners may delegate the AD task to a third party in possession
of the technical expertise needed for effective AD. This third-party data access intro-
duces privacy concerns, especially when dealing with sensitive data such as healthcare
information that includes confidential patient medical histories [174, 175, 176]. In
this context, we are confronted with the challenge of ensuring both transparency and
privacy in AD systems. To ensure the privacy of data and the transparency of decisions,
DP [22] and xAI have been the main methods attracting the attention of the research
community, respectively.

A conflict however arises between ensuring transparency (through xAI) and privacy
(through DP) due to their opposing goals. XAI aims to provide insights into model
behavior for transparency, while privacy-preserving solutions obscure data to prevent
data leakage. Specifically, xAI techniques are proposed to demystify the inner workings
of complex ML models and AD through different types of explanations, such as, e.g.,
FA, which scores the contribution and impact of each feature on the model’s output,
permitting data owners to identify which features in the data were most influential in
identifying an anomaly. DP, on the contrary, works by injecting calibrated noise into the
data before it is released, introducing a quantifiable privacy guarantee, and allowing
control of the level of information revealed about individual data points.

The intersection of xAI and privacy-preserving techniques presents complex, nu-
anced challenges. Therefore, there is a critical need to precisely quantify how privacy-
preserving techniques, such as DP, affect the explainability of ML or AD systems [177].
In this chapter, we investigate the complex relationship among DP, AD, and XAI. As a
xAI framework, we rely on SHapley Additive exPlanations (SHAP) [178]. We focus on
SHAP since it is widely applied for feature importance in tabular data. To investigate
this interplay in the context of AD, and address RQ2, we formulate two sub-questions
and address them as follows:
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1. To what extent does increasing DP noise affect the fidelity and stability of SHAP
values in AD? We explore XAI in DP-AD, specifically, we investigate SHAP with
a focus on understanding how the SHAP values of AD models are affected by
varying levels of DP noise on AD. By extensively analyzing quantitatively and
qualitatively the output of SHAP, we shed light on the potential trade-offs be-
tween privacy protection and model explainability.

2. To what extent does the application of DP impact the performance and explainability
of AD algorithms designed for specific anomaly types (local vs. global)? Leveraging
the inherent specialization of AD algorithms towards distinct anomaly types (lo-
cal vs. global), this research delves into the potential for DP and its impact on
their performance and explainability under varying privacy constraints.

AD provides a particularly suitable case study for analyzing the privacy-explainability
trade-off investigated in this thesis. First, AD is commonly deployed in high-stakes,
privacy-sensitive domains, where abnormal events may indicate attacks, rare medi-
cal conditions, failures, or safety-critical situations. In these contexts, predictive per-
formance alone is insufficient: stakeholders need explanations to understand why a
given instance is flagged as anomalous, while data owners require privacy guarantees
given the sensitive nature of the underlying data. Second, AD often relies on unsu-
pervised or semi-supervised settings, where labels are scarce, and explanations can
play an important role in validating model outputs. This makes AD a representative
setting in which the tension between transparency and privacy becomes particularly
visible. Within the broader scope of this thesis, this chapter complements the previ-
ous analyses on CFs and privacy attacks by studying a different form of explanation,
namely feature attribution (FA) explanations through SHAP, and a different learning
setting, namely AD. Therefore, the chapter broadens the empirical investigation of the
privacy-explainability interplay beyond CF-based attacks and defenses, showing that
the trade-off also arises when privacy-preserving mechanisms are applied to models
whose explanations are used for diagnostic and decision-support purposes.

The chapter is organized as follows. Section 5.2 discusses related work. Section 5.3
details the problem and objectives. Section 5.4 presents the experimental setup and
evaluation settings. Section 5.5 showcases the obtained results and analyzes their im-
plications, offering valuable insights for practitioners navigating the trade-off between
privacy and explainability in AD models. Section 5.6 concludes the chapter.
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5.2 Related Work

In this section, we first discuss studies that have applied either privacy-preserving or
explainability techniques to AD and then studies that have investigated the impact of
privacy on the model’s explainability. The related works highlight the growing tension
between privacy and explainability. While research has explored privacy-preserving
techniques and explainable models in many contexts, their intersection with AD re-
mains largely unaddressed. This is particularly crucial because AD often handles sen-
sitive data and requires different considerations than traditional classification and re-
gression tasks. In this chapter, we analyze this intersection to reveal insights into the
trade-offs involved, guiding the development of future robust, explainable, and privacy-
preserving AD methods that empower informed decision-making.

5.2.1 Privacy-Preserving Anomaly Detection

AD methods play a crucial role in diverse sectors such as finance, healthcare, trans-
portation, and smart grids [170, 176, 179, 180]. Most existing methods rely primarily
on unsupervised ML techniques (e.g., [94, 181, 182, 183, 184]), with some super-
vised approaches as well (e.g., [185]). Numerous AD algorithms have been proposed
in the literature, and each of them comes with strengths and weaknesses and is suit-
able for specific contexts and data types. For example, Isolation Forest (iForest) and
Local Outlier Factor (LOF) are well suited for tabular data, Deep Learning-based AD
with auto-encoders is suitable for images and time series data [94, 96, 186]. Sev-
eral recent studies on AD have proposed employing privacy-preserving techniques to
address the critical challenge of balancing effective AD with individual data protec-
tion. These techniques mitigate public concern over data sharing, reduce the risk of
re-identification from anonymized data, facilitate compliance with data privacy regu-
lations like the General Data Protection Regulation (GDPR), and foster collaboration
between organizations, leading to more comprehensive and effective AD across various
sectors [176, 187]. To achieve AD while safeguarding data privacy, several methods
have been employed such as DP [188, 189, 190], homomorphic encryption and training
on encrypted data [191, 192, 193], Secure Multi-Party Computation [194], and even
novel, custom-designed approaches [195], such as generating synthetic data [175], or
approaches for specific cases such as body movement and power systems [190, 196].

Specifically, among the various techniques, several studies have explored the inte-
gration of AD algorithms and DP, e.g., [188, 197]. Notably, Du et al. [188] show how
DP can improve the utility of AD and novelty detection, with a focus on detecting poison-
ing samples in backdoor attacks. Jiang et. al [170] propose a privacy-preserving social
network model that utilizes restricted local DP to sanitize user information collection.
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Moreover, Chukkapalli et al. in [198] propose an approach for privacy-preserving AD
in smart farming by adding noise to individual farm data. Giraldo et. al [189] examine
how AD can be combined with DP to provide robust privacy and security for individ-
uals. In addition to Degue et al. [176] DP is employed with AD in correlated data
to analyze the trade-off between privacy level and detection accuracy of multivariate
Gaussian signals.

Other studies have used homomorphic encryption to train AD models with en-
crypted data [192, 194, 199]. For instance, Alabdulatif et al. [192] focus on cloud-
based models and propose an AD model that preserves data privacy with reliance on
ciphertext, while, Mehnaz et al. [191] present a framework for efficient AD on real-
time-series encrypted data. Guo et al. [199] propose an AD scheme for encrypted
video bitstreams with format-compliant encryption. Zhang et al. [194] propose a
semi-centralized privacy-preserving secure multiparty computation protocol for the
PCA-based AD. Other approaches have been proposed based on synthesizing data and
generating samples, such as [175]. Mayer et al. [175] analyze many approaches to
generating synthetic data and assess the utility of the resulting datasets for AD in su-
pervised, semi-supervised, and unsupervised settings. Prioritizing privacy has been the
main focus of these recent AD studies. However, explainability in AD is also emerging
as a crucial area of research, which we explore in the following subsection.

5.2.2 Explainable Anomaly Detection

Yuan et al. [200] discuss crucial challenges of AD such as trustworthiness, explain-
ability, and robustness. In this context, several studies explore methods for extracting
valuable insights for anomaly explanation [172] and, as detailed in [201], for other
applications. For instance, Panjei et al. [201] categorize various types of explanations
and analyze existing techniques for interpreting anomalies, paving the way for more
meaningful AD analysis. Roshan et al. [202] demonstrate the use of XAI to explain the
results of the autoencoder AD model, and in [173] leverages the Kernel SHAP method
to explain network anomalies. Moreover, Ravi et al. [203] explore the feasibility and
compare the performance of several state-of-the-art XAI frameworks on Convolutional
Autoencoders for building AD systems in the visual domain. Finally, Tritscher et al.
[204] highlight the growing interest in categorizing and analyzing these explainable
methods based on their access to training data and the specific AD model. These works
have demonstrably investigated interpretability and leveraged XAI techniques for AD,
but have not considered privacy concerns.
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5.2.3 Impact of Privacy on Explainability

Recent years have seen a surge in studies investigating the interplay of privacy with XAI
[164, 205, 206] as both interpretability and privacy represent a requirement for deploy-
ing ML models and datasets. Some studies investigate the inherent trade-off between
these concepts, while others propose novel methods to generate privacy-preserving ex-
planations [207, 208, 209]. Bozorgpanah et al. [205] investigate the impact of various
privacy-preserving techniques such as masking, and DP noise addition on the effective-
ness of regression-based explainability methods utilizing Shapley values and show dif-
ferent behaviors in Shapley for different models by computing correlationmetrics. Also,
the authors in [164] show the impact of DP on the interpretability of Deep Neural Net-
works particularly in medical imaging application classification, and show significant
visual differences in explanation with DP. Another study [210] investigates the use of
example-based explainability models for retinal image analysis. The authors propose
leveraging Generative Adversarial Networks (GANs) to generate synthetic examples
that provide explanations for model predictions while preserving the privacy of the
original retinal images. Nori et al. [165], a method for adding DP to Explainable Boost-
ing Machines enables the training of interpretable classification and regression models
with state-of-the-art accuracy while preserving privacy. Harder et al. [211] addresses
the challenge of balancing interpretability and privacy in ML models by proposing a
novel approach using simple models with locally linear maps to approximate complex
models. This method achieves high classification accuracy while providing differen-
tially private explanations for the classifications. Montenegro et al. [207] propose
privacy-preserving GANs for privatizing case-based explanations in classification tasks.
This GAN incorporates a counterfactual module, enabling the generation of both fac-
tual and counterfactual explanations while safeguarding privacy. Moreover, Jetchev
et al. [209] introduces a novel, privacy-preserving algorithm for calculating Shapley
values on decision tree ensembles within a secure multi-party computation framework,
ensuring data privacy. Veugen et al. [208] propose the generation of privacy-friendly
explanations by leveraging local foil trees.

5.3 Problem Formulation and Approach

We aim to investigate the effectiveness of AD techniques, specifically iForest and LOF,
in identifying two types of anomalies within a dataset: local and global outliers. This
investigation is conducted within a privacy-preserving setup, where we employ DP tech-
niques. Crucially, we also aim to analyze how the SHAP explanations of the AD models
change when DP is employed. Estimating these explainability changes will allow us to
assess the impact of the privacy-preserving mechanisms on the reasoning behind the
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identified anomalies. To achieve our goals, we will employ Privacy-Preserving AD with
DP on the training data level. This means we will introduce calibrated noise directly
into the training data before applying the AD algorithms. After injecting noise into the
data, we employ SHAP to analyze how features contribute to changes in anomaly scores
under different ϵ-DP guarantees. Figure 5.1 summarizes the steps followed for the con-

Figure 5.1. Overall scheme of the experimental setup

ducted analysis. Let D be a dataset D: X ∈ Rd ∈ R. The AD algorithm is trained on
D in an unsupervised manner to estimate the anomaly score yi for each datapoint x i ∈X . To ensure a robust level of privacy protection measured by ϵ-differential privacy (ϵ-
DP), we aim for small values of ϵ to minimize the influence of individual records on the
overall performance. We introduce noise into the data using either a Laplacian or Gaus-
sian distribution, with varying ϵ values (0.01, 0.1, 1, and 5). Subsequently, we retrain
the AD models on the data augmented with noise. This process enables us to assess
the impact of DP on both the performance and explainability of the models. Specifi-
cally, we compare the AD performance of models trained on noisy and original data
using diverse metrics, focusing on understanding how DP affects the features driving
AD with SHAP. Moreover, we explore the trade-off between privacy and explainability
by employing SHAP.

5.4 Experimental Setting

This section describes the settings of our experiments, including the datasets, the pro-
cedures to train and evaluate the AD models, and the metrics used to quantify the
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change in explainability.

Datasets Description We consider three datasets that are widely used for AD:

1. Mammography [212]: The mammography dataset corresponds to radiological
scans to diagnose breast cancer. It consists of 6 features and 11183 records, of
which 10923 are non-anomalous and 260 are anomalous.

2. Thyroid dataset [213]: The thyroid dataset corresponds to thyroid diseases.
It comprises 21 features and contains 7,200 records, of which 6,666 are non-
anomalous and 534 are anomalous.

3. Campaign (bank) dataset [213] includes banking information about individu-
als. It has 62 features and contains 41188 records, of which 36548 are non-
anomalous and 4640 are anomalous.

Anomaly Detection Model training We perform hyperparameter tuning of the AD
models using a Grid search with cross-validation (for a separate subset of the data).
The hyperparameters that undergo an optimal selection aremax_features, n_estimators
for iForest, and n_neighbors for LOF. It is important to emphasize that all the datasets
are labeled. However, as iForest and LOF are unsupervised AD algorithms, we use the
labels only for evaluating their performance, as illustrated in Figure 5.1.

Evaluation metrics

AD Performance Metrics We evaluate the AD model’s predictive performance and
output consistency. As for the former, we use precision, because it focuses on the ratio of
true anomalies identified among all flagged data points, and Area under the ROC curve
(AUC), because it is suitable for imbalanced datasets as metrics. Precision measures
the proportion of true positives among all predicted positives, while AUC evaluates the
model’s ability to distinguish between positive and negative classes. As for the latter,
we compute the fidelity score, which measures the degree of agreement between the
predictions of two different models on the same set of inputs (i.e., how closely the
outputs of one model mirror those of another). In our case, the fidelity score quantifies
the agreement between the ADmodel’s outputs before and after applying DP (as shown
in Figure 5.1).

Quantitative analysis of SHAP difference metrics To quantify SHAP value changes
between scenarios with and without DP, we use three recently proposed metrics: the
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ShapGAP-Euclidean and ShapGAP-Cosine distances [214], and ShapLength [215]. While
initially proposed for comparing SHAP values between black-box models and their cor-
responding surrogate white-box models, we leverage these metrics for a different pur-
pose. Specifically, we compute the ShapGAP and ShapLength between the SHAP values
of data points before and after adding DP noise, with the aim of quantifying the im-
pact of DP on the explainability of AD models. More details about these metrics are
provided in the following:

1. ShapGAP-Euclidean Distance [214] (Eq. 5.1): ShapGAP-Euclidean provides a
magnitude-based measure of the difference between the SHAP values generated
for the same data point from two models S (without and with DP) across n data
points x i of a dataset D. It is useful for understanding the overall magnitude of
changes.

ShapGAPL2(D) =
1
n

n∑
i

||Swithout DP(x i)− Swith DP(x i)||2 (5.1)

2. ShapGAP-Cosine Distance [214] (Eq. 5.2): ShapGAP-Cosine computes the
magnitude and directional relationship of the difference between two SHAP val-
ues of the same point from two models S (without and with DP) across n data
points x i of a dataset D. The ShapGAP-Cosine can range between 0 and 2, where
higher values indicate higher dissimilarity. It is useful for capturing how similar
the directions are, even if the magnitudes differ.

ShapGAPCos(D) =
1
n

n∑
i

(1− Swithout DP(x i) · Swith DP(x i)
||Swithout DP(x i)||2||Swith DP(x i)||2 ) (5.2)

3. ShapLength [215]: ShapLength is a model-agnostic and computationally effi-
cient metric for assessing how human-understandable a model is. It builds upon
the p%-complete explanation property, which finds the smallest set of features
whose SHAP values sum exceed a defined threshold. Shap Length represents the
number of features included in this p%-complete explanation. A higher Shap-
Length indicates a model that relies on a larger number of features or complex
interactions, making it harder to explain and interpret.

5.5 Experimental Results

In this section, we quantitatively evaluate the impact of DP on the effectiveness (Sub-
section 5.5.1) and explainability of the AD models. Explainability is assessed through
quantitative and qualitative evaluations, in subsection 5.5.2 and 5.5.4, respectively.
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5.5.1 Impact of Differential Privacy on Anomaly Detection Models

Table 5.1. AUC and precision of iForest across the mammography, thyroid, and bank
datasets, without DP and with varying DP-ϵ values, considering the two noise-adding
mechanisms: Gaussian and Laplace.

Dataset Metric Without Privacy
Laplace Gaussian
ϵ ϵ

5 1 0.1 0.01 5 1 0.1 0.01

mammography AUC 74 73 72 66 53 76 72 69 54
Precision 90 91 90 88 84 92 90 89 85

thyroid AUC 89 54 56 51 50 54 53 53 48
Precision 90 58 60 56 55 58 58 58 53

bank AUC 64 58 57 52 52 57 56 51 49
Precision 68 64 63 58 58 63 62 58 55

Table 5.2. AUC and precision of LOF across the mammography, thyroid, and bank
datasets, without DP and with varying DP-ϵ values, considering the two noise adding
mechanism: Gaussian and Laplace.

Dataset Metric Without Privacy
Laplace Gaussian
ϵ ϵ

5 1 0.1 0.01 5 1 0.1 0.01

Mammography AUC 74 74 74 74 66 74 74 73 70
Precision 91 91 91 91 88 91 91 91 89

Thyroid AUC 56 56 56 53 51 56 57 53 51
Precision 60 60 60 58 56 60 61 58 56

Bank AUC 59 59 59 59 59 59 59 59 59
Precision 65 65 65 64 65 65 64 64 64

We start by analyzing the impact of employing DP on the performance of iForest
and LOF. Table 5.1 reports the AUC and precision of iForest across the three considered
datasets (mammography, thyroid, and bank), and across the two noise-adding mech-
anisms (Gaussian and Laplace) for varying values of ϵ. When DP is not employed,
iForest achieves an AUC of 74%, 89%, and 64% for mammography, thyroid, and bank
datasets, respectively. A precision of 90% for both the mammography and thyroid
datasets, and 68% for the bank dataset. As DP is introduced, iForest generally exhibits
decreased performance compared to the non-DP models. AUC and precision decrease
already for high values of ϵ (i.e., less privacy). As expected, the difference is higher
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for smaller values of ϵ (i.e., more privacy). By decreasing ϵ in the Laplace case, the
AUC decreases from 73% to 53% for the mammography dataset, from 54% to 50% for
the thyroid dataset, and from 58% to 52% for the bank dataset, and a similar decrease
happens when decreasing ϵ with Gaussian noise. This is except for one case, that is for
the mammography dataset for ϵ = 5 with Gaussian.

Table 5.2 reports the AUC and precision achieved by LOF across three considered
datasets. Results show that in the case without applying DP, LOF achieves an AUC of
74%, 56%, and 59% for mammography, thyroid, and bank datasets, respectively, and a
precision of 91%, 60%, and 65%. As DP is introduced, unlike with iForest, we observe
a similar value for both the AUC and the precision across all datasets and all values of
ϵ except for ϵ = 0.01.

This suggests that while iForest initially outperformed LOF without DP, LOF proved
to be more robust and resilient to DP, maintaining its effectiveness under such con-
straints better than iForest, potentially due to its focus on k-nearest neighbors and
local data density. This investigation suggests a trade-off between local and global
outlier detection capabilities under DP. We explore this trade-off further with respect
to SHAP explanations.

5.5.2 Impact of Differential Privacy on SHAP explanations

Figures 5.2, 5.3, 5.4 and 5.5, 5.6 and 5.7 report the results of ShapGap-Cosine and
ShapGap-Euclidean distances along with the fidelity accuracy and ShapLength metrics
of iForest and LOF, across the three datasets and for the various values of ϵ considered.
Each row of the plot focuses on a specific metric on the x-axis. The y-axis consistently
displays both ShapGap-Cosine and ShapGap-Euclidean distances across 5 runs for each
ϵ experiment. Each point on the plots corresponds to the average of the correspond-
ing ShapGap distance across all data points of each dataset for one single run. In an
ideal scenario, the AD models with and without DP should agree to 100%, producing
identical outputs for all data points.

iForest:

Figures 5.2, 5.3 and 5.4, presents the results for iForest across the three datasets. Re-
sults show that ShapGAP-Euclidean and ShapGap-Cosine distances across all datasets
increase as the privacy guarantee increases (i.e., ϵ decreases). This difference means
that the vectors of the features in the explanations extracted using SHAP before and
after the application of DP change in both magnitude (captured by the Euclidean) and
direction (captured by the Cosine). These findings reveal that as the ϵ decreases, the
magnitude of SHAP values tends to deviate more from those obtained in the absence
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Figure 5.2. Fidelity Accuracy of iForest and average ShapGap-Euclidean distance,
ShapGap-Cosine distance and ShapLength computed across the explanations extracted
using SHAP for the various iForest models and the various values of epsilon on theMam-
mography dataset. The vertical dashed line represents the without DP metric presented
at the x-axis.

of privacy constraints, for instance, a ShapGap-Cosine value close to 1 indicates high
dissimilarity in the magnitude and direction of the SHAP value vectors before and after
applying DP with ϵ of 0.01. Conversely, ShapGap-Euclidean has no upper bound, with
higher values signifying greater dissimilarity. Specifically, the ShapGap-Euclidean met-
ric for the mammography dataset ranges between 0 and 10, while for the thyroid and
bank dataset, it ranges between 0 and 100. In contrast, the ShapGap-Cosine metric
(Figures bottom and up right) scored between 0 to 1 for both datasets depending on
ϵ. The results also show a consistent trend between the value of ϵ and the fidelity
accuracy (Figures up right), as ShapGap-Cosine with smaller ϵ values correspond to
lower fidelity accuracy, progressively decreasing from 100% relative to the ideal sce-
nario when DP is not applied. This trend is evident for both distances (Figures up) and
across all the datasets.

Another notable trend is the negative correlation between fidelity scores and dis-
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Figure 5.3. Fidelity Accuracy of iForest and average ShapGap-Euclidean distance,
ShapGap-Cosine distance and ShapLength computed across the explanations extracted
using SHAP for the various iForest models and the various values of epsilon on the Thy-
roid dataset. The vertical dashed line represents the without DP metric presented at
the x-axis.

tance values (i.e., higher distances imply lower fidelity scores, and vice versa). In
other words, when the model’s reasoning aligns more closely with the original non-DP
model (higher fidelity scores), the distances between SHAP values are minimized, in-
dicating a stronger agreement in the influence of features on predictions. This trend
is observable for both ShapGap-Euclidean and cosine distances, showing that both the
magnitude and direction of the SHAP value vectors are closely linked to the model’s
reasoning and fidelity. This result suggests a correlation between the difference in expla-
nations and the model’s ability to faithfully represent the original predictions, as indicated
by the fidelity scores.

We now discuss the complexity captured by the value of ShapLength. The findings
vary based on the privacy budget (ϵ) value for DP and depending on the dataset. For
the mammography dataset (Figure 5.2 bottom), observations at ϵ values of 1 and 5 in-
dicate stability and consistency in ShapLength, maintaining an average value of 4.95,
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Figure 5.4. Fidelity Accuracy of iForest and average ShapGap-Euclidean distance,
ShapGap-Cosine distance and ShapLength computed across the explanations extracted
using SHAP for the various iForest models and the various values of epsilon on the Bank
dataset. The vertical dashed line represents the without DP metric presented at the x-
axis.

identical to that of the model without DP. This implies that the implementation of DP,
while ensuring a moderate level of privacy protection, does not impact the ShapLength,
preserving the explainability complexity of the model as in the non-DP setting. However,
at lower ϵ values, specifically 0.1 and 1, there is a noticeable reduction in ShapLength
to 4.5, indicating a slight deviation in model complexity compared to the model with-
out DP. This indicates that DP with stricter privacy has reduced the model’s complexity.
For the thyroid dataset (Figure 5.3b bottom), we observe a different outcome: the
ShapLength is highly affected by the application of DP, as with the decrease of ϵ, the
ShapLength is increasing. When observing it with the SHAP Gap distances, smaller
ShapLength aligns with larger Euclidean and Cosine distances. The bank dataset (Fig-
ure 5.4c bottom) exhibits a similar outcome in ShapLength compared to the mammog-
raphy, as we observe a decrease in SHAP Length with smaller ϵ values even with ϵ =
5 where ShapLength has also decreased.
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Figure 5.5. Fidelity Accuracy of LOF and average ShapGap-Euclidean distance,
ShapGap-Cosine distance, and ShapLength computed across the explanations ex-
tracted using SHAP for the various LOF models and the various values of ϵ on the
Mammography dataset. The vertical dashed line represents the without DP metric pre-
sented at the x-axis.

Our investigation reveals a privacy-explainability trade-off in applying DP to iFor-
est models with SHAP explanations. Stricter privacy leads to increased divergence in
SHAP values (magnitude and direction), decreased fidelity to the original model, and
simpler models with less detailed explanations (reduced ShapLength) and are depen-
dent. Conversely, relaxed privacy settings show better-preserved interpretability with
explanations closer to the non-DP model and stable model complexity. This negative
correlation between explanation divergence and fidelity scores suggests a link between in-
terpretability and the model’s ability to faithfully represent the original model’s predictions
and explanations.

LOF:

Figures 5.5, 5.6 and 5.7 shows the ShapGap metrics for the performance of the LOF
model, highlighting the association between model fidelity and privacy levels achieved
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Figure 5.6. Fidelity Accuracy of LOF and average ShapGap-Euclidean distance,
ShapGap-Cosine distance, and ShapLength computed across the explanations ex-
tracted using SHAP for the various LOF models and the various values of ϵ on the
Thyroid dataset. The vertical dashed line represents the without DP metric presented
at the x-axis.

through DP (Figure, located up). Across themammography, thyroid, and bank datasets,
model fidelity remains impressively high, ranging from 90% to 100% for ϵ values of
0.1, 1, and 5, nearly mirroring the fidelity seen in the AD model without DP. How-
ever, a notable fidelity reduction occurs at ϵ = 0.01, with drops by approximately 5%,
40%, and 10% for the mammography, thyroid, and bank datasets, respectively. De-
spite this high fidelity, we observe shifts and increases in Euclidean distances (Figures
up left), indicating alterations in the scale of the underlying data that fidelity scores
do not capture. Conversely, the ShapGap-Cosine distances (Figures up right), remain
largely stable across 0.1, 1, and 5, ϵ values, suggesting that the directionality of the
SHAP value vectors stays consistent despite the application of DP except for ϵ of 0.01.
Specifically, for the mammography dataset, it increases to around 0.3. For the thyroid,
and bank dataset, the ShapGap-Cosine also increases but stays within a very low co-
sine measure of around 0.07 and 0.012 respectively, indicating a low magnitude and
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Figure 5.7. Fidelity Accuracy of LOF and average ShapGap-Euclidean distance,
ShapGap-Cosine distance, and ShapLength computed across the explanations ex-
tracted using SHAP for the various LOF models and the various values of ϵ on the
Bank dataset. The vertical dashed line represents the without DP metric presented at
the x-axis.

direction of change within SHAP values. This phenomenon suggests that while the over-
all magnitude of model explanations is influenced by DP, the vector direction reflecting
feature contributions towards predictions remains minimally unaffected with DP for LOF.

Analyzing model complexity through the ShapLength (Figures bottom), we find
that in both the mammography and bank datasets, ShapLength remains relatively un-
changed for ϵ values of 0.1, 1, and 5, suggesting minimal variations in model com-
plexity. However, at a ϵ of 0.01, we notice a decline in ShapLength, which decreases
from 4.925 to 4.725 in the mammography dataset and from 58.8 to 58.4 in the bank
dataset. This indicates that the complexity of the model decreases slightly under more
strict privacy conditions. In contrast, the thyroid dataset demonstrates a different pat-
tern: ShapLength stays closely aligned with the small variance in complexity without
DP, except at a ϵ of 0.01, where we note a relatively small increase in the variance
of complexity as the privacy level increases across the different runs (from 14.935 to
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14.96).
The observed inconsistencies across datasets in fidelity and ShapGap-Euclidean and

Cosine distances likely stem from the inherent randomness introduced by DP and the
chosen AD algorithms. While DP guarantees privacy, its added noise can alter vari-
ous data characteristics, therefore the noise level and privacy level should be carefully
chosen in a way that the overall distribution of the data is not largely affected. There-
fore, this means that fidelity scores can remain elevated despite variations in Euclidean
distance within higher ϵ. This also suggests that the data distribution undergoes mod-
ifications caused by the DP noise, but these modifications are limited such that the
overall statistical properties remain largely preserved, thus maintaining high fidelity
and low ShapGap-Cosine.

As anticipated, these findings indicate that iForest is more sensitive to data points
that significantly deviate from the overall distribution of the data, while LOF more
easily detects deviations within specific data regions. Since DP focuses on preserving
overall data statistics, it can alter the distribution of the data, impacting how anomalies
appear in the global picture. This, in turn, affects the SHAP values in iForest, as features
contributing to isolationmight bemasked by the DP noise. LOF focuses on Local outliers
and analyzes how different a data point is from a local perspective. DP’s impact on
local neighborhoods might be less significant compared to its effect on the entire data
distribution. Additionally, LOF’s SHAP values might focus on features relevant to the
local anomaly score, which might be less sensitive to global distribution changes caused
by DP.

5.5.3 ShapGap Distribution Analysis

To further explore the distribution of SHAP divergence across data points, we report
the findings using box plots for ShapGap-Euclidean and Cosine. In Figure 5.8, we
visualize the distribution of ShapGap-Cosine for iForest for all data points across the
three datasets. We observe that for ϵ values of 1 and 5 across the three datasets, the
ShapGap-Cosine has a lower spread in comparison to smaller ϵ of 0.1 and 0.01. This
low spread indicates that most of the data points have a small cosine distance between
0 and 0.25, which means closer to the non-DP scenario. However, for smaller ϵ val-
ues (0.1 and 0.01), we see a wider spread of the ShapGap-Cosine distribution. The
values range between 0 and 2 for ϵ = 0.01 with the mammography dataset, between
0.25 and 1.75 for thyroid, and between 0.6 and 1.4 for bank. This wider distribution
suggests a significant portion of data points exhibiting high ShapGap, deviating from
the behavior observed without DP. Regarding Euclidean distances, Fig. 5.9 we visu-
alize the distribution of ShapGap-Euclidean for iForest across all data points for each
dataset. We observe that for ϵ values of 0.1, 1, and 5 across the three datasets, the
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ShapGap Euclidean distance has a small distribution compared to ϵ of 0.01. This in-
dicates that the data points with small Euclidean distances (ranging between 0 and
20 for mammography, from 0 to 25 for thyroid, and from 0 to 50 for the bank), are
closer to the non-DP scenario. However, for smaller ϵ values (0.01), we note a larger
distribution of ShapGap Euclidean measures reaching up to 500 in the bank dataset,
which is extremely large.

Figure 5.8. Distribution of iForest ShapGap-Cosine distances across (a) Mammography,
(b) Thyroid, and (c) Bank datasets for the various ϵ values.

Figure 5.10 shows the distribution of ShapGap Cosine across all data points with
LOF. For ϵ values of 0.1, 1, and 5, the distribution of ShapGap Cosine distance is rela-
tively small (less than 0.2 for all the datasets), indicating that the SHAP values with and
without DP are similar for most of the data points, suggesting minimal impact on the
data due to DP at these privacy levels. For ϵ equal to 0.01, the distribution of ShapGap
Cosine distance is larger (ranging from 0 to 1.75), indicating greater differences be-
tween SHAP values with and without DP. Regarding Euclidean distances, Figure 5.11
visualizes the distribution of ShapGap Euclidean for LOF across all data points. We ob-
serve that for ϵ of 0.1, 1, and 5, for the 3 datasets, the ShapGap Euclidean concentrates
around at most between 0 and 1, and there is no diverged distribution. While only for
the very small ϵ we observe the distribution of ShapGap Euclidean diverges covering a
range between 0 and 6 as maximum, which is still relatively very small compared to
the magnitude change scale of iForest.

These findings suggest that moderate privacy levels have minimal impact on SHAP
with LOF. However, iForest appears to be more sensitive to the DP noise, evidenced by
the large distribution of ShapGap distances and reflected by the distance distribution
across the data points.

5.5.4 Impact of Differential Privacy on SHAP summary plots

After having quantitatively analyzed the impact of DP on SHAP values, we now examine
the visual interpretation and analysis of SHAP summary plots to illustrate how DP noise
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(a) Mammography (b) Thyroid (c) Bank

Figure 5.9. Distribution of iForest ShapGap-Euclidean distances across (a) Mammogra-
phy, (b) Thyroid, and (c) Bank datasets for the various ϵ values.

(a) Mammography (b) Thyroid (c) Bank

Figure 5.10. Distribution of LOF ShapGap-Cosine distances across (a) Mammography,
(b) Thyroid, and (c) Bank datasets for the various ϵ values.

influences the interpretability of SHAP explanations visually. Figure 5.12 and Figure
5.13 present the summary plots relative to the mammography dataset for the iForest
and LOF models respectively1.

Figure 5.12 shows that the feature Contrast emerges as the most critical feature
for the model’s prediction, while a low_order_moment and Root_mean_square_noise re-
main the two least important regardless of the level of privacy ϵ introduced. This fact
indicates that, for some features, the level of importance remains consistent even af-
ter applying DP, regardless of the value of ε. Instead, concerning other features, such
as Gradient_Strength, Area_of_object, and average_gray_level, their importance accord-

1The summary plots display SHAP values for each feature and data point, indicating their impact on
classifying normal or abnormal. On the x-axis, SHAP values show a feature’s influence on predictions,
with positive or negative values indicating a tendency towards an abnormal or normal prediction, respec-
tively. The y-axis ranks features by importance, and point colors signify feature values—red for high
and blue for low
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(a) Mammography (b) Thyroid (c) Bank

Figure 5.11. Distribution of LOF ShapGap-Euclidean distances across (a) Mammogra-
phy, (b) Thyroid, and (c) Bank datasets for the various ϵ values.

(a) without DP (b) ϵ=5 (c) ϵ=0.01

Figure 5.12. Summary plot for iForest for the mammography dataset with various ϵ

ing to SHAP varies with ε. For example, for a low level of privacy protection (e.g.,
ε= 5), the consistency concerning the scenario without DP is maintained considering
both feature importance and feature contribution, as observable by the similar color
distributions in the various scenarios. If, instead, stronger privacy guarantees are set
in place (e.g., ε = 0.01), both the order and contribution of the three features signif-
icantly change. Indeed, the clear distinction between blue and red fades, indicating
that the significant level of noise obscures the clarity of SHAP values, rendering the
interpretation of output trends more difficult 2 Figure 5.13 shows the summary plots
obtained for the LOF model. We observe that the contrast feature is consistently the
most influential, irrespective of the value ε-DP. Specifically, we note that higher values
of the contrast feature continue to be highlighted in blue and have a positive impact
on the output, indicating their significance, while lower values are consistently high-
lighted in red and have negative SHAP values. Instead, for ϵ = 0.01, the SHAP values

2As similar trends in the SHAP summary plots are observed in the two other datasets, we omit to
show them and the relative discussion. To illustrate the visual changes, we show summary plots for only
two ϵ values (0.01 and 5).



108 5.6 Conclusion

are no longer distinguishable by color, signifying a less clear impact of feature values
on the output of the model. Concerning the other features, there is a variation in their
order of influence between the various ϵ, yet the underlying rationale behind their
values remains consistent across most ϵ values. However, for a stricter privacy budget
of ϵ = 0.01, there is a notable departure from this consistency, as the distinction be-
tween blue and red becomes less clear, thus reducing considerably the interpretability
of the model through this plot. These findings align with the ShapGap and ShapLength

(a) without DP (b) ϵ=5 (c) ϵ=0.01

Figure 5.13. Summary plot for LOF for the mammography dataset with various ϵ

measures, demonstrating that iForest exhibits a greater sensitivity to DP perturbations
compared to LOF in terms of SHAP interpretability. This is evidenced by the more
pronounced shift observed in the SHAP summary plots for iForest with decreasing pri-
vacy budgets. While both models experience a decline in interpretability for stricter
privacy constraints, LOF retains a relatively clearer distinction between influential and
non-influential features even at lower ϵ values, specifically at ϵ equal to 0.01, where
iForest’s interpretability obscures significantly. Another finding is that while applying
DP safeguards individual data privacy through noise injection, this mechanism hin-
dered the interpretability of SHAP summary plots. DP’s impact manifests in different
ways such as distorted features importance and misleading interpretations. Firstly, the
introduced randomness leads to fluctuations in SHAP feature attributions, making it
difficult to accurately detect their true impact on model predictions. Secondly, the
noise obscured data patterns, diminishing the overall precision of the AD and SHAP
values and affecting the extraction of meaningful insights.

5.6 Conclusion

In this chapter, we investigate the impact of differential privacy (DP) on the perfor-
mance and explainability of anomaly detection (AD) models. We compare the perfor-
mance of Isolation Forest (iForest) and Local Outlier Factor (LOF) under various DP
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noise conditions and across multiple datasets. The results show that while iForest ini-
tially outperforms LOF without DP, LOF exhibits greater robustness to DP. Furthermore,
we analyze the impact of DP on explainability by comparing them across different dis-
tance metrics, both with and without DP applied. For explainability, we use SHapley
Additive exPlanations (SHAP). We observe a correlation between the DP parameter
(ϵ) and the magnitude and direction of changes in SHAP values across the metrics. No-
tably, the impact of DP on SHAP values manifested diversely across datasets and with
the different AD techniques. This implies that distinctive data characteristics might af-
fect the sensitivity of SHAP values to DP noise. These findings underscore the trade-off
between privacy and explainability when employing DP alongside SHAP values in AD.

Although the empirical analysis focuses on anomaly detection, the findings offer
broader insights for other ML applications where privacy-preserving mechanisms and
post hoc explanations are combined. The results suggest that the impact of DP on
explainability is not uniform, but depends on the model class, the data distribution,
the privacy budget, and the explanation method. This observation generalizes beyond
AD: whenever DP or other noise-based privacy mechanisms alter the learned decision
function or the input distribution, feature-attribution explanations may also change in
magnitude, direction, ranking, or stability. Consequently, explanation quality should
not be assumed to remain unchanged after applying privacy-preserving transforma-
tions. Instead, privacy-preserving ML systems should be evaluated jointly along three
dimensions: predictive utility, privacy protection, and explanation fidelity. At the same
time, the specific numerical trends observed in this chapter should be interpreted as
application-dependent rather than universal. Different domains, models, and explana-
tion methods may exhibit different levels of robustness to privacy noise.

For future work, we aim to explore techniques to mitigate the effect of DP on SHAP
values while upholding adequate privacy guarantees. Additionally, we aim to evaluate
the effects of DP on other explainability techniques utilized with deep learning-based
AD methodologies.
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Chapter 6

Collective Privacy and Explainable AI

In this chapter, we broaden the discussion of privacy by focusing on collective privacy
and its relationship with explainable AI. We review and distinguish related notions
such as individual, group, interdependent, and collective privacy, and discuss the so-
cial and regulatory challenges that arise when privacy harms affect groups or communi-
ties rather than isolated individuals. We then examine how explainability may support
collective privacy by making group-level inferences and risks more visible. Finally, we
identify open challenges in designing and regulating AI systems that account for col-
lective privacy concerns. This chapter is based on the content available in the following
work:

1. Fatima Ezzeddine, Noé Zufferey, Omran Ayoub, Silvia Giordano, and Verena
Zimmermann. Sok: Beyond the Individual: A Call for Collective Privacy
Protection and Regulation. 2026, Submitted Conference.

6.1 Introduction

The emergence of Big Data, ML, AI, and pervasive digitalization has initiated an era of
data-driven decision-making [216, 217]. Large datasets and advanced analytics have
revolutionized organizations and industries by enabling them to extract meaningful
patterns, generate accurate predictions, and derive actionable insights about individ-
ual people as well as collective behavior, market trends, operational efficiency, and
risk management [218, 219, 220]. Whereas this transformation holds potential for
societal and economic progress, it simultaneously introduces a challenge to data pri-
vacy [221, 222, 223], with implications for end users and system designers responsible
for guiding users interactions with the system and the related data collection and han-

111
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dling. Researchers, organizations, service providers, and AI engineers collect and ana-
lyze data from online interactions, social media profiles, financial transactions, health
records, and other personal data streams to inform decision-making, thereby signifi-
cantly increasing the risk of privacy breaches and the misuse of information. Such data
collection raises significant concerns about how private data are handled, stored, and
shared [224, 225].

These concerns have led to significant global efforts in regulatory and ethical con-
siderations, leading to the development of regulations such as the GDPR, the EU AI Act,
the Montreal AI Declaration, and national AI legislation in countries like the United
States, Switzerland, Korea, and China [15, 16, 17, 226, 227, 228]. The aim is to bal-
ance innovation and individual privacy [229], preventing the identification of natural
persons by their personally identifiable information (PII), and attributes [23]. How-
ever, such protection mechanisms focus solely on protecting individuals and do not
safeguard the privacy of collective individuals. A collective is a group of individuals
that forms based on individual shared attributes and common social values expressed
as mutual interaction or interdependence between individuals, making individuals not
isolated entities, such as a family or indigenous community with similar genetic or mo-
bility information that can be identified even if the data does not hold any PII. The
privacy of a collective is referred to as group privacy (term often used interchangeably
with interdependent, etc) [230, 231, 232, 233] (Detailed in Sec. 6.2).

Collective privacy concerns the privacy of individuals within a group and the group
as a whole, especially when the group holds sensitive collective information, raising a
distinct concern about collective privacy rather than solely individual privacy. Collective
privacy focuses on privacy harm even if no individual’s privacy is identified. Moreover,
collective privacy vulnerabilities arise when data intended to represent a collective
instead reveals private information about the collective or its members. Collective pri-
vacy requires careful consideration of how information about group interactions, social
values, genetics, and affiliations is collected, used, and shared. For example, human
mobility can detect gatherings, genetic research can expose familial or population ge-
netic information, and Large Language Models (LLMs) can reproduce, infer, or even
amplify sensitive information about collectives, such as cultural practices, health trends,
gender bias, or political affiliation, often without consent from any group [234, 235].

An ongoing discussion concerns whether collective privacy is a collection of individ-
ual privacy or an independent phenomenon [231]. We argue that collective privacy is
an independent phenomenon because, even if individuals are not directly identified, a
collection of data points can reveal patterns that not only identify individuals but also
infer group characteristics, including existence, and potentially lead to discrimination
or other harm at the collective level, not just the individual level. For instance, data
analysis can yield inferences about a group’s behavior, beliefs, or health status, even
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without explicitly identifying individuals. Also, we argue that interdependent privacy
(i.e., when data of a given individual provides information about another one) falls
under collective privacy since collectivism is constructed without the knowledge of all
individuals, not just about what individuals reveal, but also about what others reveal
about them intentionally or non-intentionally, what machines assume about individu-
als, and what groups represent. Accounting for collective privacy makes the design of
privacy-enhancing technologies particularly challenging with respect to effectiveness
and usability, as the decisions/actions of some individuals can affect the privacy of oth-
ers and/or the entire group. Therefore, it is essential not to view privacy as a static,
individualistic concept, but to consider its interdependence and collective nature.

The relevance of collective privacy to this thesis, and especially to explainability,
lies in recognizing that contemporary ML models increasingly engage in automated
group profiling, and the opacity of these systems amplifies risks at the collective level.
This thesis seeks to clarify existing definitions of collective privacy, thereby illuminat-
ing its conceptual foundations, and to advance future privacy research by fostering
future human‑centric approaches that strengthen user trust through the integration
of xAI. Despite the growing importance of these issues, the relationship between col-
lective privacy and algorithmic explainability remains markedly understudied, partic-
ularly regarding how collective‑level inferences are generated, represented, and acted
upon. In this context, xAI have potential to play a critical role: it can reveal how mod-
els construct group‑level inferences (e.g. with clustering), identify the features that
drive these inferences, and expose whether the system inadvertently encodes or am-
plifies sensitive collective attributes. By rendering algorithmic reasoning transparent,
xAI can contributes to accountability, facilitates the auditing of group‑based harms,
and enables both individuals and collectives to understand and contest how they are
represented within data‑driven systems (discussing RQ3). However, substantial work
remains to develop xAI methods capable of detecting, explaining, and mitigating risks spe-
cific to collective privacy. Addressing this gap constitutes an important, largely unexplored
frontier for future research, which falls outside the scope of this thesis.

Goals and Scope of the chapter In this chapter, we first provide an overview of
current definitions of collective privacy and discuss existing privacy regulations that pri-
marily protect individual rights but remain limited in their ability to address collective
privacy concerns. We aim to contribute to the ongoing discourse where safeguarding in-
dividual privacy should be complemented by collective privacy, contributing to raising
awareness about the critical need to evolve privacy preservation and safeguard collec-
tive interests. Additionally, the chapter presents a call for a shift towards recognizing
collective rights and discusses potential ethical and legal mechanisms like collective
consent and data governance. Specifically, our contribution is summarized as:

1. We provide a systematization of the collective privacy concept by revisiting ex-
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isting privacy definitions. We highlight that collective privacy is insufficiently
addressed in current privacy landscapes.

2. We present real-world cases to illustrate the practical implications and neces-
sity of addressing collective privacy, and its impact on collectives, delineating its
dynamic scope and contextual relevance across domains.

3. We discuss the limitations of existing privacy-preserving techniques, such as k-
anonymity and DP, given the static and dynamic nature of group identities.

4. We outline emerging challenges, identify gaps, and propose future research di-
rections related to the governance and regulation of collective privacy.

5. We pose a set of guiding questions for future work examining how xAI can en-
hance transparency and accountability in algorithmic group profiling and sup-
port human-centric collective privacy research.

This chapter is organized as follows: Section 6.2 presents foundational definitions
of individual and collective privacy in Section 6.2. We then discuss the dynamicity
of collectives in Section 6.3, comparing it with traditional definitions. In Section 6.4,
we analyze the social implications of collective privacy. Section 6.7 evaluates the lim-
itations of existing privacy-preserving methods. In Section 6.5, we discuss regulatory
challenges and open problems related to collective privacy. Finally, Section 6.8 sum-
marizes our findings and outlines future research directions.

6.2 Definition of Individual, Group and Interdependent
Privacy

Methodology We conducted a systematic search of scholarly literature published be-
tween 2010 and 2025 across multiple databases, including Scopus, Elsevier, IEEE
Xplore, Frontiers, the ACM Digital Library, Taylor & Francis, and Google Scholar. The
search strategy employed a comprehensive set of keywords encompassing diverse pri-
vacy concepts, including collective privacy, interdependent privacy, group privacy, mu-
tual privacy, peer privacy, and relational privacy. To capture broader dimensions of
the field, we additionally included terms related to data privacy, information privacy,
privacy interdependence, collective privacy harm, algorithmic grouping, profiling, data
aggregation, identity reconstruction, group anonymity, collective data rights, collective
consent, and privacy governance. Inclusion criteria required that publications be peer-
reviewed, demonstrate interdisciplinary relevance, and provide either conceptual or
empirical contributions. After excluding papers that did not meet the inclusion criteria,
the final corpus comprised 150 publications.
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Table 6.1. Definitions of Privacy in Literature

Definition Source Key Focus
Right to be let alone Warren & Brandeis

(1890) [236]
Dignitary protection against unwanted publicity
and press intrusion into private life

Tort-based privacy Prosser (1960)
[237]

Four actionable privacy wrongs as legal remedies
(intrusion, disclosure, false light, appropriation of
name)

Control over per-
sonal information

Westin (1967)
[42]

Individual choice over disclosure, use, and circula-
tion of personal data, especially amid surveillance

Informational self-
determination

German Consti-
tutional Court
(1989) [238]

Constitutional limits on (state) data processing:
purpose limits, proportionality, safeguards

Contextual integrity Nissenbaum
(2004) [239]

Context-specific informational norms for appropri-
ate flow: actors, attributes, transmission principles

Taxonomy of privacy
problems

Solove (2006)
[240]

Map of privacy harms across the information lifecy-
cle: collection, processing, dissemination, invasion

Normative control of
access

Moore (2008)
[241]

Moral right to regulate access to persons, spaces
and personal information: access-control account

Personal information
protection

Korea PIPA (in
force since 2011,
amended incl.
2023) [242]

Consent/rights and security duties for personal
information with strong enforcement and cross-
border transfer constraints

Seven types of pri-
vacy

Finn, Wright &
Friedewald (2013)
[243]

Multidimensional impacts beyond data privacy:
bodily, spatial, communicational, decisional, etc.

Data Privacy EU GDPR (2016)
[15]

Rights and duties for processing personal data: law-
ful basis, transparency, access/erasure, account-
ability

Privacy as an Ethical
Principle

Montréal Declara-
tion for Respon-
sible AI (2018)
[228]

Privacy and intimacy as an ethical requirement to
prevent intrusive data acquisition/archiving for AI
systems

Privacy with AI gov-
ernance

EU AI Act (2024)
[16]

Safety/fundamental-rights governance for AI sys-
tems: risk tiers, bans/controls, transparency, con-
formity duties

Collective and group
privacy

Contemporary
debates (2010s-
present)

Collective/Group/Interdependence/Mutual harms
from inference and Data Collection
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Definition of Privacy Privacy is commonly defined as “the claim of individuals, groups,
or institutions to determine for themselves when, how, and to what extent informa-
tion about them is communicated to others” [244]. Similarly, privacy is described
as “the ability of an individual or group to seclude themselves or information about
themselves, and thereby express themselves selectively” [245]. Specifically, Individual
privacy [246, 247, 248] centers on the right of individuals to maintain confidentiality
of personal matters and to control the collection and processing of their personal infor-
mation. Fundamentally, it enables individuals to shape their identity by safeguarding
sensitive information, aligning with the definition of privacy as the individual’s right to
determine the boundaries of information communication about them.

Table 6.1 presents how the concept of privacy has evolved, reflecting shifts in tech-
nology, law, and social values. Early definitions, such as Warren and Brandeis right to
be let alone [236], emphasized individual dignity and protection from press intrusion,
while Prosser [237] framed privacy as a set of legal remedies against personal harms.
WithWestin [244], the focus shifted toward informational control, highlighting individ-
ual autonomy in managing personal data, a principle later reinforced by the German
Constitutional Court’s [238] principle of informational self-determination. As digital
technologies expanded, Nissenbaum’s contextual integrity [239] and Solove’s taxon-
omy [240] mapped privacy harms across information flows, while Moore underscored
moral rights to regulate access. Regulatory frameworks such as Korea’s PIPA [242]
and the EU GDPR [15] institutionalized privacy as rights and duties, complemented
by multidimensional accounts, such as Finn et al.’s [243] seven types of privacy. More
recently, ethical and governance perspectives emerged, with the Montréal Declaration
[228] and the EU AI Act [16] addressing privacy in the age of AI. Crucially, contem-
porary debates recognize that privacy is no longer solely individual but collective and
relational: data-driven inferences can harm groups, communities, and societies, mak-
ing collective privacy protections essential to address interdependent risks in an era of
pervasive surveillance and algorithmic decision-making.

Definition of Collective Privacy Table 6.2 presents the literature on collective and
group-oriented privacy, illustrating a shift from individual-centric notions toward rec-
ognizing privacy as a relational, interdependent, and often co-owned phenomenon.
Early work on interdependent privacy (IDP) highlighted how one person’s data-sharing
decisions can affect others, especially in networked or genetic contexts. Building on
this, philosophers such as Floridi argued for group privacy as a moral and ethical neces-
sity in the age of big data analytics, where algorithmically formed groups face profiling
harms that extend beyond individual consent. Legal scholars extended this framing,
emphasizing governance mechanisms to protect groups against collective inference.
Conceptual refinements, such as Loi and Christen’s distinction between within-group
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confidentiality and inferential harms, further clarified the scope of group privacy. Par-
allel developments introduced collective privacy, emphasizing that harms are not merely
the aggregation of individual losses but can target groups as collective entities, while
mutual privacy framed privacy as a public good requiring coordinated protection. Other
definitions, such as networked privacy and peer privacy concerns, emphasized the social
negotiation of boundaries in online contexts. Technical and managerial approaches,
including multiparty privacy and collective privacy management, addressed conflicts in
shared data ownership and access control, while collaborative privacy management and
multiple-subject personal data underscored the need for mechanisms to reconcile over-
lapping rights and preferences. Taken together, these perspectives converge on the
idea that privacy is not only about individual autonomy but also about safeguarding
collective interests and shared vulnerabilities.

To provide a formal, non-philosophical definition, we aim to unify prior definitions
into a single definition: ”Collective privacy is the right of a group, community, or collec-
tively constituted entity to control the collection, use, and dissemination of information
pertaining to it as a whole or to its members in ways that generate collective harms. It
extends beyond the aggregation of individual privacy claims to encompass both group-level
information (e.g., stereotypes, profiling, reputational narratives) and interdependent pri-
vacy dimensions (in which one member’s disclosure affects others). Collective privacy recog-
nizes that harms can arise even when individuals are not de-identified, such as exposure of
group existence, membership inference, or reinforcement of stigmatizing generalizations.”

We add to the definition that collective privacy is the principle that a group, rather
than just an individual (that may be part of one or multiple groups), has the right to
control how its data (i.e., information about the group) is collected and used, espe-
cially when the harm is on the collective and not on the individual. Collective privacy
could include an explicit representation or authority: a group may act through a le-
gitimate authority or designated representatives empowered to permit, veto, or tailor
data uses on behalf of the group, going beyond the simple sum of individual consents.
Such authority should be grounded in an appropriate basis of legitimacy for the group
(e.g., recognized governance structures, delegation, or collective mandate) and should
support transparency to address internal disagreements and enhance accountability.

This definition of collective privacy is important because it: (1) protects collec-
tive narratives and reputations by preventing data-driven profiling that can stigmatize
or misrepresent groups, (2) preserves collective autonomy by recognizing that groups
hold sensitive knowledge whose exposure cannot be governed through individual con-
sent alone, (3) strengthens collective resilience and democratic participation by limiting
surveillance and algorithmic inference that can enable manipulation or disruption of
group activity, and (4) enables governance that address collective-level risks and ex-
ternalities, allowing legitimate representation and coordinated decision-making where
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Table 6.2. Collective, Mutual, Interdependent, Multiparty, and Group Privacy: Defini-
tions in the Literature

Definition Source Key focus
Collective privacy man-
agement, early access-
control

Squicciarini, Shehab & Paci
(2009) [249]

Privacy-aware access control for shared content in
OSNs (e.g., tagged), recognizes multiple affected
users beyond the uploader

Multiparty privacy
(MP)

Thomas et al. (2010) [250],
Such & Criado (2018) [251]

Privacy boundaries are co-held when an item in-
volves multiple people, focusing on resolving con-
flicts among co-owners preferences

Collective privacy man-
agement, conflict reso-
lution

Squicciarini et al. (2010)
[252]

Detects and resolves privacy policy conflicts for
multi-party shared items, supports automated/as-
sisted negotiation among individuals

Collaborative privacy
management, collabo-
rative control

Squicciarini, Xu & Zhang
(2011) [253]

Personal information can be co-owned and should be
co-managed by individuals. Focus on mechanisms
for joint decision-making about sharing

Interdependent privacy
(IDP)

Biczók & Chia (2013) [254],
Humbert et al. (2015-2019)
[255, 256], Kamleitner et al.
[257]

An individual’s privacy can be affected by others
data sharing, externalities, and dependency in net-
works, genetics, location, etc.

Multiple-subject per-
sonal data

Gnesi et al. (2014) [258] Data items may pertain to multiple subjects whose
preferences/rights can conflict, representing and
reconciling multiple subjects’ privacy preferences.

Group privacy (philo-
sophical/data ethics)

Floridi (2014) [259], Taylor,
Floridi & Van der Sloot (2017)
[260]

Privacy harms and protections should apply at the
group level (including profiling), motivated by big-
data analytics dealing with algorithmically formed
groups rather than individuals

Networked privacy (so-
cial norms + context
negotiation)

Marwick & boyd (2014) [261] Privacy is negotiated in a networked audience with
shifting contexts, with a focus on social norms, con-
text collapse, and relational management of disclo-
sure

Group privacy (legal/-
data protection fram-
ing)

Taylor, Floridi & van der Sloot
(eds.) (2017) [260]

Data protection law grants individual rights, but
group privacy debates argue for governance against
group profiling/inference beyond individual consen-
t/rights

Collective privacy
(collective interest-
s/harms)

Mantelero (2017) as dis-
cussed in Puri (2023) [262]

Frames privacy as non-aggregative collective inter-
ests (not just summed individuals), focus on limiting
harms to a group from invasive/discriminatory data
processing

Relational Privacy Reviglio et al. (2020) [263] Privacy as a socially embedded condition that pro-
tects individuals within relationships emphasizing
that autonomy is not isolated but shaped by inter-
actions, trust, and shared contexts

Group privacy (Concep-
tualization)

Loi & Christen (2020) [230] (i) shared confidential info inside a group vs out-
siders, (ii) inferences about individuals sharing stan-
dard features

Peer privacy (peer-
caused boundary loss)

Zhang et al. (2022) [264] A user’s privacy concern caused by peers’ actions
(tagging/sharing/disclosing about them)

Mutual privacy (as a
group right / public
good framing)

Puri (2023) [262] Shared vulnerabilities (genetic/social/democrat-
ic/algorithmic grouping) create a collective interest,
argue for a group right grounded in coordinated
protection
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individual choices are insufficient.

6.3 Definition of Collective: Bridging Social and Digital
Collective Identities

We define key concepts relative to the definition of group, identity, and collective cat-
egories by drawing on existing research from social science and philosophy [230, 231,
232, 233, 265, 266]. This section also aims to differentiate between social privacy and
digital privacy with regard to the collective.

A group is a collection of individuals bound by shared attributes, interests, or ob-
jectives, often underpinned by a common group identity [231]. These shared values,
influenced by sociocultural norms and aspirations, shape group identity, behavior, and
interaction. Following Floridi in [233], we posit that group formation is a function
of analytical abstraction rather than a process of simple discovery or invention. This
definition serves as a foundational element for our analysis of social and digital collec-
tive identities. Authors in [230] propose a binary typology of groups, distinguishing
between those that exhibit interactions and those defined by shared attributes. The
first groups are characterized by a shared interaction history and/or collective goals,
demonstrating meaningful agency through intentional coordination and collective self-
awareness. The latter category encompasses groups defined by shared features, exclud-
ing those with unified plans or a focus on the common good. For instance, city residents
share a common geographical attribute but may lack a collective identity. Also, authors
in [265] propose a group category typology, distinguishing among the categories col-
lective, ascriptive, and ad hoc. Collective groups are formed through intentional asso-
ciation, driven by shared interests, backgrounds, or explicit common goals. Ascriptive
groups are defined by membership based on inherited or incidentally developed charac-
teristics, such as ethnicity or nationality. Ad-hoc groups are assembled by third parties,
often for specific purposes like profiling, based on perceived connections between indi-
viduals. These different definitions illustrate how digital identities are represented in
datasets released by data providers, whether from self-selected communities or from
externally imposed sources. In the next paragraphs, we discuss social collective iden-
tity and link it to digital identity to safeguard digital collective identities that represent
these social identities, and make a clear distinction between the nature of groups.

Social Collective Identity Social collective identity, also termed group identity, dis-
tinguishes a group from a mere collection of individuals by denoting a shared sense
of belonging and unity among collective members. This concept, central to various so-
cial science disciplines, encompasses the collective principles, norms, and values that
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Table 6.3. Privacy categories by scope of identity/collective

Category Description

Individual Privacy Concerns information that uniquely identifies a specific individual and
their personal data (e.g., name, ID, biometrics, location traces, commu-
nications, health/financial records, device identifiers). Risks include de-
identification, profiling, surveillance, targeted manipulation, and harms
tied to a single person’s exposure.

Family Privacy Extends from one person to immediate relatives through shared attributes
(e.g., genetics, hereditary conditions, household address, family relation-
ships, shared routines, joint accounts/devices: bystander privacy). A dis-
closure about one family member can reveal sensitive facts about others.

Social Privacy Concerns networks of friends, colleagues, and other close social ties, in-
cluding interaction data (graphs, messaging, co-location, co-attendance,
shared photos on OSNs) and the ability to infer membership, influence,
workplace ties, or private associations. Risks include guilt by association
and inference of hidden relationships.

Organizational Privacy Collectives with shared objectives, such as companies, NGOs, or teams, in-
cluding internal and strategic operations (employee roles, organizational
structure, projects, customer lists, internal communications). Risks in-
clude industrial espionage, exposure of confidential partnerships, and at-
tacks enabled by metadata.

Cultural Privacy Collectives defined by cultural features (e.g., ethnicity, religion, language,
regional identity). Even without identifying individuals, aggregated data
can reveal sensitive patterns (such as segregation, stigmatization, or polit-
ical pressure). Risks include stereotyping, collective harm, discrimination,
and suppression of minorities.

Public Privacy Broad collective identity and global trends at a large scale (population-
level, public health, mobility, economic behavior, crowd analytics). Risks
include harmful generalizations, the enabling of mass-surveillance infras-
tructure, and policy misuse that affects entire populations (e.g., biased
resource allocation).
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define a group’s character and guide its members attributes, actions, and interactions
[231, 267]. As articulated by [268], collective identity is ”an interactive and shared
definition produced by several individuals (or groups at a more complex level) and
concerned with the orientation of action and the field of opportunities and constraints
in which the action takes place”.

Digital Collective Identity We propose a privacy-oriented operationalization of digi-
tal collective identity: a group identity that is materialized as group-referent data and
becomes a target of inference/profiling/social sorting, which is exactly where collec-
tive privacy risks arise. Specifically, digital collective identity is an emergent “we-ness”
and sense of collective agency that is formed, expressed, and negotiated through digital
interaction, referring to a group’s identity as embedded in data generated by or associ-
ated with its members. In contrast to traditional sociological definitions, which rely on
qualitative assessments of shared norms and values, digital group identity is grounded
in the recognition of a pre-existing social group within datasets. This representation
can manifest in various forms, including shared sensitive attributes, relationships, com-
munication and interaction patterns, preferences, and behaviors. For example, friends
who frequently visit the same locations and use the same bike-sharing routes build a
digital collective identity, as evidenced by location and transportation data. Digital
group identity is not always static, particularly in algorithmic grouping applications, as
it evolves as the group interacts in digital spaces, leaving a data trail that reflects its
changing composition, interests, and activities. These data-driven definitions enable
quantitative analysis of group dynamics and provide insights into the formation, main-
tenance, and dissolution of group identities in digital environments. Therefore, digital
identity either reflects the group’s real social identity or assigns a new social identity
based on the grouping algorithm used to generate the groups. This definition makes
the link explicit: digital collective identity is the object, collective privacy is the right to
control the collection, use, and dissemination of that object, and to prevent group-level
harms from inference and social sorting.

Collective Categories Building on the definition of digital collective identity, we ac-
knowledge the multifaceted and dynamic nature of social and digital group identities
and outline representation to define and complement these identities. We recognize
that an individual may belong to several overlapping collectives that differ in their
degree of closeness and influence. To capture this, Table. 6.3 is used to categorize
collective identity, visualizing different levels of closeness and connection that lead to
collective representation. Rather than relying on vague sociological labels for groups, it
provides a concrete categorization for diagnosing, comparing, and designing targeted
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interventions for future complex privacy challenges. This layered view clarifies why
one-size-fits-all privacy rules cannot work, consent mechanisms that make sense for
family and knit ties break down for data shared within an organization or inferred by
an algorithm grouping. In Section 6.5, we discuss how collectives should determine the
appropriate balance between individual consent and collective data-governance rights.
Table 6.3 presents the categories from individual (1), familial (2), social (3), organi-
zational (4), socio-cultural (5), and finally public-wide (6), each capturing a broader
sphere of association. As onemoves outward, the immediacy of the relationship loosens
while the collective grows in size and diversity. In other words, every category marks
a distinct layer of social inclusion, mapping how identity and the data that describe
wider social collectives relate to one another. In digital terms, the table illustrates how
data originating from close, personal relationships can aggregate into large‐scale indi-
cators of collective identity. When aligned with the theoretical distinctions proposed
by [230] and [265], these categories complement their definitions by providing a clear
view of the collective dynamicity.

Building on these representations, a promising direction for future regulation is
to introduce a collectiveness factor or scale that assesses both the sensitivity of spe-
cific data types and the social acceptability of using them. For instance, analyzing
broad, population-level data may be acceptable in many contexts, while examining
smaller datasets, particularly those involving individuals, families, and indigenous or
minoritized groups, could raise ethical concerns. Researchers can gain deeper insights
into how privacy considerations shift across different levels and, in turn, develop more
nuanced guidelines for ethically responsible collective data use. Finally, this represen-
tation highlights potential ethical concerns regarding individual privacy, particularly
when individuals and groups are grouped (social identity presented through digital
identity) without awareness or consent.

(a) Strava heatmap (b) DNA sharing (c) Indoor Localization

Figure 6.1. Examples of Collective Privacy use cases
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6.4 Use Cases and Social Implications of Collective Pri-
vacy

To demonstrate the real-world vulnerabilities and social implications of collective pri-
vacy, we discuss multiple possible use cases, including human mobility, location-based
services, social networks, genetic research, and algorithmic grouping.

Case 1: Genetic Research In genetic studies, inferences about disease predispositions
or ancestral origins, though anonymized, can still be traced to specific populations,
such as Indigenous tribes or familial communities. Genetic research involves investi-
gating DNA, the molecule that carries human genetic information, to understand how
genes influence human characteristics, how genetic variations contribute to differences
between individuals and populations, and how traits pass from one generation to the
next [269, 270, 271, 272]. Collective privacy risks are formalized from the interdepen-
dence of familial genomic and inherited data (Table 6.3 Family, Societal, and Cultural
Privacy). Research has indeed demonstrated how different inferential methods are ex-
plored to infer information about family members and populations (Figure 6.1 b) 1)
[273, 274, 275, 276, 277]. These works build upon the genomic privacy concept, such
as kin [278, 279, 280], probabilistic and statistical methods such as Bayesian networks
[276, 281], game and graph theory [282], prove statistical connections within fam-
ilies and populations and extract inheritance genomic information. Similarly, other
research investigates the evolution and the interdependence of genes over generations
and inheritance [283]. Additionally, released models exhibit vulnerabilities to genetic
privacy breaches, ML models used in genotype-based treatments are susceptible to
model inversion attacks, as proven to infer sensitive genetic markers with regression
models [284].

Genetic research presents unique collective privacy vulnerabilities beyond individ-
ual concerns [285] for both group and interdependent privacy [286]. Tools also exist
to estimate the target of a family member, whose genomic privacy is affected 2. For
example, the Havasupai Tribe DNA case illustrates this (Table 6.3 Societal and Cultural
Privacy), where research intended for diabetes studies inadvertently revealed predispo-
sitions to other diseases and theories of the tribe’s geographical origins that contradict
their traditional stories [287]. This unintended revelation caused significant distress
within the group and prompted legal action, underscoring how group-based genetic
research can have profound, unforeseen consequences for collective identity, cultural
integrity, and shared well-being. These issues are fundamentally different from indi-

1https://www.swedishfinnhistoricalsociety.org/2018/06/26/the-lost-art-of-viewing-humanity/
2https://santeperso.unil.ch/privacy/tool/
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vidual privacy violations. These factors raise critical concerns regarding group and
interdependent privacy, wherein the compromise of one individual’s genetic data can
affect the privacy of their related population, family members, and social. In addition,
direct-to-consumer genetic services such as 23andMe and GenomeLink, and platforms
such as openSNP, in which individuals share their data, pose unique privacy risks, as
one individual’s decision to share their genetic information can affect family members,
relatives, and the group to which they belong. Therefore, consent management in the
collective remains an open issue in such cases.

Case 2: HumanMobility and Smart Environments Humanmobility captures how and
why people move, increasingly mediated by digital systems that collect and infer pat-
terns across transportation modes, routines, and social–spatial interactions [288, 289].
Mobility and location traces create distinctive collective privacy risks: shared routes,
hotspots, and synchronized behaviors can be inferred even under anonymization, ex-
posing neighborhoods or communities to targeting or stigmatization [290]. Similar
dynamics arise in Location-Based Services, and the Internet of Vehicles, where protect-
ing an individual query does not prevent adversaries from learning group trajectories
or coordinated movement patterns [291]. Internet of Things (IoT) environments fur-
ther illustrate multi-subject exposure: sensors routinely capture the behaviors of house-
holds, families, and bystanders, making the affected entity a collective rather than a
single user [292]. These settings reveal a core challenge for usable privacy: groups
face collective risks but lack mechanisms to coordinate protections, articulate shared
preferences, or manage interdependent privacy decisions, leaving defenses fragmented
at the individual level [293].

The Strava fitness heatmap is another illustration of how aggregated mobility data
can expose sensitive collective-level information: despite individual anonymity, the vi-
sualization revealed the location of a military installation [294] (Figure 6.1 a)). Sim-
ilar issues arise in urban-planning datasets, where anonymous mobility flows derived
from Google users who opted into location history are aggregated to compute city-
level movement patterns [295, 296]. Although individual contributions are bounded
within each partition, these techniques protect only user-level guarantees, they do not
prevent inferences about neighborhoods, institutions, or other collectives. From a us-
able privacy perspective, such cases highlight a persistent gap between users expecta-
tions of anonymity and the collective vulnerabilities created by large-scale aggregation.
Location-Based Services can infer an individual’s unexposed location using data shared
by their social contacts, as attackers can exploit publicly available geo-tags and inter-
action histories within the group [297, 298]. Social cues such as interaction strength
and value similarity further amplify these risks, compromising both group and individ-
ual privacy [297] (Table 6.3 Social Privacy). Co-location on online social networks
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similarly creates interdependent privacy harms: sharing one user’s location can reveal
information about others, with both direct and indirect effects documented in prior
work [299]. Image sharing raises comparable issues. ConsenShare [300] demon-
strates the need for co-consent when photos include multiple subjects. Repeated mo-
bility traces can reveal home and work locations [301], while aggregated travel data
expose group routines, such as common routes or organizational affiliations (Table 6.3
Organizational Privacy). Shared or overlapping trip patterns can also reveal social ties
(Table 6.3 Social and Family Privacy). Finally, the ability to monitor attendance at pub-
lic gatherings [302] poses risks, potentially chilling protest and democratic activities
(Table 6.3 Social Privacy).

Moreover, modern localization technologies combine communication signals (e.g.,
WiFi, Bluetooth, cellular) with geographic positioning [303, 304, 305, 306, 307, 308,
309] (Figure 6.1 c) 3). Entities with access to such data can reconstruct fine-grained
location traces that enable behavioral analysis, profiling, and surveillance [310, 311,
312, 313] (Table 6.3 Organizational Privacy). Service providers can infer room-, floor-
, or building-level positions by analyzing signal patterns from mobile devices. Crowd-
sourcedWi-Fi scanning further amplifies these risks: phones periodically collect nearby
access-point fingerprints even when GPS is disabled, allowing distance estimation from
MAC addresses and signal strength [314, 315]. Even with individual anonymity, highly
accurate indoor localization enables the detection of gatherings and the monitoring of
organizational or institutional activity. As a result, collective privacy concerns extend
beyond social or demographic groups to include commercial, institutional, and organi-
zational entities whose activities can be inferred from aggregated data.

Case 3: Online applications, Social Networks and Language Models Many modern
systems extract value from group-level regularities, allowing privacy harms to persist
evenwhen individual identifiers are hidden. Social networks can surface population- or
community-level signals that enable profiling, manipulation, or exclusion of groups [316].
Recommendation and trust-based models similarly support collective profiling and so-
cial sorting by learning sensitive group attributes from behavioral correlations [317,
318]. Language models introduce parallel risks: memorized or leaked content can
reveal organizational or community practices, narratives, or operational details, pro-
ducing collective confidentiality harms [319]. Online social networks further illus-
trate that data access and inference are inherently collective: one user’s actions (e.g.,
installing apps, sharing, tagging) can expose non-consenting others and reveal group
structure. Third-party apps amplify this collateral exposure, as permissions granted
by a subset enable profiling of their broader networks and communities [320]. These

3https://github.com/HUbbm409/bbm406-project-wi-fi-based-indoor-positioning
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dynamics motivate collective privacy framings and mitigations that treat exposures as
externalities across friends, families, and communities rather than isolated individual
leaks [256, 321, 322]. Even systems intended for social discovery can operationalize
collective risk: peer-to-peer social search (e.g., Pythia) shows how routing and query-
ing over social connections can reveal community membership and network structure,
turning search itself into a channel for group-level exposure [323].

Moreover, a large share of social content is co-owned (e.g., group photos, con-
versations, tags), so privacy failures often manifest as collective boundary loss: one
member’s disclosure can reveal shared context, relationships, or group narratives even
when no single individual is uniquely exposed. Empirical work shows that disclosure
is socially negotiated, yet platform controls remain uploader-centric, enabling peer-
driven privacy loss and mismatches between collective expectations and actual visi-
bility [324, 325, 326]. The social media privacy model explains why such failures
persist: platform affordances (e.g., context collapse, persistence, scalability) systemat-
ically complicate group boundary setting and make coordination harder than individ-
ual choice alone [327]. Recent work formalizes these dynamics as a collective calculus
around co-owned disclosure and ownership perceptions, highlighting that the relevant
unit of harm is often the group, friend circles, or organizations, rather than the indi-
vidual record [328, 329].

Thewidespread adoption of LLMs across industries [330] and by everyday users [331,
332, 333] introduces new collective privacy risks. LLMs process large volumes of
text [334], images, and documents containing diverse personal data [335, 336], en-
abling inferences about attributes such as location, income, and gender [337] from
shared communications, social interactions, and aggregated datasets. They can re-
construct social ties and group narratives [338], revealing sensitive collective infor-
mation that no single record discloses. Models trained on private chats (e.g., cus-
tomer service [339]) may leak snippets, while membership inference and inversion
attacks [340] further expose training data [341, 342, 343]. Real-world incidents
underscore these risks: hundreds of thousands of Grok chatbot conversations became
publicly searchable4, and AI meeting tools have raised concerns about unauthorized ac-
cess to recordings that reveal shared contexts and group dynamics5. LLMs also create
interdependent risks: one person’s data can reveal information about others who never
interacted with them. Training on public datasets or family medical records [344, 345]
can produce associations between surnames, regions, and rare diseases, or regenerate
traits of specific ethnic or genetic subgroups [346, 347]. Retrieval-based LLMs trained
on internal documents, Slack logs, or meeting transcripts increase the likelihood of

4https://www.bbc.com/news/articles/cdrkmk00jy0o
5https://www.zscaler.com/cxorevolutionaries/insights/privacy-security-concerns-ai-meeting-tools
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leaking organizational data [348]. Models may reproduce phrases or ideologies that
signal affiliation with vulnerable groups, and in domains such as law [349], they risk
exposing strategic information that affects multiple clients or populations. Additional
harms include identification of subsets within legal datasets [350], generation of de-
mographic personas [351], group-level recommendation biases [352], and shifts in
perceived trustworthiness toward stigmatized groups [353]. Finally, national or ethnic
group profiling [354, 355] can yield stereotyped or discriminatory summaries [356],
highlighting the collective nature of LLM-driven privacy risks.

Case 4: Algorithmic Grouping Algorithmic grouping, via clustering [357] or clas-
sification [358], sorts individuals into data-driven categories based on behavioral or
attribute patterns [359], enabling prediction, decision-making, and targeted engage-
ment [231, 360]. From a usable privacy and security perspective, these systems cre-
ate risks that extend beyond individuals: users rarely understand how groupings are
formed, how inferences propagate across members, or how to contest collective-level
decisions. A key distinction arises between individual and collective rights. When al-
gorithms form broad, ad-hoc interest groups (Table 6.3 Public and Collective Privacy),
privacy concerns center on individual attribute inference, but grouping can also sur-
face real social identities or reveal intentionally organized groups, directly implicating
collective privacy. Grouping on sensitive attributes further risks discriminatory out-
comes or the exposure of private information [361], which neither traditional privacy
protections nor individual fairness metrics adequately address.

These challenges appear across domains. Healthcare clustering can inadvertently
create identifiable subgroups based on rare genetic conditions [362]. Aggregated
search data can reveal politically active clusters, and flawed aggregation may wrongly
place individuals into sensitive groups, enabling unwarranted surveillance and demo-
cratic harms [363]. Collective harms also emerge when systems propagate discrimi-
natory outputs, as in the Korean chatbot Luda incident targeting minority communi-
ties [364], echoing concerns about state surveillance of marginalized groups [365].
Federated Learning of Cohorts (FLoC) [366] illustrates similar issues: cohort-based
advertising shifts tracking from individuals to groups, enabling inference about users
in small or unique cohorts and raising privacy concerns [363, 367]. Its successor, the
Topics API [368], faces similar criticism. Marketing analyses of Black Twitter further
show how algorithmic grouping can misrepresent or profile communities, undermining
collective identity and self-determination [369]. Across these cases, the core usable-
privacy problem is governance: individuals cannot meaningfully manage or contest
group-level inferences, and groups lack mechanisms to coordinate privacy expecta-
tions or assert collective boundaries. Algorithmic grouping therefore exemplifies why
collective privacy requires protections beyond individual consent.
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6.5 Challenges to Regulating Collective Privacy

Current regulatory frameworks focus on protecting individual privacy, as seen in the
EU AI Act [16], GDPR [15], the Montreal Declaration [228], South Korean acts such
as SKAIA and PIPA [227], Swiss Federal Act on Data Protection (nFADP) [17], and the
US Privacy Act [226], but exhibit a gap in addressing collective privacy. The focus of
these regulatory frameworks is on natural persons; for instance, in the privacy-related
definitions of Article 4 of the GDPR, the data subject is an identified or identifiable
natural person. While the emphasis on the individual is valuable and necessary, we ar-
gue that these definitions should also account for collective concerns. Future technical
approaches may involve group-level protection, collective risk auditing of models, or
differential privacy mechanisms tailored to groups rather than individuals. However,
defining group sensitivity and consent at scale remains an open challenge, and imple-
menting regulations will involve complex trade-offs. In this section, we discuss open
problems in regulating collective privacy and distinguish between two key dimensions:
individual right to collective privacy and group right to collective privacy.

The categories (Table 6.3) are valuable for addressing privacy issues in the legal sec-
tor by shifting the focus from broad sociological labels of groups to a practical method
for diagnosing, comparing, and designing effective interventions for real-world privacy
challenges. Specifically, it provides:

• Clarity for policymakers: Each category has a clear definition, cohesion, and
data‑sharing norms, so multidisciplinary teams can calibrate features, policies,
and impact assessments against the same collective target.

• Regulatory alignment and gap analysis: Existing regulations align well with in-
dividualistic concerns. In contrast, proposals for collective governance map to
the other categories, while algorithmic accountability laws typically fall into the
broader categories.

• Threat modeling: Tell the difference between privacy harms from small groups
and those from large-scale data collection. For example, a breach at the family
level can cause personal and reputational damage, while a breach at the societal
level can lead to discrimination or widespread profiling.

6.5.1 Individual Right to Collective Privacy

The individual right to collective privacy extends beyond protecting isolated individual
privacy to safeguard collective-level information about the individual. This approach
acknowledges that individuals are embedded within social groups and underscores the
need to safeguard group affiliations and other social values to ensure their privacy and
autonomy [231]. Specifically, we discuss the following rights:



129 6.5 Challenges to Regulating Collective Privacy

Right to Interdependent Privacy Individuals in close groups, such as families, com-
munities, or genetic relatives, have a right to privacy to protect information originating
from shared relationships and interconnected data. This right acknowledges that one
individual’s data can reveal sensitive information about other individuals belonging to
the group and emphasizes the need for safeguards when processing data with interde-
pendent privacy implications [262]. However, this right also raises regulation concerns:
How can the boundaries of close groups be defined as legal entities? How social proximity,
as shown in the Table 6.3, can be taken into consideration in this context? How can the
individual’s privacy rights be balanced with the group’s collective privacy requirements?
Moreover, what practical mechanisms can ensure that data processing respects intercon-
nected privacy concerns without limiting data uses for scientific purposes?

Right tomembership transparency and self-determination Under current regulations,
anti-discrimination laws do not apply to ad hoc groups. Individuals have the right to
transparency regarding membership and to understand the basis of their group forma-
tion and classifications for fairness and accountability purposes (see Table 6.3 for Public
and Collective Privacy). This right ensures access to information concerning the criteria
and algorithms used in the grouping, whether in pre-existing social groups or through
algorithmic processing [363] and the inferences drawn from their group membership.
Such a right is accompanied by the right to opt out of algorithmically generated groups,
to protect against unwanted or false categorization with potential collective and indi-
vidual consequences. This also raises critical questions: How to achieve such transparency
in practice, especially with complex algorithmic methods? What are the limits of the right
to opt-out, considering the similarity and interconnectedness of individual data points?
How to enforce and understand the trade-off of collective machine unlearning in cases of
deployed models? And how to communicate such membership transparency to individuals?

Right to Transparency and Accountability The right of individuals in a defined group
is to receive explanations of how algorithms profiled or grouped them and how this
affects their understanding of how they perceive themselves within the group. This
includes mechanisms to audit, challenge, and hold developers accountable for discrim-
inatory or harmful individual or collective outcomes. However, this also raises questions
on how meaningful information can be translated into practical, accessible disclosures for
diverse groups and how audit mechanisms can be designed to effectively and respect intel-
lectual property?
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6.5.2 Group Right to Collective Privacy

The group’s right to collective privacy emphasizes protecting collective information,
such as digital and societal identity, and recognizes that groups, as distinct entities,
have the will to protect sensitive group-specific information, along with other activi-
ties, from unauthorized disclosure. This right acknowledges that a group’s privacy is
not present when aggregating its individual members privacy and gives importance to
the protection of shared knowledge, practices, and interactions that define the group’s
identity. Specifically, we discuss the following rights:

Right to Collective Representation The right of a collective, defined by a shared social
identity, to protect how that identity is represented and understood in digital spaces,
including protecting shared interests and characteristics. Furthermore, the right that
such collectives may designate or establish representative bodies to act on their behalf,
advocating for and negotiating matters affecting their collective privacy, presents a
novel approach to collective privacy. However, this raises critical questions: How can
shared social identity be defined in a legally sound and inclusive manner, considering the
dynamicity and intersectionality of identities in the societal and digital space? How can
representative bodies be established and held accountable to ensure they reflect the interests
of the diverse individuals within the collective?

Right of Organized Groups Existence Organized groups with a shared purpose and
awareness have the right to exist independently and not to be revealed through inferred
digital identities, including the right to maintain the confidentiality of their existence
[231]. This right aims to protect the autonomy of organized groups but also opens up ques-
tions: How can organized groups be legally sound and consistent, considering the diverse
forms of organization and the potential for abuse? And how can the right to maintain the
confidentiality of existence be balanced with principles of transparency and accountability,
particularly when group activities may have societal implications?

Right to Collective Consent Management The right of a defined group to manage
consent collectively for data processing that affects the group or its identity. This in-
cludes setting the scope of consent and having data practices with collective privacy
implications. How can a defined group be established for collective consent? How can
collective consent mechanisms be designed to be both effective and accessible, especially
in diverse and complex groups? And how can we ensure that collective consent does not
inadvertently override individual rights or create new forms of exclusion?
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Right to Collective Erasure or Restricted Processing The right of a defined group to
collectively request the erasure or restriction of data that impacts the collective, es-
pecially when it is inaccurate, discriminatory, no longer necessary, or poses risks to
collective privacy. However, this raises fundamental questions: How can this collective
data management mechanism work practically with current data processing frameworks,
including those with distributed data?

Right to Collective Privacy Impact Assessment The right of a group to have a compre-
hensive impact assessment, involving meaningful consultation, to evaluate potential
collective privacy risks and societal impacts before the implementation of new technolo-
gies, data practices, or policies that could significantly affect the group. Who should be
responsible for calling for such an assessment: the affected group, a regulatory body, or the
entity proposing the new technology or policy? How can the results of these assessments
be translated into actionable policy changes, and how can accountability be established for
implementing those changes?

Right to Collective Data Governance Defined groups have the right to establish and
enforce data governance practices governing the collection, processing, storage, and
sharing of data concerning them. This includes the right to govern collective data
minimization and purpose limitation strategies about the collective. Specifically, such
groups should be involved in defining data policies, conducting audits, and determin-
ing the permissible use of data that affects the collective privacy. However, a question
remains: how can this participatory data governance mechanism at the collective level be
integrated into existing data protection frameworks to ensure consistent application across
different sectors?

6.6 Potential Role of Explainable AI in Supporting Collec-
tive Privacy

The role of xAI in supporting collective privacy remains largely exploratory and under-
examined. Nevertheless, it offers a promising direction for analyzing how algorithmic
systems encode, infer, and act upon group-level information. Many collective privacy
risks emerge not from the disclosure of isolated individual records, but from latent
inferences, cross-individual dependencies, and the aggregation of shared social, behav-
ioral, or demographic attributes. In this context, xAI may provide analytical tools for
making such mechanisms more visible. Methods such as feature attribution, counter-
factual reasoning, influence functions, and representation-level analyses could help
examine whether models rely on group-specific signals or propagate interdependent
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privacy risks. For example, explanation methods may reveal that a model bases its
predictions on features correlated with social groups, neighborhoods, family relations,
or collective behavioral patterns. Similarly, global and concept-based interpretability
techniques may offer insights into how models construct, represent, or use groupings.
This raises the possibility that individuals and collectives could better understand, chal-
lenge, or contest the bases on which algorithmic classifications are made.

At the same time, xAI may provide a foundation for future governance mechanisms
to evaluate group-level impacts. Explanation patterns could reveal disparities in expla-
nation quality, stability, or fidelity across demographic or social groups, thereby expos-
ing forms of collective harm that may not be captured by conventional individual-level
privacy or fairness metrics. Influence-based explanations and data-attribution meth-
ods could also support investigations into how group-specific data contribute to model
behavior, informing debates on collective consent, machine unlearning, restricted pro-
cessing, and group-level contestation rights.

However, xAI output should not be treated as a definitive solution to collective pri-
vacy challenges. Its use in this context requires further methodological development,
interdisciplinary evaluation, and human-centered validation. Beyond technicality, ex-
planations must be evaluated for their relevance and usefulness to impacted stakehold-
ers, including individuals, communities, domain experts, regulators, and civil society
actors. This is particularly important in collective privacy settings, where harms may
arise from group-level inferences, shared attributes, or relational dependencies, and
where the affected collective may be implicit or difficult to identify. Human-centered
validation is therefore needed to assess whether explanations enable stakeholders to
recognize collective privacy risks, understand how algorithmic systems use group-level
information, and meaningfully challenge, contest, or govern such uses. Rather than re-
solving collective privacy concerns on its own, xAI should be understood as a potential
analytical lens for identifying, studying, and eventually governing group-level privacy
risks.

6.7 Challenges to Preserving and Designing for Collective
Privacy

Having discussed the relevance of collective privacy, we now turn to the challenges of
preserving it and designing related systems and user interfaces.

Anonymity One of the known and employed properties for privacy-preserving data
release is k-anonymity [370]. It aims to protect individual privacy by ensuring that
each record in a dataset is indistinguishable from at least k − 1 other records with re-
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spect to quasi-identifiers. This property obfuscates individual identities within groups,
thereby protecting against re-identification. However, k-anonymity primarily focuses
on the individual level and neglects the inherent interconnectedness of individuals
within groups [371]. For instance, k-anonymity groups individuals to obscure indi-
vidual identity, it primarily focuses on ensuring each record is indistinguishable within
that group, not necessarily on concealing the existence or characteristics of the group
itself. Consequently, it does not adequately address collective privacy concerns. This
issue is particularly amplified in tabular data, where relationships between individuals
can reveal sensitive information [372]. For example, even if a dataset contains informa-
tion about patients from the same workplace and each record satisfies k-anonymity, an
attacker with auxiliary knowledge (e.g., knowledge of specific individuals who share a
last name) might still be able to infer information about the group.

To mitigate the shortcomings of k-anonymity, extensions such as l-diversity and
t-closeness have been proposed [373, 374]. Specifically, the aim is to mitigate homo-
geneity while remaining susceptible to background knowledge and skewness attacks, in
which sensitive attribute distributions compromise privacy. For instance, homogeneity
attacks exploit the lack of diversity within k-anonymous groups, enabling adversaries
to infer sensitive attributes. In contrast, background knowledge attacks exploit exter-
nal data to correlate and infer sensitive information about individuals. To address the
issue of attribute homogeneity within equivalence classes, l-diversity principle states
that an equivalence class is l-diverse if it contains at least l well-represented values
for the sensitive attribute. This ensures that even if an individual is identified within a
group, the sensitive attribute remains sufficiently diverse to prevent precise inference.
Despite these advancements, l-diversity and t-closeness still struggle to address indi-
vidual privacy issues fully [371]. The focus remains mainly on attribute diversity and
distribution within equivalence classes, potentially overlooking other relationships and
dependencies that can reveal sensitive group-level information. For example, even in
a dataset satisfying t-closeness, if multiple members of the same family, workplace, or
minority group appear in the same equivalence class, correlations in their data reveal
collective traits. Moreover, the applicability of k-anonymity and its extensions is inher-
ently limited to tabular data and does not handle other data types, such as graphs, text,
sequences, or spatiotemporal data, in which relationships and interactions between en-
tities can leak information and where group-level attributes that are not captured by
quasi-identifiers alone.

Differential Privacy Differential Privacy (DP) [22] is widely adopted across various
platforms to enhance user privacy while still allowing valuable data analysis, such as in
Facebook [290, 375], Apple [376], Google [377, 378, 379], LinkedIn [380, 381] and
also for governmental purposes [382]. The definition of DP (as explained in 2 means
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that an attacker cannot readily infer whether a particular individual’s data is included
in the dataset from the output of a query, because the probability of any given output
changes only slightly when that individual’s data is present [19].

DP provides protection for individual privacy in data and model releases, but its
suitability for safeguarding collective privacy, particularly group and interdependent
privacy, remains questionable [255]. Specifically, it focuses on bounding the impact of
a single individual’s data on query output and is effective for individual-level protection,
but it does not inherently extend to protecting arbitrarily defined groups or collections
of individuals. In the context of DP, the term group privacy refers to protecting a collec-
tion of participants whose data may reveal sensitive information. However, this notion
does not account for mutual or interdependent privacy concerns and is limited when
applied to large groups, as privacy guarantees are expected to weaken with increasing
group size [22, 255, 298, 383]. It is therefore crucial to consider the limitations of DP
when collective privacy is a concern.

System Design and User Interaction From a Human-Computer Interaction perspec-
tive, addressing collective privacy requires consideration of the distinct roles and con-
straints of service providers, system designers, and end users. Service providers must
balance data-driven functionality with safeguards that prevent collective‑level infer-
ence and profiling, ensuring that systems do not inadvertently expose group referent
information. System designers face the challenge of embedding usable, transparent
mechanisms that communicate collective‑level risks that individuals may neither antic-
ipate nor directly control, while supporting legitimate group representation and con-
sent. End users, who often interact with systems as individuals rather than as members
of collectives, need interfaces that make interdependent and group‑level privacy conse-
quences visible without overwhelming them. Designing for collective privacy, therefore,
requires moving beyond individualistic models of privacy toward interaction paradigms
that reflect shared vulnerabilities, overlapping rights, and the dynamic formation of
digital collective identities.

Open Questions
• How can explainability contribute to the governance of collective data by providing

interpretable summaries that inform collective consent?
• Could explainability support collective transparency, allowing groups to understand

how they are represented by models trained on their data?
• How should systems communicate the collective implications of data collected at the

individual level, especially when a user’s seemingly personal disclosure can expose
or reshape the privacy of an entire collective?
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• How to effectively model and protect collective privacy (group and interdependent),
especially for dynamic groups as represented in Table 6.3).

• Can we develop mechanisms that account for the inherent dependencies within these
collective categories without compromising data utility and privacy?

• To what extent can structural information in non-tabular data (e.g., sequences,
graphs) be exploited to infer sensitive group-level attributes, and how do traditional
privacy models fall short in such settings?

• How can we design systems and related user interfaces that account for the tensions
between individual and collective rights and privacy protections? How does that
impact the users interactions with the system?

6.8 Conclusion

In this chapter, we highlighted distinct collective privacy considerations and distin-
guished among collectives that vary in their inherent characteristics, ranging from fam-
ilies characterized by interpersonal relationships to broader social contexts. The aim
of our work is to advance this discussion and call for interdisciplinary collaboration,
bringing together expertise from law, computer science, social sciences, and ethics to
ensure that the development and deployment of data practices at the collective level
are guided by respect for collective rights and collective identities. Our contribution to
the definition of collective and digital identity highlights the substantial information
about a collective that can be inferred from publicly released data and models. More-
over, we discuss potential collective rights and their challenges, including consent, data
governance, erasure, and related system design considerations. The rights discussed
emphasize key findings regarding the collective dimensions of privacy as we move be-
yond traditional, individual-centric data protection frameworks. We acknowledge that
significant work remains to be researched and call for future research on:

1. Explore legal ways to recognize collective privacy rights within existing data
protection regulations and examine how current regulations can be interpreted
or adapted to address the unique aspects of collective privacy.

2. Propose frameworks that consider collective privacy protections and investigate
the implementation of technical solutions and related user interfaces that enable
groups to express and manage their data preferences collectively.

3. Research on algorithmic impacts to collective privacy focuses on identifying and
measuring group‑level harms and developing privacy‑enhancing technologies.

4. Pose questions for the role of xAI in supporting collective privacy, on how inter-
pretable model outputs can help groups understand, contest, and influence how
their data is used and how they are represented in algorithmic grouping.
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Chapter 7

Impact of Fair Learning on Quality of
Explanations

In this chapter, we investigate how fairness-enhancing learning techniques affect the
quality of model explanations. We propose the Fair-FLIP approach for improving fair-
ness in deepfake detection while preserving predictive performance and explanatory
behavior. Through empirical evaluation, we compare Fair-FLIP with baseline fairness
methods and analyze its impact on both fairness metrics and feature-attribution-based
explanations. This chapter shows that fairness interventions can be designed to im-
prove model behavior while limiting undesirable changes in explanations. This chapter
is based on the content available in the following work:

1. Tomasz Szandala, Fatima Ezzeddine, Natalia Rusin, Silvia Giordano, and
Omran Ayoub. Fair-FLIP: Fair Deepfake Detection with Fairness-Oriented
Final Layer Input Prioritizing, Swiss Data Science Conference (SDS) 2025.

7.1 Introduction

Ensuring fairness and transparency inML systems has become a central concern asmod-
els increasingly affect decisions with real social consequences. Many fairness‑enhancing
techniques, such as adversarial training, regularization, or weight pruning, require sub-
stantial modifications to amodel’s internal architecture or full retraining from scratch [384].
Although effective in reducing bias, these interventions often degrade predictive per-
formance and compromise explainability [384, 385, 386]. Existing bias‑mitigation
strategies often rely on retraining with protected attributes, threshold adjustments, or
auxiliary models, limiting their generalisability and complicating real‑world deploy-
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ment. Altering large portions of a model’s weights can distort learned representations,
making it difficult to trace how decisions are made and undermining the reliability of
explanation tools such as saliency maps or attention heatmaps. This tension between
fairness and interpretability is particularly problematic in sensitive, high‑stakes appli-
cations where both properties are essential.

In this chapter, we focus on image datasets, particularly on the domain of deep-
fake detection, where fairness and explainability are not merely desirable but foun-
dational to trustworthy deployment. Deepfake detection has emerged as a critical
line of defence [387, 388, 389, 390, 391, 392, 393], given the rapid diffusion of
AI‑generated content, driven by advances in generative modeling across vision, au-
dio, and language [387, 389, 394], that has amplified societal risks associated with
synthetic media. Deepfakes, defined as manipulated or fabricated digital content that
convincingly simulates real individuals or events [395], have been weaponized to
spread misinformation, perpetrate harassment, and erode public trust [391, 396].
High‑profile incidents, such as fabricated speeches by political leaders or privacy‑violating
hoaxes targeting private citizens [396, 397], illustrate the scale of potential harm.

However, despite substantial progress in accuracy, fairness, and explainability in
deepfake detection, it remains underexplored. Unfair detectors risk systematically mis-
classifying individuals from certain ethnicities or demographic groups [398], thereby
offering unequal protection and disproportionately exposing marginalized communi-
ties to reputational or psychological harm [399].

To address these limitations, we introduce Fair‑FLIP (Fairness‑Oriented Final Layer
Input Prioritizing), a lightweight post‑processing method that mitigates subgroup dis-
parities without retraining or modifying the model’s architecture and internal reason-
ing. Unlike regularization‑based or pruning approaches that alter internal weights,
Fair‑FLIP intervenes only at the final layer by reweighting the contributions of the
second‑to‑last‑layer activations. The method downweights features that exhibit high
variability across protected subgroups, which are hypothesized to encode protected-
attribute-specific information, while promoting features with lower variability, which
are more likely to capture general, task-relevant characteristics. Because deeper lay-
ers typically encode abstract semantic features [400], adjusting only the final‑layer
inputs allows us to reduce bias while preserving the integrity of earlier representations.
This design enables Fair‑FLIP to improve fairness across ethnicities with minimal in-
tervention, no retraining, and broad applicability to architectures such as CNNs, ViTs,
and even GAN discriminators, as well as minimal intervention for model explanations
(addressing RQ4).

The remainder of this chapter is organized as follows: Sec. 7.2 reviews related
work. Sec. 7.3 introduces the Fair‑FLIP method. Sec. 7.4 presents the experimental
setup and results; Sec. 7.5 discusses limitations and broader implications, and Sec. 7.6
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concludes the chapter.

7.2 Related Work

Several studies have focused on deepfake detection across image, audio, and video
modalities [387, 388, 389, 390, 391, 392, 393]. These approaches leverage statisti-
cal techniques [401, 402, 403, 404], ML-based methods [405, 406, 407], and deep
learning-based methods [408, 409, 410, 411, 412, 413].

For example, Matern et al. examine subtle facial-region manipulations, such as
changes in eye shading or the addition of accessories, which can be easily overlooked
[414]. Sahla et al. propose a lightweight multi-layer perceptron to detect visual arti-
facts in the face region with minimal computational overhead [406]. A more advanced
strategy uses a Generative Adversarial Network (GAN) simulator that synthesizes col-
lective GAN-generated image artifacts as input features for a classifier, thereby enhanc-
ing the capacity to distinguish deepfakes [405]. Raza et al. propose a multi-model
convolutional neural network (CNN) to further boost artifact detection accuracy [390].
Other notable studies include frequency-domain analysis to distinguish real from ma-
nipulated images [392], as well as tensor-based representations of compressed and
resized images enriched with discrete cosine transform features [415]. More recent
works explore refined model architectures, such as fine-tuned Vision Transformers
(ViTs) integrated with support vector machines [393] or CNNs [416], to effectively
detect deepfake images generated by Diffusion Models.

Fair deepfake detection, including the assessment of fairness and bias, has increas-
ingly drawn attention. Pu et al. highlight a bias factor of approximately 4% in favour
of female subjects when evaluating MesoInception-4 [417]. Similar biases are preva-
lent in other areas of computer vision and facial recognition [418], where specific sub-
groups, such as non-Caucasian individuals or individuals wearing glasses, experience
disproportionately high error rates [419, 420]. Moreover, studies on XceptionNet re-
veal performance drops exceeding 30% for certain ethnicities and genders [421].

In terms of proposed de-biasingmethods, Ezeakunne et al. propose a pre-processing
technique that generates synthetic images by applying transformations such as scaling
and rotation to balance under-represented demographics [422]. Ju et al. propose
in-processing demographic-agnostic and demographic-aware methods that modify the
training objective by incorporating fairness metrics, ensuring amore uniform treatment
of subpopulations [423]. Lin et al. propose a framework that detaches demographic
and forgery features, albeit at the cost of higher complexity [424]. Despite their effec-
tiveness, such methods can significantly increase training overhead [425] and require
detailed model modifications, which are not always feasible [89]. Liu et al. propose
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a post-processing technique, namely Bias Pruning with Fair Activations (BPFA), which
prunes network weights that exhibit demographic-related biases [426]. While this ap-
proach can yield fairer results, it often degrades performance, and the procedure can
be time-consuming or unstable.

As in previous work, our work focuses on mitigating bias. However, we take a
post-processing approach that requires minimal modifications to the trained model,
thereby preserving its predictive performance while ensuring it remains lightweight.
Our approach operates on the hypothesis that activations exhibiting high variance
across protected attributes tend to encode ethnicity-specific features, while those with
lower variance capture more general, ethnicity-independent characteristics. Leverag-
ing this insight, we prioritize final-layer inputs accordingly. The most closely related
work to ours is BPFA, which mitigates bias by removing certain weights entirely. In
contrast, our proposed approach selectively modifies weights, ensuring that essential
features are not lost. For a comprehensive evaluation, we compare the performance of
our method with that of Fair-FLIP in Section 7.4.3.

7.3 Problem Formulation and Methodology

7.3.1 Problem Formulation

The problem can be formally stated as follows. Given a dataset containing real and fake
images across various ethnicities, our goal is to develop a technique that improves the
fairness metrics outlined in chapter 2, while preserving high predictive performance,
measured by accuracy and F1-score. Ethnicity is treated as a protected attribute, and
fairness metrics are computed accordingly. Note that the de-biasing process must not
require the model to be aware of protected attributes during training or inference, nor
should it demand substantial architectural alterations or computational resources to
be applied. Therefore, our final objective is a lightweight, post-processing method that
enhances fairness by countering demographic imbalances without compromising the
usability and performance of the original deepfake detector.

7.3.2 Fair-FLIP

Fair-FLIP is a post-processing technique designed to mitigate subgroup disparities by
intervening in a trained deepfake detection model. Its core principle is to down-weight
activations of the second-to-last layer, often called features on which the classification is
based, that exhibit high variability across protected subgroups while promoting those
with lower variability. This is based on the hypothesis that activations with relatively
high variance across protected attributes are biased toward ethnicity-specific features,
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Figure 7.1. Schematic representation of Fair-FLIP’s methodology.

whereas those with lower variance capture more general, non-ethnicity-dependent
characteristics. We chose to apply de-biasing exclusively to the final layer because
deeper layers typically encode more abstract features relevant to classification [400],
making it possible to reduce bias without extensively altering multiple earlier layers
effectively. By doing so, we aim to mitigate biases present across ethnicities. Overall,
Fair-FLIP does not require retraining and is equally applicable to any neural network
base architectures, such as ViTs, CNNs, or even a discriminator within a GAN—making
it a highly versatile solution.

Figure 7.1 shows a schematic representation of the working of Fair-FLIP, which we
describe in the following steps:

1. Capture penultimate-layer activations: For each image in the ethnicity-annotated
dataset, record the activation vector from second-to-last layer of the deepfake de-
tection model.

2. Group activations by ethnicity: Group the activation vectors according to their
associated ethnic subgroup and calculate the mean value of activations for each
subgroup.

3. Measure between-group variability: For each activation fi, compute the standard
deviation of its subgroup-specific mean activations, σi( fi) = std( f̄i)).

4. Normalise variability: In order to provide comparable values for altering weights,
we have to transform each standard deviation into a value within the range [0,1].
We achieve this by normalisation: σ̂( fi) =

σi−min(σ)
max(σ)−min(σ) .

5. Adjust final-layer weights: Use the normalised standard deviation to modify the
original feature weights wi according to Eq. 7.1, where α is a term controlling how
strongly each feature is promoted or demoted.
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w′i = wi ×
�
1+α− σ̂( fi)
�
, (7.1)

As a result, the weights of the final layer will be modified so that features heavily
influenced by ethnicity are suppressed, while more general, reliable signals remain
central to the detector’s decision-making.

7.3.3 Benchmark Approaches

We compare the performance of Fair-FLIP to a baseline model and state-of-the-art bias
mitigation techniques.

Baseline. The baseline model is a ViT-based classifier trained to label each image
as authentic or deepfake, with no regard to fairness. It represents the model with the
highest predictive performance.

Pre-processing. To reduce data-level bias, we perform pre-processing by under-
sampling overrepresented ethnic subgroups. This preserves the original model archi-
tecture and training procedure as it does not add or alter any hyper-parameters. How-
ever, since some examples from overrepresented subgroups are discarded, potentially
informative data is lost, harming accuracy. We opt for simple undersampling over
more sophisticated methods (e.g. Tomek links, SMOTE, ADASYN) to avoid artefacts
and simplify the pipeline.

In-Processing. Building on Zafar et al. [89] in-processing strategy, we embed
fairness penalties directly in the loss function. Specifically, we augment the training
objective (eq. 7.2), encouraging balanced performance across subgroups. Increasing
λ intensifies the fairness objective at the cost of diminishing accuracy.

total_loss= loss+λ (1− TPP)2 (1− FPP)2 (7.2)
Threshold-based Post-Processing. In threshold-based post-processing, we adjust

the decision threshold (eq. 7.3) to maximise a fairness objective [93].
TPP2 × FPP2 × �1−max(FPPa,FPPb, . . . )

�2 × PPV2 ×NPV2 (7.3)
This approach seeks to balance the True/False Positive Parities (TPP, FPP) and pre-

dictive values (PPV, NPV) without retraining. A global threshold from 0.0 to 1.0 is
explored in increments of 0.001 to identify the configuration that maximises fairness.
While this technique optimises fairness, it may come at the cost of a significant decline
in accuracy.

Bias Pruning with Fair Activations. We include another post-processing strat-
egy, namely, Bias Pruning with Fair Activations (BPFA) [426], which removes specific
weights deemed responsible for demographic-related biases in a post-processing man-
ner. This approach does not alter the data or training procedure but refines network
parameters to mitigate biased representations.
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Figure 7.2. Sensitivity analysis of trade-offs between fairness metrics and accuracy as
α changes.

7.4 Numerical Results

7.4.1 Experimental Settings

We used a Kaggle dataset of 190335 face images, evenly split between manipulated
(95,134) and authentic (95,201) [427]. Each 256×256 JPEG was assigned an eth-
nicity label. Ethnicity annotations (White, Black, Asian, Indian, Latino, Middle East-
ern) were obtained using a 97% accurate facial attribute model (HyperExtended Light-
Face [428]) and later verified by manual inspection.

Our baselinemodel for experiments is a Vision Transformer [416] (google/vit-base-
patch16-224-in21k, pre-trained on ImageNet-21k trained for 15 epochs with stan-
dard cross-entropy loss. We used Adam (LR=0.001, β = (0.9,0.999)) in PyTorch
1.13.1+cu116, halving the learning rate every five epochs, with a batch size of 64
and no data augmentation.

As evaluation metrics, we consider accuracy and F1-score as metrics for predictive
performance and TPP, FPP, PPV, and NPV as fairness metrics.

7.4.2 Determining the value of α

To determine the value of α parameter of Fair-FLIP for the subsequent experiments, we
performed a sensitivity analysis varying the value of α.

Figure 7.2 reports the accuracy and fairness metrics achieved for values of α rang-
ing between 0.0 and 1.0. Results show that α may have a crucial impact on NPV while
not heavily impacting other metrics. For our experiments, we select α = 0.25, which
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achieves the best balance between accuracy and fairness metrics, in our opinion.

7.4.3 Comparative Analysis

To validate Fair-FLIP, we conduct a five-fold cross-validation against a baseline model
and state-of-the-art fairness interventions discussed in Section 7.2. Table 7.1 reports
the performance of the various approaches in terms of both predictive performance and
fairness metrics.

As expected, the Baseline approach delivers the highest predictive performance,
achieving an average accuracy of 0.8731 and an average F1-score of 0.8769 across
the five splits. Fair-FLIP demonstrates performance closely comparable to that of Base-
line, with an average accuracy of 0.8708 (a marginal decrease of only 0.0023) and an
average F1-score of 0.8696 (0.0073 lower than Baseline). Moreover, Fair-FLIP outper-
forms BPFA, which achieves an average accuracy of 0.8487 and an average F1-score
of 0.8509, as well as other benchmark approaches, some of which exhibit significantly
lower accuracy, such as the Pre-Processing technique, which reaches only 0.7648.

In terms of the fairness metrics, we first notice that Baseline demonstrates an ac-
ceptable TPP (0.8523), PPV (0.8184) and NPV (0.9064) but suffers largely in terms of
FPP (0.5171). The Pre-Processing approach, which compensated heavily on accuracy,
demonstrates an improved TPP and FPP with respect to Baseline but a slightly degraded
PPV and NPV. This shows that while Pre-Processing approach can noticeably improve
fairness metrics, it considerably reduces accuracy by discarding potentially informa-
tive samples. Similarly, In-process, in which the predictive performance is like-wise
degraded (up to 4%), demonstrates minor improvement (TPP from 0.8523 to 0.8588)
and FPP (from 0.5171 to 0.6622) but shows a slight degradation in terms of PPV and
NPV. This shows that the In-Processing approach also improves parity measures but at
the expense of diminishing accuracy and, as we will show later, additional complexity.
Post-processing: Threshold-based approach, on the contrary, demonstrates an improve-
ment in terms of all fairness metrics (TPP by 0.01, FPP by 0.17, PPV by 0.02 and NPV
0.02) at the cost of only 4% decline in predictive performance in comparison to the
Baseline. Similarly, BPFA effectively address some subgroup bias (FPP increased by
0.17 and PPV by 0.01) but still incur moderate decreases in classification metrics (by
3%). In contrast, Fair-FLIP, which preserves to a large extent the classifier’s perfor-
mance (drop by 0.002), while demonstrating state-of-the-art improvement across all
fairness metrics (TPP by 0.01, FPP by 0.16, PPV by 0.06 and NPV 0.02). These results
show the effectiveness of Fair-FLIP in mitigating bias (over 10% in relative numbers)
while incurring negligible impact on predictive performance(less than 0.25%).
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Table 7.1. Table summarising different metrics for model’s performance during five-fold
cross-validation

Fold Baseline Pre-Process In-Process Post-Process Pruning (BPFA) Fair-FLIP

Ac
cu

ra
cy

1 0.8865 0.7561 0.8681 0.8772 0.8637 0.8856
2 0.8880 0.7902 0.8532 0.8391 0.8602 0.8846
3 0.8715 0.7537 0.8496 0.8226 0.8437 0.8691
4 0.8520 0.7342 0.7921 0.8031 0.8332 0.8486
5 0.8677 0.7899 0.8278 0.8188 0.8429 0.8663

Avg 0.8731 0.7648 0.8382 0.8322 0.8487 0.8708

F1
-S
co

re

1 0.8876 0.7561 0.8782 0.8772 0.8637 0.8864
2 0.8912 0.7902 0.8601 0.8421 0.8572 0.8836
3 0.8755 0.7537 0.8343 0.8286 0.8477 0.8678
4 0.8579 0.7542 0.8037 0.8078 0.8332 0.8430
5 0.8723 0.7989 0.8181 0.8104 0.8529 0.8673

Avg 0.8769 0.7706 0.83888 0.8332 0.8509 0.8696

TP
P

1 0.8394 0.8905 0.8751 0.8333 0.8200 0.8467
2 0.8662 0.8842 0.8385 0.8652 0.8410 0.8710
3 0.8575 0.8835 0.8580 0.8725 0.8680 0.8605
4 0.8575 0.8780 0.8403 0.8590 0.8601 0.8680
5 0.8409 0.8804 0.8820 0.8698 0.8679 0.8567

Avg 0.8523 0.8833 0.8588 0.8600 0.8514 0.8606

FP
P

1 0.5749 0.7340 0.7164 0.6988 0.6821 0.7007
2 0.4225 0.6524 0.6322 0.7002 0.6788 0.7007
3 0.5661 0.6990 0.6509 0.6880 0.6988 0.6978
4 0.5966 0.6845 0.6989 0.6782 0.6637 0.6702
5 0.4256 0.5858 0.6124 0.6501 0.7070 0.5989

Avg 0.5171 0.6711 0.6622 0.6831 0.6861 0.6737

PP
V

1 0.8391 0.7852 0.8092 0.8794 0.8152 0.8854
2 0.8530 0.7912 0.7796 0.8802 0.8413 0.8732
3 0.8224 0.7968 0.8255 0.8699 0.8237 0.8779
4 0.7935 0.8045 0.8103 0.8760 0.8381 0.8637
5 0.7841 0.7860 0.7998 0.8809 0.8252 0.8802

Avg 0.8184 0.7927 0.8049 0.8773 0.8287 0.8761

NP
V

1 0.9096 0.8040 0.9062 0.9401 0.8843 0.9315
2 0.9131 0.8838 0.8976 0.9327 0.8909 0.9345
3 0.9038 0.8224 0.9124 0.9234 0.8790 0.9238
4 0.8837 0.8108 0.8734 0.9033 0.8648 0.9036
5 0.9219 0.8638 0.9001 0.9315 0.8814 0.9288

Avg 0.9064 0.8370 0.8979 0.9262 0.8801 0.9244
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7.4.4 Algorithms Complexity

We now discuss the computational complexity of the various approaches using big-O
notation1.

Table 7.2. Computational complexity of the considered fairness methods

Method Complexity (Big O)
In-Process O(e · x/b · a)
Post-Process: Threshold O(x + 1000 · a) = O(x + a)
Post-Process: BPFA O(x + a · n ·w)
Post-Process: Fair-FLIP O(x + a · 2 ·w) = O(x + a ·w)

Table 7.2 reports each algorithm’s complexity, omitting pre-processing since it has
no dedicated fairness step. The in-process approach adds a fairness penalty (fair-
ness_loss) to each batch. With a protected groups, x total samples, batch size b, and
e epochs, the complexity grows multiplicatively. By contrast, Post-Process (Threshold-
based) performs one pass to collect statistics and then applies fairness adjustments.
Threshold tuning explores around 1000 cut-offs between 0.0 and 1.0, adding a con-
stant factor. Bias pruning computes variance scores for each of n neurons and their
w weights across a groups, leading to a higher multiplicative term. Fair‐FLIP focuses
solely on the final layer’s weights. We measure how each feature’s variance differs
across a protected groups and then re‐scale the weights w of each neuron. For a bi-
nary classifier like a deepfake detector, we have two output neurons, thus the Fair-FLIP
offers simplified complexity in comparison to BPFA.

7.5 Further Analysis and Limitations

Impact on Explainability. We extend our analysis to investigate the impact of our
approach on the model’s explainability. We apply Activation Rollout [429] on three
variants of our deepfake detector (i.e., Baseline, BPFA, and our proposed approach,
Fair-FLIP) and compare the resulting heatmaps. Fig. 7.3 shows an example of resulting
heatmaps on one real and two manipulated images.

Our observations indicate that while both Fair-FLIP and BPFA attention heatmaps
are very close to that of the Baseline, the BPFA’s aggressive weight pruning may al-
ter the attention patterns more drastically, potentially discarding certain intermediate

1Due to the different nature and principles of the fairness de-biasing methods, a comparison of exe-
cution time is not fair.
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Figure 7.3. Attention heatmaps for the baseline, BPFA, and Fair-FLIP. In the first row
(genuine image), baseline and Fair-FLIP match closely, whereas BPFA’s activations are
more blurred near the right eyebrow. In the second row, BPFA shows slightly stronger
activation in the top�left and an extra highlight around the mouth, with some miss-
ing heat signature on the right; Fair-FLIP’s region of interest remains only marginally
narrower than the baseline’s. In the final example, there are no visible differences be-
tween activations, implying no changes in how the model perceives the image.

features. On the contrary, Fair-FLIP’s final-layer reweighting is comparatively less inva-
sive, preserving most of the model’s discriminative cues. While further analysis is still
necessary to draw conclusions, these preliminary investigations show that Fair-FLIP
demonstrates an attention similar to that of the Baseline approach.

Ethical Considerations. Since Fair-FLIP mitigates bias without exposing sensitive
user data, i.e., it does not require access to protected attributes or deduce them during
inference, it can be considered demographically unintrusive. This characteristic allows
us to uphold key ethical principles by promoting fairness without compromising user
privacy. This is crucial in real-world applications where demographic profiling raises
legal and ethical concerns, such as re-identification risks or unintended discrimination.
Moreover, since Fair-FLIP applies adjustments to the final layer rather than intervening
in the training process, it maintains transparency and interpretability more than other
approaches, such as in-processing techniques.

Limitations and Future Work. The limitations and future works can be sum-
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marised as follows.

• We demonstrated improvements with respect to a single protected attribute; sim-
ilarly, unfair discrepancies may be seen simultaneously for multiple attributes.
It is valuable to research how Fair-FLIP can counter multi-attribute bias.

• The method was tested on a single dataset with annotated demographic at-
tributes. Real-world scenarios often involve more diverse data, including non-
human objects or broader environmental contexts.

• Further research involves generalizing Fair-FLIP to multi-modal settings, like
video and audio manipulations, which involve sequential data.

7.6 Conclusion

In this chapter, we addressed the problem of fairness in deepfake detection, with par-
ticular attention to the tension between bias mitigation, predictive performance, and
explainability. We proposed Fair-FLIP (Fairness-Oriented Final Layer Input Prioritizing),
a lightweight post-processing method that improves subgroup fairness without retrain-
ing the model or altering its internal architecture, thereby preserving explanations and
reasoning. By limiting the intervention to the final layer, Fair-FLIP avoids disrupting
earlier learned representations and remains applicable to a wide range of neural archi-
tectures, including CNNs, Vision Transformers, and GAN-based discriminators.

The experimental results demonstrate that Fair-FLIP achieves a favorable balance
between fairness and predictive performance. Compared with the baseline model,
Fair-FLIP substantially improves fairness-related metrics while preserving almost the
same classification accuracy. Furthermore, the analysis of attention heatmaps suggests
that Fair-FLIP has a limited impact on the model’s explanation patterns. While future
work on extensive explainability studies is required, preliminary evidence indicates
that Fair-FLIP preserves the model’s main regions of attention more closely than other
post-processing methods, such as BPFA. This is an important result because fairness
interventions should not only improve numerical parity but should also preserve the
interpretability and auditability of the underlying model.



Chapter 8

Generating Fair Counterfactual
Explanations

In this chapter, we address the fairness of CFs by distinguishing between fair predic-
tions and fair recourse, arguing that a model that satisfies fairness constraints does not
necessarily provide equitable explanations or actionable paths to different protected
groups. We propose an RL-based framework for generating CFs that satisfy individual,
group, and hybrid fairness constraints. Through experiments across multiple datasets,
we evaluate the proposed method’s ability to balance CF validity, quality, and fairness.
This chapter is based on the content available in the following works:

1. Fatima Ezzeddine, Omran Ayoub, Davide Andreoletti, and Silvia Giordano.
SAC-FACT: Soft Actor-Critic Reinforcement Learning for Counterfactual Ex-
planations. World Conference on eXplainable Artificial Intelligence (xAI
2023).

2. Fatima Ezzeddine, Obaida Ammar, Silvia Giordano, and Omran Ayoub. Fair
Recourse for All: Ensuring Individual and Group Fairness in Counterfactual
Explanations. IEEE Transactions on Artificial Intelligence Journal, 2026.

8.1 Introduction

Beyond technical transparency, fairness is indispensable for protecting individuals from
discriminatory treatment and ensuring equitable outcomes in ML–driven decisions. In-
deed, fairness is a concern that must be addressed at both the model level and the
explanation level [430]. At the model level, fairness is violated when two individu-
als with comparable characteristics receive different outcomes due to attributes that

151
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should not influence decisions, such as protected attributes like gender or race [431].
For instance, if two individuals have comparable financial profiles but different gen-
ders, the model may approve a loan for one and not for the other. This may occur
due to biased training data that reflects inequalities, such as those based on certain
demographic groups.

(a) Equal
Effectiveness-Individual

(b) Equal
Effectiveness-Group

(c) Equal Choice for
Recourse-Group

Figure 8.1. Illustration of Equal Effectiveness (Individual and Group) and Equal Choice
for Recourse.

Ensuring fairness in explanations goes beyond the fairness of the underlying ML
model, as the methods used to generate explanations can themselves differ and poten-
tially propagate or amplify unfairness [432, 433, 434]. Even minor feature perturba-
tions can compromise the fairness of CF recourse by limiting its consistency and sim-
ilarity across comparable individuals from different groups [430, 435], as authors in
[436] show that minor data perturbations can result in up to 20 times higher recourse
costs for marginalized groups. For instance, consider two individuals with comparable
financial profiles who are both denied a loan by an ML model. For the first individual,
the CF suggests increasing the salary by 10k. For the second individual, the CF advises
adding a co-signer and improving their credit score, without mentioning salary. This
discrepancy, in which individuals in similar circumstances receive different CFs, indi-
cates bias. Such bias can be attributed to the fact that CF generation methods aim to
find the smallest possible change needed to alter the prediction, however, if the smallest
change for individuals within a particular group is to modify an immutable or dispro-
portionately difficult feature, such as age or educational background, the resulting CFs
become not only impractical but also unfair. Biased CFs thus have consequences be-
yond a single explanation, as they erode user confidence and undermine trust not only
in the AI system but also in the organization deploying it, as the reliance on biased AI
systems can result in reputational harm and legal liability.

In this context, ensuring fairness in CFs, a problem formally referred to as Fair CF, is
equally critical to generating a traditional CF [437, 438]. A fair CF generation method
should explicitly integrate notions of fairness into its optimization objectives. Fairness
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in CFs (discussed formally in Sec. 8.2) focuses on ensuring that similar individuals (i.e.,
have similar attributes) and individuals pertaining to different demographic groups
have comparable explanations.

Fair CFs can be considered at the individual level, group level, or, as we will show
later, at a hybrid level, involving both individuals and the group they pertain to. More
specifically, individual fairness [435, 439] refers to treating individuals with compa-
rable attributes similarly. Group fairness [430, 440] aims to ensure fairness at a
broader level, focusing on the equal treatment of different groups to avoid discrim-
ination based on group-sensitive attributes, such as gender or race. Individual and
group fairness in ML often exhibit a complex, contradictory, and orthogonal relation-
ship as each has a specific focus and aims [439]. Recently, the notion of hybrid fairness
emerged [439, 441], where, instead of prioritizing a single fairness consideration (in-
dividual or group), it acknowledges the diverse and often conflicting nature of fairness
demands, and aims to achieve multiple fairness requirements simultaneously. On the
model level, the research in [442] explores the conditions under which group fairness
and individual fairness can be achieved simultaneously. It provides theoretical analy-
ses and methods to balance the trade-offs between these levels of fairness for recom-
mender systems. On the explanation level, and more specifically, in the context of CF
explanations, hybrid fairness indicates that the explanations provided are not only indi-
vidually fair, giving comparable explanations to similar individuals with a comparable
set of attributes, but also collectively fair, avoiding disparate impacts across different
demographic groups. To date, little to no work has specifically explored approaches
that aim to balance group-level and individual-level fairness in generating CFs.

In this chapter, we address the problem of fair CF generation considering individ-
ual, group, and hybrid fairness by first defining metrics that capture fairness at these
levels, and then formulating the problem as a model-agnostic optimization task solved
using reinforcement learning (RL). We then customize reward functions that account
for fairness, such as optimizing for the proportion of individuals and groups achiev-
ing recourse, diversity of choices for groups, and quality of CFs in terms of common
metrics such as plausibility, actionability, and proximity. Specifically, to take fairness
into account, we shift the definitions of common properties such as equal effectiveness
(EE) and equal choice of recourse (ECR), which were originally introduced to audit
fairness in ML models [2], and use them as guiding principles for the RL. We focus on
EE (Individual Fig. 8.1 a), Group Fig. 8.1 b) and 8.1 c)) that indicate that individuals
across different demographic groups receive comparable CFs when seeking to achieve a
favorable outcome, and ensures that individuals from different groups have equivalent
diversity of recourse options (Detailed later in Sec. 8.4). To the best of our knowledge,
this is the first work to introduce the notion of hybrid fairness for CF. We investigate
to what extent considering hybrid fairness still allows individuals to achieve recourse,
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examine the trade-offs with respect to both individual- and group-level fairness, and
analyze its impact on the quality and accessibility of recourse. The contributions of our
work can be summarized as follows:

• We model the problem of generating fair CFs as an optimization problem and
propose a model-agnostic RL-based approach to optimize for fair CFs across dif-
ferent groups. We design customized reward functions to account for diverse CF
fairness requirements, such as equal effectiveness and equal choice of recourse,
as well as CF quality metrics, including validity and plausibility.

• We formulate individual, group, and hybrid fairness for CF generation and quan-
tify the effectiveness of our proposed RL-based approach in guaranteeing fair-
ness and achieving recourse for individuals and groups.

• We provide a comprehensive analysis that quantifies the impact of different fair-
ness levels, including hybrid, individual, and group fairness, on CF quality. This
analysis systematically compares our method against well-established baselines,
highlighting the trade-offs between fairness enforcement and CF quality.

8.2 Preliminaries on Fair Counterfactual Explanations

We consider fair CF generation at three levels, namely, individual, group, and hybrid.

Individual-level fairness Drawing upon the principle of treat similar individuals simi-
larly, individual-level fairness constrains that minor variations in input features should
not result in significantly different CFs, as shown in Fig. 8.1 a). Fairness metrics em-
ployed for individual-level fair CFs often incorporate stability and robustness metrics
[435], which aim to quantify the extent to which similar individuals (i.e., individu-
als with nearly identical input attributes) receive similar CF explanations (i.e., CF ex-
planations that suggest changes in the same or similar attributes, and in comparable
magnitude).

Group-level fairness Drawing upon the principle of fairness through unawareness,
group-level fairness refers to ensuring that different protected groups, which are de-
fined as groups of individuals sharing a protected group (e.g. race, gender, national-
ity), have equal recourse opportunities to achieve favorable outcomes (i.e., the ability
to achieve a recourse through CFs should not significantly vary in difficulty across pro-
tected groups). Fig. 8.1 a) illustrates this concept by supposing the data subset in
the shaded area, where the two protected groups are expected to receive similar CF
adjustments (represented by the arrow) exemplifying how groups get a similar CF to
cross the decision boundary. These adjustments aim to ensure a recourse by reducing
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disparities in achieving favorable outcomes, thereby preventing one group from fac-
ing disproportionately greater difficulty in obtaining recourse. Fig. 8.1 c) additionally
demonstrates the equal opportunity concept, where both protected groups have equal
choices to achieve recourse (a similar number of possible and valid recourses).

Hybrid-level fairness In the context of CF generation, hybrid fairness aims to gen-
erate fair CFs that are actionable for individuals while addressing disparities across
groups collectively. For example, in an educational setting, individual-level fairness
ensures that two students with comparable academic performance and engagement
receive similar CF suggestions (e.g., taking a specific preparatory course to qualify for
a scholarship), while group-level fairness ensures that students from underrepresented
or disadvantaged backgrounds are not consistently given harder or less attainable rec-
ommendations. Hybrid fairness ensures both personalized academic guidance and
equitable opportunities across different demographic groups. Generating CFs under
hybrid-level fairness is challenging, as it must balance individual and group fairness,
which often have different focuses and conflicting objectives.

8.3 Related Work

8.3.1 Generating Counterfactual Explanations

Works aim to produce CFs aligned with standard optimization criteria (e.g., closeness to
the original instance or actionability), do not explicitly incorporate fairness objectives
(presented in previous chapters). More recently, research efforts began investigating
fairness in relation to CFs [430, 443, 444, 445, 446]. The literature on fair CFs can be
broadly distinguished into model-agnostic and model-specific approaches. While the
former enforce fairness in the generation of CFs themselves, such as Artelt et al. [430]
propose a model-agnostic method for generating group fair CFs while minimizing the
complexity of CFs across protected groups. The latter embeds CF-based fairness criteria
into the training process to promote or evaluate fair model predictions. For instance,
Asher et al. [443] investigate and prove that CFs can hide model unfairness. Von et
al. [444] defines fairness criteria for recourse at both the individual and group levels
that account for causal relationships between features. Similarly, Russel et al. [447]
explores fairness under multiple causal models, enabling fair decisions without requir-
ing a precise causal specification. Rawal et al. [448] optimizes resource correctness,
interpretability, and cost efficiency across populations and subpopulations to ensure
fairness. Also, Han et al. [449] enhance model fairness by retraining the model to
optimize for group fairness and counterfactual fairness, flipping the sensitive attribute
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without optimizing fairness in the explainer.
Other research has focused on robustness, relating it to individual-fairness in CF

generation [116, 450, 451, 452], as unstable CFs can undermine reliability and lead to
unfair treatment of specific groups [435]. Artelt 2024 et al. [450] propose a method-
ology that clusters similar instances and generates a single CF for multiple instances,
but does not explicitly account for fairness.

8.3.2 Counterfactual Explanations for Auditing Fairness

Beyond the works that incorporate fairness into CF generation, several studies have
leveraged CFs to audit fairness in models by using the insights CFs provide to detect
global discriminatory behavior, revealing whether similar individuals are treated dif-
ferently in terms of explanations [1, 2, 74, 437, 445, 453, 454, 455, 456]. For example,
in [453], the authors propose an approach to detect model bias by comparing sensitive
and correlated attributes of CFs across protected groups while in [454], the authors
propose a bias detection framework that utilizes CFs to identify minimal-cost positive
outcomes to detect proxies for sensitive features. Kuraomi et el- [437], define two
metrics to quantify model fairness, burden, and normalized accuracy-weighted bur-
den, which integrate accuracy and counterfactual-based fairness measures using CFs.
Also, Ma el al. [457] propose graph counterfactual fairness to evaluate fairness from
a causal perspective, comparing each individual’s original prediction to its CF. Coston
et al. [458] investigates connections between standard fairness metrics and their CF
counterparts. Ley et al. [1] introduce GLOBE-CE, a method to generate summaries
for global CF-based explanations that are used to detect fairness. Also, Kavouras et
al. [2] presents a framework, referred to as FACTS, to audit fairness through CF re-
sources at both individual and subgroup levels, addressing individual and group-level
fairness through detecting statically embedded unfairness by applying item set mining
algorithms on the data and computing the proposed metrics. Similarly, Fragkathoulas
et al. [3] introduce a graph-based framework for generating group CF with shared
properties of explanations with the goal of audit model fairness. For a more in-depth
analysis on the difference between our work and works that audit for fairness with CF,
we highlight in Tab. 8.1 the main distinctions between our work and the most relevant
approaches, namely GLOBE-CE [1], FACTS [2], and FGCE [3].

In this work, we focus on generating fair CFs, in contrast to prior studies that pri-
marily use CFs as tools for auditing fairness. We propose a model-agnostic RL–based
framework that explicitly incorporates novel fairness constraints into the CF generation
process of a fair model, thereby enabling the systematic treatment of individual, group,
and hybrid fairness on the explanation level. Moreover, we contribute to the formula-
tion of hybrid fairness, as it unifies individual- and group-level considerations, which
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Table 8.1. Comparison of GLOBE-CE [1], FACTS [2], FGCE [3], and our RL-based CF
generation approach.

GLOBE-CE FACTS FGCE RL-Based
Objective Summarize

global recourse
patterns

Audit subgroup
recourse dispari-
ties

Audit feasible re-
course for groups

Generate CFs un-
der fairness con-
straints

Scope Global Individual,
Group

Group Individual, group,
hybrid

Method Translation direc-
tions that cover
many instances
while balancing
coverage and
cost

Itemset mining
to identify com-
mon affected
subgroups and
shared recourse

Feasibility graphs
over instances
and CFs, then
extracts groups

RL to explore and
exploit mixed fea-
ture spaces under
fairness-aware re-
wards

Evaluation Coverage, cost,
speed, and bias-
detection user
study

Rankings
and cost–
effectiveness
trade-offs

Coverage–cost–
CF trade-offs,
saturation behav-
ior

Fairness and CF
quality metrics

Strength Interpretable
global view

Finds hidden sub-
group gaps

Captures feasible
group trade-offs

Optimizes fair-
ness during
generation

Limitation No direct fairness
optimization

Auditing only No individual-
ized fair CFs

High training
cost

is, to the best of our knowledge, has never been addressed before. Additionally, our
method, by design, generates a diverse collection of CFs from which individuals across
different groups can equitably select, ensuring broad and fair access to viable recourse
options while simultaneously optimizing well-established CF quality metrics such as ac-
tionability, sparsity, and proximity. We also extend the fairness definitions introduced
by [2], shifting the focus from auditing model fairness to positioning fair CF genera-
tion as a primary objective, and design customizable RL reward functions accordingly.
Finally, by embedding fairness constraints directly into the generation process, our ap-
proach moves beyond cost-centered objectives and provides a principled foundation for
quantifying the trade-offs between fairness and other conventional evaluation metrics.
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8.4 Problem Formulation and Methodology

8.4.1 Data, Model and Counterfactual Representation

We follow the definitions outlined in [2] regarding the data, model, and input space
representation. We also illustrate how a CF is represented as an action in the feature
space and formally define what constitutes a group. The feature space, denoted by
X , is defined as the Cartesian product of n individual feature spaces, that is, X =
X1 × X2 × · · · × Xn. Among these, the feature space Xn represents a sensitive or
protected attribute that takes binary values 0 or 1. Each individual is represented by a
single instance x ∈ D where D is the training dataset. We consider a binary classifier
h :X → {0,1}, which maps each instance x ∈ D to a label in the set {0,1}. The label
1 denotes a favorable outcome, while the label 0 signifies an unfavorable outcome. The
classifier h operates over the feature space X , providing a decision for each instance
based on its attributes.

A group G is a subset of the dataset D and it consists of distinct individuals who
each possess a sensitive or protected attributeXn. Individuals of the same group share
similar attributes and are positioned similarly within the feature space. Considering a
sensitive attribute, we define two sub-groups:

G0 = { x ∈ D :Xn = 0} and G1 = { x ∈ D :Xn = 1}. (8.1)

where G0 consists of individual instances with the sensitive attribute Xn = 0, and
G1 consists of individuals with Xn = 1. Our analysis focuses on the affected dataset
Da f f ec ted ⊆ X , which consists of instances from X , including individuals who have
been classified unfavorably, i.e., for whom h(x) = 0.

An action represents a CF as a transformation that modifies feature values and is
denoted by a ∈ A , where A = {a1, a2, . . . , ai} is the set of possible actions, where
each action defines a way to alter the features of an instance x ∈ D. We call x ′ the CF
instance of x under the action a (x ′ = a(x)) if a provides recourse to x and change
the classifier’s decision from unfavorable to favorable, that is, if h(x) = 0 and h(x ′) =
1. For example, consider a loan approval classifier h that predicts whether a loan
application is approved (h(x) = 1) or denied (h(x) = 0). Let an instance x represent
a loan application with a credit score of 580 and an annual income of 30k. Suppose
the classifier outputs h(x) = 0, indicating the loan application is denied. An action
a ∈ A can be to increase the credit score by 40 and the income by 5k. Applying this
action transforms the instance x into a new instance a(x), which has a credit score
of 620 and an income of 35k. If the classifier now outputs h(a(x)) = 1, the action
a is considered to provide recourse to the applicant, as it changes the decision from
unfavorable to favorable.
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8.4.2 Counterfactual Fairness Metrics

To achieve these fairness objectives, we need to optimize for two terms, namely, equal
effectiveness (EE) and equal choice of recourse (ECR). Following the work of [2], we aim
to define EE and ECR, which were primarily used as metrics to audit the fairness of ML
models.

We start with effectiveness, as a metric to evaluate the fairness of a single action a
(one CF) on a subset of the data. The effectiveness (also referred to as coverage) of an
action a quantifies its utility across a group of individuals. Specifically, it measures the
proportion of individuals in an affected group G ⊆ D who would receive a favorable
outcome if the action a were employed for all of them. This metric reflects how broadly
applicable or beneficial a given action is within the group. Formally, the effectiveness
of action a for group G is:

eff(a, G) =
1
|G| |{x ∈ G | h(a(x)) = 1}| . (8.2)

To evaluate the individual and group fairness of a set of actions A for a group
G. We consider individual-effectiveness (accounting for individual fairness) and group-
effectiveness (accounting for group fairness), respectively.

Individual-Effectiveness: From a individual perspective, individuals are examined in-
dependently of the group they belong to. Similar individuals select an action fromA
that is most advantageous for them, as shown in Fig. 8.1 a). Individual-effectiveness
measures the proportion of individuals who can achieve recourse by choosing one ac-
tion a fromA that, when employed, achieves their desired outcome at the least cost:

aeffµ(A , G) =
1
|G| |{x ∈ G | ∃a ∈A , h(a(x)) = 1}| . (8.3)

Group-Effectiveness: From a group perspective, a group G is treated collectively
with a single action applied to all individuals, meaning examining the overall outcome
for the group as a whole, as shown in Fig. 8.1 b). The group-effectiveness of a set of
actionsA for a group G is defined as the maximum proportion of individuals in G who
can achieve recourse through the same action:

aeffM(A , G) =max
a∈A

1
|G| |{x ∈ G | h(a(x)) = 1}| . (8.4)

Maximizing group-effectiveness across different CFs ensures that the framework
can identify actions that are collectively beneficial across the group, minimizing dis-
parities and ensuring fair outcomes for all members.
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8.4.3 Problem Formulation and Objectives

Given a fair binary classifier h : X → {0, 1}, where 0 indicates a unfavorable out-
come. An affected dataset Da f f ec ted consists of individuals who received unfavorable
outcomes (h(a(x) = 0). Da f f ec ted consists of protected groups G = {G1, G2}, which
partition Da f f ec ted , based on sensitive attributes (e.g., ethnicity). We ensure fair train-
ing for the models, as our objectives aim to avoid fairwashing through the explanations
we provide. A potential concern in any fairness-aware explanation framework is fair-
washing: the risk that explanations are designed to give a false impression of fairness
while the underlying model remains biased. To guard against this, we assume the clas-
sifier itself is fair and focus on ensuring that the explanations provided to users are fair
as well, thereby reinforcing rather than masking model-level fairness. The objective is
to generate a set of CF A that enhances fairness at both individual and group levels.
SpecificallyA should:

1. Maximize the proportion of individuals that can find effective recourse by apply-
ing actions fromA .

2. Guarantee Fair Opportunity, so that all individuals and groups should have a fair
chance to improve their outcomes through the provided CFs.

3. Identify valid, actionable, plausible CFs and similar to the original instance, and
that offer practical steps that individuals across groups can realistically imple-
ment.

4. Ensure that every group has access to a diverse set of CFs, preventing any un-
fairness in terms of diversity, and is not limited to only one hard-to-implement
action.

Equal Effectiveness (EE) requires that similar proportions of individuals from the
two protected groups G0 and G1 achieve recourse through the provided set of actions.
This ensures that no group is disproportionately disadvantaged in terms of the effec-
tiveness of the CF. Given the individual- and group-effectiveness metrics aeffµ(A , G)
and aeffM(A , G) for groups G0 and G1, EE is achieved when:

|aeffµ(A , G0)− aeffµ(A , G1)| ≤ ε (8.5)

and |aeffM(A , G0)− aeffM(A , G1)| ≤ ε (8.6)

where ε is a small, predefined threshold quantifying disparities.
Equal Choice for Recourse (ECR) ensures that individuals from different protected

groups have equal opportunities (or number of actions) to achieve recourse from A .
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This metric addresses disparities in the diversity and feasibility of actionable explana-
tions provided to different groups. LetAG represent the subset of actions fromA that
are effective for group G, an action a ∈A is considered effective if it achieves recourse
for at least a proportion of individuals (ϕ) from group G. ECR is achieved when the
two groups G0 and G1 have the same number of valid actions:

|AG0
|= |AG1

| (8.7)

8.4.4 RL-based Approach For Generating Fair Counterfactuals

We design an RL agent with an SAC (detailed chapter 2) algorithm to serve as a CF
generator. The choice of RL, specifically SAC, is due to its sequential and exploratory
nature in feature space, which makes it suitable for the sequential nature of achieving a
recourse. Specifically, the entropy regularization step ensures stochastic policies, mak-
ing it well-suited for high-dimensional action spaces. Our objective is not to identify a
single static CF or recourse path, but rather to generate diverse, realistic, and feasible
CFs that provide recourse to data points to reach a desired target. An RL sequential
environment supports our aim by enabling the model to condition on previous actions,
such that each modification of an actionable feature (for example, education, lifestyle,
or employment) alters the feasible space of subsequent actions. In contrast, static op-
timizers treat all changes as independent, which can lead to unrealistic one-shot inter-
ventions. Furthermore, RL frameworks balance short-term and long-term trade-offs,
as sequential decision-making naturally incorporates cumulative costs or constraints,
such as effort, time, or limited resources, which are challenging to encode in static
solvers. By learning a policy rather than solving a fixed optimization problem for each
instance, the SAC sequential agent can explore multiple feasible paths and generate
diverse recourse sets, rather than a single deterministic solution.

This makes the RL promising as a robust value estimation and scalable optimization
to support the process of CF generation. As shown in Sec. 8.3, RL is a suitable method
for generating CF and offers a flexible and robust framework that addresses several limi-
tations of traditional optimization approaches. Unlike gradient-based, manifold-based,
or convex optimization methods, which often treat CF generation as a static optimiza-
tion problem, RL frames it as a sequential decision-making process. RL also enables ef-
fective exploration of the CF space, which is especially important in non-differentiable
or discrete domains. The SAC takes as input the classifier h and the affected dataset
D_a f f ec ted and provides as output a set of CFs that represent A . We follow the
Markov Decision Process (MDP) problem formulation, which involves defining state
and action spaces and customized reward functions. Since SAC is a model-free RL
method, it does not require defining a transition function. In the following subsection,
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we detail the state and action representation along with the reward functions. Specif-
ically, we design 3 reward functions that incorporate the EE and ECR objectives REE

(at both, individual and group levels) and RECR (group) and REE−ECR (hybrid), respec-
tively, to ensure that the CFs adhere to the fairness metrics in Eq. 8.5, 8.6 and 8.7,
respectively.

State Representation

Suppose n is the number of desired actions a (CF) to be generated to form A (n =
|A |), Fact the set of actionable features (mutable features), and l = |Fact| (ensuring
diversity and actionability). The state s is represented as an N -dimensional vector
where N = n × l that corresponds to a concatenation of features representing the
amount of change to the value of each actionable feature. Fig. 8.2 shows an example
of the state vector where Fact = {Income, C redi t} and the number of actions to
generate is equal to 3, then the state will have a dimension of 6.

Figure 8.2. State representation, given the set of features to change and the maximum
number of actions to generate.

Action Representation

An action is represented as a 2-dimensional vector a = {a1, a2}, where a1 denotes
the index of the feature to be modified and a2 denotes the amount of change applied
to that feature at the current time step. Specifically, a1 selects one of the mutable
features, while a2 determines the magnitude and direction of the modification for the
selected feature. By applying actions sequentially, one feature modification per step,
the RL agent incrementally constructs a CF instance, enabling the policy to learn both
the order and the extent of modifications required to achieve a valid and fair set of
CFs.Thus, feature modifications are applied sequentially, allowing the agent to con-
struct a multi-step transformation path rather than making all changes at once. This
sequential structure is essential, as it enables the agent to evaluate intermediate states,
adjust its strategy dynamically, and ultimately learn a sequence of modifications that
leads to a feasible and effective CF. To improve the stability and efficiency of learning,
we apply normalization and denormalization to the action feature space so that all fea-
tures are handled on a consistent scale, and features with larger numeric ranges do not
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dominate the optimization. In addition, the proposed feature values are bounded by
the valid range of each feature to preserve plausibility and consistency with the similar-
ity constraints. Fig. 8.3 illustrates an example in which the RL agent selects the feature
at index 2 (feature income) and applies a change of +1k, resulting in an update from
2k to 3k.

Figure 8.3. RL action representation, and the change in state after applying the action.

Reward Function:

The RL reward function incorporates the fairness metrics to be optimized, EE and ECR,
and to the Gower distance, to ensure group fairness and similarity, respectively. We
define REE , RECR, and REE−ECR. Specifically, REE is separately used when we aim to
optimize only for EE, while RECR is separately used when we aim to optimize for ECR,
while REE−ECR is used when we aim to optimize for EE and ECR simultaneously.

The reward for the Individual- and Group- EE case consists of the following terms
(Eq. 8.5 and Eq. 8.6), presented in Eq. 8.8:

• Average success rate (ASR): Average proportion of individuals who achieve re-
course using any of the proposed actions for the two protected groups: (SR1 +
SR2)/2, where SRi represents the success rate (SR) of group i.
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• Proportions difference (PD): Absolute difference between the proportions of in-
dividuals across protected groups who can achieve recourse using any of the
proposed actions: |SR1 − SR2|.

• Similarity (Sim): The average Gower distance of points that were able to achieve
recourse through an action a fromA : Gower(x , h(a(x)).

• Active actions (Act): number of active actions (an action that could be used to
achieve recourse), it is used to ensure a diverse set of non-zero actions: |a ∈
A , e f f (a, G)≥ α|.

• C0,1,2,3: regularization terms allowing to balance trade-offs according to desired
priorities.

REE(st−1, a, st) = ASRst
× C0 + Actst

× C1

− PDst
× C2 − Simst

× C3 (8.8)

To ensure ECR (Eq. 8.7), we customize the reward function to encourage diverse CF
choices across protected groups by maximizing the number of actions available to each
group. Additionally, we include terms that maintain fairness between the groups, en-
suring equal potential for recourse, for example, by considering the number of active
actions. Specifically, the reward function (Eq. 8.9) is:

RECR(st−1, a, st) = A0st
× C0 + A1st

× C1 − ADst
× C2

− Actst
× C3 − Simst

× C4 (8.9)

• A0 and A1: number of actions for the two protected subgroups G0 and G1, re-
spectively (e.g., males and females that can be used to achieve recourse).

• Action Difference (AD): number of actions difference represents the absolute dif-
ference between the number of actions available for each protected subgroup to
achieve recourse: |A0 − A1|.

• Similarity (Sim): The average Gower distance of points that were able to achieve
recourse through an action a fromA : Gower(x , h(a(x)).

• Active actions (Act): number of active actions (an action that could be used to
achieve recourse), it is used to ensure a diverse set of non-zero actions: |a ∈
A , e f f (a, G)≥ α|.



165 8.4 Problem Formulation and Methodology

• C0,1,2,3,4: regularization terms allowing to balance trade-offs according to de-
sired priorities 1.

For the case of the hybrid approach, which optimizes for the hybrid fairness, we
specify the reward function REE−ECR that represents a combination of REE and RECR:

REE-ECR(st−1, a, st) = REE(st−1, a, st)

+ RECR(st−1, a, st) (8.10)

Stopping criteria

The episode-stopping condition that specifies the reach of the RL goal is met when the
following criteria are satisfied:

• For EE: ASR>= tar get_success_rate
and PD <= tar get_propor t ion_di f f erence.

• For ECR: A0 >= tar get_group0_nb_act ions
and A1 >= tar get_group1_nb_act ions
and AD <= tar get_nb_act ions_di f f erence.

8.4.5 Counterfactual Evaluation Metrics

We design our approach to satisfy several key criteria shown in the rewards function.
Actionability is ensured by allowing users to specify the features they are willing to
change. We achieve validity through direct optimization, while plausibility is enforced
by constraining the search space of our optimizer. Finally, we optimize for similarity
using Gower distance. A CF a is evaluated based on several key metrics:

• Validity. A CF is considered valid if it successfully changes the classifier’s predic-
tion compared to the original instance. Formally, for a given instance x ∈ D
with h(x) = 0, a CF a(x) is valid if h(a(x)) = 1. For a dataset D, the validity
is the proportion of individuals for whom the generated CF achieves the desired
outcome:

Validity= 1
N

N∑
i=1

1
�
h(a(x i)) = ytarget

�
(8.11)

• Plausibility. A CF is plausible if its feature values lie within the data distribution,
i.e., they do not correspond to outliers. This is needed to ensure that the CF

1The regularization parameters can be adjusted to accommodate user constraints and preferences.
In this work, equal weight is assigned.
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represents a realistic instance. One of the robust methods to compute plausibil-
ity is based on the reconstruction error from a denoising autoencoder (follow-
ing [76, 459]):

Plausibility= ‖a(x i)− ˆa(x i)‖2 (8.12)

where ˆa(x i) is the autoencoder reconstruction of the CF a(x i). Lower the recon-
struction error, meaning the CFs fit the training data distribution and are more
realistic.

• Similarity and Minimality. A CF should be similar to the original instance. Simi-
larity (proximity) refers to how close the CF is to the original instance in feature
space, often measured using a distance function d(x , a(x)) such as Gower dis-
tance. Minimality (or sparsity) focuses on minimizing the number of features
changed:

Similarity= 1
N

N∑
i=1

Gower(x i, a(x i)) (8.13)

Minimality= 1
N

N∑
i=1

‖x i − a(x i)‖0 (8.14)

• Actionability. A CF is actionable if it only modifies features that the individual can
feasibly change. Let Fact ⊆F denote the set of actionable features. Then, a CF
a(x) is actionable if and only if supp(x − a(x)) ⊆ Fact, where supp(·) denotes
the set of features with changes.

8.5 Evaluation Setup

This section outlines our experimental setup, including the datasets utilized for anal-
ysis and the RL configuration employed to evaluate the proposed methodology. Our
framework’s implementation is available online.

Experimental Scenarios and Baselines We consider four fairness scenarios, as follows:

Individual - Equal Effectiveness (Individual-EE) In this scenario, each individual, re-
gardless of their protected attribute value, chooses the recourse action from the list of
generated actions that best addresses their unique situation. Each individual chooses
the action with the lowest Gower distance (i.e., the lowest recourse cost) relative to
the original instance. We run the RL considering Eq. 8.3 and 8.5 and optimize for REE

(Eq. 8.8).
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Group - Equal Effectiveness (Group-EE) In this scenario, the aim is to identify a single
widely applicable action that achieves recourse for a least effectiveness of e f f (a, G) =
75%) of individuals across both protected groups. This approach prioritizes broad
effectiveness while aiming to provide recourse to all individuals within a group, where
we run the RL on Eq. 8.4 and 8.6 and optimize for REE . (Eq. 8.8).

Group Equal Choice for Recourse (Group-ECR) This scenario represents a group
ECR. It identifies a set of actions that offer ECR to both protected subgroups. An action
is considered effective if it results in recourse for more than ϕ = 60% 2of individuals
in that affected dataset, by ensuring Eq. 8.7 and optimizing for RECR (Eq. 8.9).

Hybrid Individual-Equal Effectiveness and Group-Equal Choice for Recourse (Hybrid-
EE-ECR) This scenario represents the hybrid fairness, which balances between indi-
vidual and group fairness. It explores feature space that allows for individual fairness
while ensuring that a significant proportion of individuals from each protected group
can achieve recourse through a set of collectively effective actions, based on Eq. 8.3,
8.5 and 8.7 simultaneously and optimize for REE−ECR. (Eq. 8.10).

Clustering In our experiments, we cluster the affected dataset into 33 clusters using
the k-means algorithm [460, 461], creating groups of individuals with similar feature
values close in space regardless of the protected attributes. This clustering step allows
us to explore fair CF both globally across the entire dataset and within each chosen
cluster, allows for the formation of clusters by grouping instances using Euclidean dis-
tance and minimizing within‑cluster variance. We evaluate fairness metrics on the
whole affected dataset (we refer to this by Whole in the rest of the chapter) as well as
on each cluster separately (C1-C3). For each individual, we select the best valid CF
with the lowest Gower distance and treat it as the final CF. Additionally, we report a
clustering-based approach, in which each individual is assigned the CFs generated for
the cluster to which they belong.

In our experiments, we aim to generate a maximum of 5 actions for EE, ECR and
EE-ECR. We ensure that most individuals can successfully achieve recourse and that
the PD across protected groups does not exceed 10% (the upper bound is 100%), to
maintain fairness in the distribution of successful recourse outcomes. For ECR, we

2This represents the minimum boundary, however, the SR is optimized by the reward function, which
aims to maximize the ϕ.

3We fix the number of clusters to three for simplicity and consistency across datasets, also to reflects
a balance between granularity and interpretability: too few clusters would fail to capture heterogeneity,
while too many would lead to overly fragmented groups, making analysis and comparison less meaning-
ful.
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impose constraints to ensure that the number of actions for each protected group is at
least 1 to guarantee sufficient recourse options, and that the number of actions difference
between the two protected groups is 0, to ensure protected groups receive ECR.

Baselines To evaluate the effectiveness of our RL-based CF generation methods, we
compare them against 3 widely-adopted CF methods such: Nearest Instance Counter-
factual Explanations (NiCE) [63], Diverse Counterfactual Explanations (DiCE) [80],
and prototype-guided CFs [459]. Each method is configured with hyperparameters
optimized to maximize the quality of CFs, balancing proximity, sparsity, and plausibil-
ity.

NiCE generates CFs by iteratively modifying the original instance by replacing fea-
ture values with those from the nearest unlike neighbor. We configure NiCE with the
distance metric as Heterogeneous Euclidean-Overlap Metric to handle mixed feature
types with min-max scaling for numerical features. The optimization objective is set to
proximity and plausibility constraints.

DiCE Generates diverse CFs by optimizing validity, proximity, and diversity. We set
the Generation method to random sampling to generate 5 CFs per instance, ensuring
diversity. The feature constraints are set to only mutable features, which are chosen as
the ones used in our RL method.

Prototype-guided Generate CFs by moving instances toward class prototypes. The
search method is the KD-tree acceleration with Loss weighting. The prototype weight
is set to 10 to ensure plausibility. The search process is optimized for 200 iterations
and 15 perturbation steps. Along with Feature bounds derived from training data to
avoid unrealistic values.

Datasets Description We evaluate our approach using 4 widely-adopted datasets in
fairness evaluation: Adult, SSL, Alzheimer, and Law, each selected for their relevance
and the presence of actionable features that enable meaningful interventions. These
datasets collectively span diverse domains: economic, judicial, and medical, each with
distinct fairness challenges and actionable recourses. Their inclusion ensures that our
approach is robust, generalizable, and grounded in real-world impact.

Adult [462]: Its use is motivated by the societal importance of fair decision-making
in employment and financial contexts. Consists of 48842 data points. The classifier
predicts whether an individual’s income exceeds 50k/year. The dataset consists of 15
features representing demographic and socioeconomic factors. The protected attribute
is Race, and the actionable features are continuous: capital-gain, hours-per-week, and
categorical: educational-num. Actionable features such as capital-gain, hours-per-week,
and educational-num represent realistic features that might be adjusted to improve out-
comes.

SSL Consists of 398,582 data points related to criminal justice. The classifier pre-
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dicts the SSL score based on 10 features, including arrests, assaults, shootings, affilia-
tion, and criminal activity. The protected attribute is Gender, and the actionable fea-
tures are age at latest arrest (categorical) and trend in criminal activity (continuous).
The actionable features can be influenced through policy or rehabilitation programs in
justice-related applications.

Alzheimer’s 4: Consists of 2149 data points, designed to predict whether an individ-
ual will develop Alzheimer. It consists of 21 demographic, lifestyle, and health-related
features. The protected attribute is Gender, and the actionable features are continuous:
functional assessment, ADL, and MMSE. The actionable features represent clinical and
lifestyle indicators that can be monitored or improved through intervention.

Law’s [463]: Consists of 20,798 data points describing admission records for stu-
dents, each described by 12 attributes. The task is to determine whether a student
will pass the exam. The dataset has been widely used in fairness research due to well-
documented disparities across demographic groups. The protected attribute is gender,
and the actionable features are the school GPA (zgpa) and the LSAT score (lsat).

Models training We evaluate the performance of the classifier, focusing on standard
metrics (accuracy, precision, recall, and F1-score) and fairness measures (Equalized
Odds (EQ) and Demographic Parity differences (DP)) to assess model fairness across
protected groups. We also employ in-processing fairness training using the Exponen-
tiated Gradient to enhance the fairness of the underlying ML model prior to running
our experiments. Each dataset is split into 80% for training and 20% for testing. We
train different ML models and choose the one that performs best in terms of fairness
metrics and predictive performance. More specifically, for Alzheimer, we train a Ran-
dom Forest classifier, with max depth of 15, max features of ’sqrt’, min samples leaf of
2, min samples split of 5, and 200 estimators. For Adult, we train a Catboost classifier
with default configuration. For SSL, we train an XGBoost classifier with a subsample of
0.9, number estimators of 200, a max depth of 3, and a learning rate of 0.1. For Law
we train a Gradient Boosting Classifier with default parameters.

The ML models trained on the various datasets achieved high predictive perfor-
mance and acceptable fairness, as indicated by EQ and PD values below 10%. Given
that these metrics have an upper bound of 100%, a level under 10% is considered sat-
isfactory, as it supports that our generated CFs do not contribute to fairwashing. For
Alzheimer, the model achieves an accuracy of 95.8%, a precision, recall, and F1-score
of 96%. Fairness evaluation shows an EO difference of 2% and a DP of 8% between
the two protected groups. For the Adult dataset, the model achieves an accuracy of
87.3% and precision, recall, and F1-score of 87%. Fairness evaluation revealed EO and

4https://www.kaggle.com/datasets/rabieelkharoua/alzheimers-disease-dataset
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DP differences of 4% and 6%, respectively. For the SSL, the model achieves 90% accu-
racy, 95% precision, 90% recall, and an F1-score of 92%. Fairness evaluation shows an
EO difference of 2%, and a DP of 0.9%. For Law , the model achieves an accuracy of
90%, with precision, recall, and F1-score of 88%, 90%, and 88%, respectively. Fairness
evaluation reveals EO of 5% and DP of 2%.

8.6 Experimental Results

In this section, we discuss experimental results in terms of the fairness of CFs generated
across the various scenarios and the quality of the CFs. All results averaged over 5
runs. For each run, we randomly sampled a seed ranging from 1 to 64 and used it
consistently throughout the experimental pipeline. All components, including the RL
model initialization and the environment, were initialized using this same seed. 5

Table 8.2. Validity in term of SR across Whole and clusters C1–C3. Values are shown
as [G1 (std), G2 (std)] with the absolute (PD) in parentheses.

Dataset Scenario Whole C1 C2 C3

Alzheimer

Individual-EE [80 (± 7) , 81 (± 3)] (1) [80 (± 5) , 81 (± 5)] (1) [84 (± 5) , 91 (± 3)] (7) [91 (± 8) , 86 (± 9)] (5)
Group-EE [83 (± 6) , 82 (± 3)] (1) [87 (± 6) , 92 (± 6)] (5) [86 (± 10) , 93 (± 7)] (6) [91 (± 4) , 85 (± 6)] (6)
Group-ECR [74 (± 12) , 71 (± 12)] (3) [66 (± 8) , 66 (± 5)] (0) [72 (± 11) , 81 (± 12)] (9) [85 (± 2) , 78 (± 6)] (7)
Hybrid-EE-ECR [80 (± 10) , 83 (± 9)] (3) [84 (± 5) , 82 (± 10)] (2) [93 (± 7) , 96 (± 5)] (3) [87 (± 5) , 83 (± 6)] (4)

Adult

Individual-EE [97 (± 2) , 97 (± 2)] (0) [96 (± 2), 95 (± 3)] (1) [98 (± 0) , 98 (± 1)] (0) [97 (± 2) , 98 (± 2) ] (1)
Group-EE [97 (± 2) , 97 (± 2)] (0) [96 (± 0) , 96 (± 2) ] (0) [97 (± 1) , 97 (± 2)] (0) [97 (± 3) , 99 (± 2) ] (2)
Group-ECR [96 (± 1) , 97 (± 2) ] (1) [96 (± 0) , 96 (± 2) ] (0) [97 (± 4) , 96 (± 6)] (1) [96 (± 1) , 98 (± 2)] (2)
Hybrid-EE-ECR [96 (± 2) , 98 (± 5)] (2) [96 (± 1) , 95 (± 2)] (1) [97 (± 1) , 98 (± 1)] (1) [95 (± 7) , 98 (± 5)] (3)

SSL

Individual-EE [99 (± 1) , 96 (± 3)] (3) [96 (± 2) , 92 (± 7)] (4) [93 (± 5) , 91 (± 6)] (2) [100 (± 0) , 94 (± 4)] (6)
Group-EE [98 (± 1) , 97 (± 2) ] (1) [94 (± 1) , 90 (± 4)] (4) [91 (± 4) , 94 (± 5)] (3) [100 (± 0) , 92 (± 3)] (8)
Group-ECR [99 (± 1) , 97 (± 4)] (2) [88 (± 7) , 79 (± 10)] (3) [89 (± 4) , 90 (± 4)] (1) [97 (± 4) , 88 (± 10)] (9)
Hybrid-EE-ECR [99 (± 1) , 96 (± 3)] (3) [93 (± 3) , 90 (± 5)] (7) [91 (± 5) , 93 (± 6)] (2) [100 (± 0), 96 (± 3)] (4)

Law

Individual-EE [76 (± 2) , 79 (± 2)] (3) [75 (± 1) , 79 (± 3)] (4) [80 (± 3) , 80 (± 3)] (0) [75 (± 2) , 80 (± 3)] (5)
Group-EE [78 (± 3) , 82 (± 3) ] (4) [80 (± 5) , 83 (± 3)] (3) [86 (± 3) , 84 (± 4) ] (2) [81 (± 5) , 81 (± 5)] (0)
Group-ECR [74 (± 6) , 76 (± 4)] (2) [72 (± 8) , 74 (± 10)] (2) [83 (± 12) , 75 (± 12)] (8) [66 (± 4) , 71 (± 3)] (6)
Hybrid-EE-ECR [81 (± 10) , 82 (± 9)] (1) [75 (± 3) , 79 (± 1)] (4) [77 (± 3) , 78 (± 3)] (1) [81 (± 10), 81 (± 7)] (0)

8.6.1 Success Rates and Proportion Difference

Tab. 8.2 reports the validity in term of SR achieved by our approach across Whole, the
clusters C1, C2, and C3, and across the protected G1 and G2, considering the various
fairness scenarios on 4 datasets. For each cell, we report the average SR for both groups

5Experiments were conducted on a workstation equipped with an Intel Core i7 CPU, an NVIDIA RTX
3070 GPU, and 32 GB of RAM.
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in the format [G1 (±), G2 (±)], followed by the PD highlighted in bold. The ± is the
standard deviation of SR over the 5 runs.

Success Rate Across Fairness Scenarios Results show that the validity achieved by
our approach across diverse scenarios and datasets are generally high, indicating its
ability to generate valid CFs (i.e., CFs that enable individuals to perform recourse) for
Whole and across a variety of clusters (subgroups). Starting with Adult, our approach
consistently achieves high SR, ranging between 95 and 98 across groups and clusters.
Similarly, high SR is observed in SSL, with Whole values as high as [99 (± 1), 96 (±
3)], [98 (± 1), 97 (± 2)], and [99 (± 1), 97 (± 4)] across the different fairness
scenarios. The SR observed in Alzheimer is likewise high but relatively lower than in
other datasets. For instance, for the Hybrid-EE-ECR scenario, our approach attains an
SR of [80 (± 10), 83 (± 9)] on Whole, [84 (± 5), 82 (± 10)] in C1, [93 (± 7), 96 (±
5)] in C2, and [87 (± 5), 83 (± 6)] in C3. Particularly, and only for the Group-ECR
scenario, a relatively low SR is observed in Alzheimer, with [74 (± 12), 71 (± 12)] on
Whole and [66 (± 8), 66 (± 5)] in C1, which indicates difficulties in generating CFs. A
similar intermediate pattern is observed for Law, where SR on Whole ranges from [74
(± 6), 76 (± 4)] to [81 (± 10), 82 (± 9)] across the considered scenarios. Despite
limitations in the Group-ECR scenario, results suggest that our approach is generally
effective in generating valid CFs that guarantee recourse.

Success Rate Across Clusters We now turn to comparing the SR achieved across
Whole and the diverse clusters, in each of the scenarios. A noteworthy, though ex-
pected, observation is that the SR values across clusters are consistently higher than
those obtained across theWhole. For instance, in Alzheimer, under Group-EE, SR is [83
(± 6), 82 (± 3)] across Whole, and [87 (± 6), 92 (± 6)], [86 (± 10), 93 (± 7)], and
[91 (± 4), 85 (± 6)] in C1, C2, and C3, respectively. Similarly, in the Hybrid-EE-ECR
scenario, SR is [80 (± 10), 83 (± 9)] for Whole, while it is [84 (± 5), 82 (± 10)], [93
(± 7), 96 (± 5)], and [87 (± 5), 83 (± 6)] for C1, C2, and C3, respectively. In Adult,
the results show that SR on Whole is generally very close to that of the clusters. For
example, in Group-EE, SR achieved for Whole is [97 (± 2), 97 (± 2)], while for the
three clusters it is [96 (± 0), 96 (± 2)], [97 (± 1), 97 (± 2)], and [97 (± 3), 99 (±
2)]. A clearer understanding of these results will emerge in the subsequent analysis of
CF similarity and the overall quality of the generated CFs.

Takeaway 1: Our approach demonstrates that recourse can be reliably achieved across
diverse datasets while sustaining high SR across different demographic groups. This indi-
cates that integrating fairness objectives does not compromise the validity of the generated
CFs. Furthermore, our proposed CF generation strategy benefits from operating on more
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homogeneous subgroups represented by clusters, where the underlying structure and deci-
sion boundaries are easier to capture, as opposed to working on the entire dataset, where
heterogeneity increases the complexity of generating valid CFs.

Proportion Difference We now turn to the PD values obtained across groups G1 and
G2, reported in Tab. 8.2 (shown in parentheses) for all scenarios. Recall that PD
serves as a fairness metric by quantifying the disparity in SR between the two groups
and theoretically ranges from 0 (no disparity) to 100 (complete disparity). Overall, the
results show that PD is relatively low, ranging between 0 and, in worst case, 12, which
indicates the effectiveness of our approach in ensuring fairness across the two protected
groups. More specifically, in SSL, our approach keeps PD values within a narrow range
of 0–8 across all scenarios and clusters except for Group-ECR, demonstrating that the
CF generation process introduces minimal group disparity. Similarly, in the Adult, PD
remains between 0–3, while in Alzheimer it ranges from 0–7, and Law between 0 and 8.
Results show that the reward function in our proposed approach consistently captures
PD, keeping it relatively low across datasets, fairness scenarios, and clusters. It is also
noteworthy to highlight that our proposed approach shows comparable performance
across all scenarios.

Takeaway 2: Our approach not only achieves high validity in terms of SR but also
upholds fairness by minimizing disparities between groups. This is reflected in consistently
low PD values, which indicate that validity differences across groups are effectively reduced.
Consequently, our method guarantees actionable recourse for both individuals and groups,
without introducing systematic bias.

Impact of Fairness Constraints on SR and PD We now turn to comparing the diverse
fairness scenarios in each of the datasets in terms of SR and PD. The key question we
seek to address is: To what extent does the introduction of additional fairness constraints
(i.e., group and hybrid) influence SR and PD? In Alzheimer, our approach attains an SR
ranging from 80 to 96, and a PD ranging between 0 and 7, across all scenarios, except
for Group-ECR. Specifically, in Individual-EE and Group-EE, SR is substantially high (80–
91) and PD is consistently low (1–7). InHybrid-EE-ECRwe see amore favorable balance
with a relatively high SR (ranging between 80 and 96) and a PD between 2 and 4. In
contrast, Group-ECR shows the lowest SR (61.6 inWhole and 62–79 across clusters) and
the highest PD (11.1 for C2 and 9.4 for C3). A similar pattern is observed in Adult, Law
and SSL, where Group-ECR consistently emerges as the least favorable setting, yielding
lower SR and higher PD compared to the other fairness scenarios, yet still within a
comparable range.

Takeaway 3: Group-only fairness constraints (Group-ECR) are associated with reduc-
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tions in SR and increases in PD across datasets. By contrast, the Hybrid-EE-ECR approach
combines individual and group fairness objectives, yielding comparatively high SR while
keeping PD at lower levels. These results suggest that multi-level fairness integration offers
a more balanced trade-off between performance and equity than group-only constraints.

8.6.2 Fairness in terms of CF Similarity

So far, we have discussed the SR and PDmetrics. The results indicate that the SR values
obtained across the different scenarios are highly comparable, while the PD remains
relatively low between the two groups in each case. We now turn our attention to
analyzing the similarity (measured using Gower distance) between the generated CFs
and their corresponding original instances, measured using the Gower distance. This
analysis provides a deeper understanding of fairness, as comparable SR values across
groups may still conceal disparities, as one group’s CFs might be less similar to the
original instances, thereby implying more challenging or less feasible recourse options.
This analysis allows us to address the question: to what extent do CFs preserve fairness
not only in terms of their SR but also in the quality and feasibility of the recourse they
provide across different groups?

Fig. 8.4 shows the average Gower distance between the CFs generated using our
approach and the original instances in the four dataset, across the diverse scenarios,
clusters, and across protected groups. We first compare the similarity across the diverse
scenarios and then we focus on the group granularity.

CF Similarity Across Scenarios Overall, the values of Gower distance range approxi-
mately between 0 and 0.2 (with 0 being similar and 1 dissimilar). This indicates that
the generated CFs are similar to their respective original instances in the feature space.
For instance, in the Adult, in Individual-EE, Gower distances as low as 0.025 are ob-
served. Similarly, in SSL, Gower distances are mostly below 0.25. Additionally, we
note that the variance across scenarios is generally low. For example, in the Alzheimer
and Group-ECR scenario, the observed Gower distance is consistently around 0.177 with
very low standard deviation (e.g., ±0.05 and ±0.033 for G1 and G2, respectively). Im-
portantly, we observe that Hybrid-EE-ECR maintains a low Gower distance and gener-
ates CFs similar to original instances as much as those generated in Individual-EE and
Group-ECR when considered separately.

Impact of Clustering on CF Similarity Comparing CFs Gower distance values between
Whole and the three clusters, we observe that the CFs in Whole generally exhibit equal
or slightly higher distances than those in the clusters. This trend is shared across all
scenarios and datasets. For instance, in Adult, forGroup-EE, the average Gower distance
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for Whole is 0.17 ± 0.05, while that of the diverse clusters ranges from 0.10 ± 0.04 to
0.16 ± 0.01. Also in SSL, for Hybrid-EE-ECR, the average Gower distance observed for
Whole is around 0.25 ± 0.01 higher than those of C1, C2, and C3, which range from
0.12 to 0.17 ± 0.04. These findings suggest that clustering generally yields CFs that
are more tightly grouped in the feature space, leading to greater internal consistency
compared to those derived from the Whole.

Group Fairness in terms of CF Similarity We now examine the extent to which our
proposed approach promotes fairness in the feasibility of recourse by comparing the
Gower distance achieved for G1 and G2. Results show that across all scenarios, the
difference between the Gower distances of G1 and G2 is relatively small and, in most
cases, even negligible. This pattern is consistent also across Whole and the diverse
clusters. Specifically, in Alzheimer, the differences between CF Gower of groups are
negligible, around 0.03, with the largest difference appearing in cluster C3 in Individual-
EE, where it is around 0.05, which is still considered relatively low. A similar trend
is observed for Adult and SSL, for instance, Group-ECR scenario of Adult, G1 and G2
exhibit nearly identical distances of 0.033 and SSL for Hybrid-EE-ECR scenario, the
Gower distances for G1 and G2 in cluster C3 are 0.127 and 0.139, respectively, showing
a minimal difference.

These results lead us to the following two key takeaways: Takeaway 4: The gener-
ated CFs at the cluster level produce more precise and similar outcomes compared to gen-
erating them for the entire dataset. This improvement stems from the ability to customize
CFs based on subgroup-specific patterns, resulting in more targeted solutions with reduced
distance from original instances and fairness across groups, as reflected by a comparable
CF similarity across groups.

Takeaway 5: The Hybrid-EE-ECR approach maintains CF similarity while balancing
individual- and group-level objectives, reinforcing its role as a principled formulation of
hybrid fairness. The generated CFs remain close to the original data points, as reflected
by consistently low Gower distances, making them both effective and actionable solutions.
This closeness is preserved across groups, ensuring fairness due to minimal differences in
CF similarity.

8.6.3 Number of Actions

We now focus our analysis on the number of generated actions for Group-ECR and
Hybrid-EE-ECR, as these scenarios are directly optimizing for the diversity of CFs. This
analysis allows to determine if the ECR constraint is consistently met by ensuring equal
number of choices between the protected groups and, consequently, if our approach is
capable of ensuring diversity in the CFs by providing many recourse options. Fig. 8.5
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Figure 8.4. Similarity in terms of Gower distance between generated CFs and original
instances across the four datasets. Each subplot corresponds to a dataset and shows
the similarity for each CF explainer trained on the whole dataset or clusters (C1–C3),
separately for protected groups G1 and G2.

shows the number of actions achieved for Whole and the diverse clusters in the Group-
ECR and Hybrid-EE-ECR, across the four datasets. Note that we show only one bar per
case (scenario-cluster), as the number of actions for G1 and G2 resulted the same in
each of the cases. First, we highlight that the fact that the number of actions resulted
the same for both groups across all cases indicates that our approach was capable of
identifying an equal choice of recourse for individuals to choose from, which proves
the effectiveness of our approach in providing and ensuring fair and equitable recourse
choices, regardless of which group the individual belongs to.

Impact of Clustering on the Number of Actions We now move to discussing how
the clustering impacts the number of actions (available recourse options). This is rel-
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Figure 8.5. Minimality in terms of the number of actions required to reach a recourse for
protected groups across the four datasets. G1 and G2 yield identical values; therefore,
only one bar per method is displayed. Results are shown for Group-ECR and Hybrid-
EE-ECR across the whole dataset and clusters C1–C3.
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evant as it reveals how clustering, as expected, can increase the total availability of
resources across the datasets. A clear and consistent trend emerges: the clustered ap-
proach significantly increases the total number of unique actions compared to when
considering the dataset as a Whole, across all datasets. This is because the clustering
identifies distinct local recourse options, allowing for the generation of tailored CF op-
tions for different subgroups that the Whole scenario would often miss. For example,
in Alzheimer, our approach identified on average 2 actions for Whole while for C1, C2
and C3, it identified 3, 3, and 2, respectively, resulting in a total of 8 recourse options.

Takeaway 6: Clustering enables the exploitation of local data patterns to identify flex-
ible and varied recourse options. The approach also maintains fairness by guaranteeing
that protected groups receive equivalent numbers of actionable CFs, balancing recourse
diversity with fair access.

Comparing Group-ECR to Hybrid-EE-ECR We now analyze the impact of introducing
fairness constraints through Hybrid-EE-ECR on the number of recourse options, com-
pared to that of Group-ECR. This will allow us to answer: Does optimizing for Hybrid-
EE-ECR impact the number of available recourse options, with respect to only optimizing
for Group-ECR? The results reveal an interesting and non-uniform trend. Contrary to
the expectation that the Hybrid-EE-ECR approach would generate fewer actions, our
findings show a variable relationship across different clusters and datasets. This can
be attributed to the nature of the optimization problem: The Hybrid-EE-ECR scenario
imposes additional fairness constraints such as those of individual-level fairness, hence,
it effectively narrows the search space for valid CFs. In some cases, Hybrid-EE-ECR leads
to a simpler, more precise solution that satisfies both individual and group fairness cri-
teria simultaneously. In contrast, the Group-ECR, with its broader objective, may find
a more complex CF that works for an entire group but is not necessarily the minimal
for any single individual. These findings are consistent with the results presented in
Tab. 8.2 and Fig. 8.4, where the Group-ECR exhibited a lower SR and a higher Gower
distance compared to the Hybrid-EE-ECR.

Takeaway 7: Hybrid-EE-ECR introduces no additional complexity in generating CFs
in term of the number of actions, when compared to Group-ECR. However, Group-ECR
tends to yield more complex CFs that deviate further from the original instances and are
associated with lower SR and higher PD.

8.6.4 Comparative Evaluation Against Baseline Approaches

We now compare the quality of CFs generated by our diverse scenarios of our approach
to that of baseline approaches, namely, NICE, DICE, and prototype-guided, in terms of
validity, plausibility, similarity, and minimality, as reported in Tab. 8.3. This analysis
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Table 8.3. CF quality metrics across datasets and scenarios. Values are shown for [G1,
G2] with absolute difference in parentheses. For reference, training set plausibility is
0.822 (Alzheimer), 0.382 (Adult), 0.15 (SSL), and 0.292 (Law).

Dataset Scenario Validity Plausibility Similarity Minimality

Alzheimer

Individual-EE [86% - 86.4%] (0.4) [0.849 - 0.798] (0.051) [0.174 - 0.182] (0.008) [2.897 - 2.914] (0.017)
Group-EE [90% - 91.5%] (1.5) [0.852 - 0.797] (0.055) [0.192 - 0.199] (0.007) [2.804 - 2.825] (0.021)
Group-ECR [76.1% - 73.25%] (2.85) [0.853 - 0.795] (0.058) [0.186 - 0.187] (0.001) [2.663 - 2.666] (0.003)
Hybrid-EE-ECR [88.6% - 86.3%] (2.3) [0.85 - 0.799] (0.051) [0.185 - 0.186] (0.001) [2.821 - 2.852] (0.031)
NiCE [100% - 100%] (0.0) [0.941 - 0.987] (0.046) [0.446 - 0.463] (0.017) [1.658 - 1.361] (0.297)
Prototype [82.6% - 77.8%] (4.8) [0.917 - 0.97] (0.053) [0.147 - 0.146] (0.001) [15.254 - 15.25] (0.004)
DiCE [100% - 100%] (0.0) [0.889 - 0.836] (0.053) [0.349 - 0.346] (0.003) [1.251 - 1.313] (0.062)

Adult

Individual-EE [96.5% - 96.6%] (0.1) [0.454 - 0.383] (0.071) [0.13 - 0.131] (0.001) [2.257 - 2.283] (0.026)
Group-EE [96.5% - 96.9%] (0.4) [0.454 - 0.382] (0.072) [0.159 - 0.157] (0.002) [2.155 - 2.187] (0.032)
Group-ECR [93.3% - 93.7%] (0.4) [0.454 - 0.383] (0.071) [0.142 - 0.135] (0.007) [2.128 - 2.138] (0.010)
Hybrid-EE-ECR [96.0% - 96.6%] (0.6) [0.441 - 0.371] (0.070) [0.195 - 0.192] (0.003) [2.498 - 2.516] (0.018)
NiCE [100% - 100%] (0.0) [0.488 - 0.548] (0.060) [0.201 - 0.21] (0.009) [1.398 - 1.601] (0.203)
Prototype [44.88 % - 39.1%] (5.78) [0.493 - 0.565] (0.072) [0.37 - 0.39] (0.02) [5.9 - 6.2] (0.3)
DiCE [100% - 100%] (0.0) [0.541 - 0.571] (0.030) [0.246 - 0.248] (0.002) [1.669 - 1.71] (0.041)

SSL

Individual-EE [91.7% - 88.5%] (3.2) [0.01 - 0.021] (0.011) [0.149 - 0.178] (0.029) [1.636 - 1.733] (0.097)
Group-EE [91.5% - 89.3%] (2.2) [0.005 - 0.019] (0.014) [0.123 - 0.176] (0.053) [1.257 - 1.485] (0.228)
Group-ECR [88.3% - 81.7%] (6.6) [0.012 - 0.021] (0.009) [0.126 - 0.167] (0.041) [1.148 - 1.378] (0.230)
Hybrid-EE-ECR [92.8% - 90.9%] (1.9) [0.017 - 0.026] (0.009) [0.187 - 0.213] (0.026) [1.287 - 1.482] (0.195)
NiCE [100% - 100%] (0.0) [0.067 - 0.233] (0.166) [0.05 - 0.1] (0.050) [1.147 - 1.317] (0.170)
Prototype [73% - 37.14%] (35.86) [0.06 - 0.186] (0.126) [0.034 - 0.039 (0.005)] [1 - 1] (0)
DiCE [100% - 100%] (0.0) [0.176 - 0.274] (0.098) [0.29 - 0.265] (0.025) [1.497 - 1.638] (0.141)

Law

Individual-EE [77.4% - 79.6%] (2.2) [0.277 - 0.268] (0.009) [0.059 - 0.051] (0.008) [1.886 - 1.832] (0.054)
Group-EE [82% - 83%] (1) [0.277 - 0.268] (0.009) [0.072 - 0.066] (0.006) [1.784 - 1.694] (0.090)
Group-ECR [73.6% - 73.4%] (0.2) [0.282 - 0.276] (0.006) [0.069 - 0.066] (0.003) [1.894 - 1.845] (0.049)
Hybrid-EE-ECR [78.8% - 80%] (0.2) [0.278 - 0.27] (0.008) [0.079 - 0.07] (0.009) [1.823 - 1.768] (0.055)
NiCE [100% - 100%] (0.0) [0.639 - 0.733] (0.094) [0.174 - 0.156] (0.018) [1.679 - 1.5] (0.179)
Prototype [35.5% - 37.2%] (1.7) [0.671 - 0.658] (0.013) [0.096 - 0.07] (0.026) [2.051 - 2.1] (0.049)
DiCE [100% - 100%] (0.0) [0.712 - 0.801] (0.089) [0.197 - 0.181] (0.016) [1.161 - 1.148] (0.013)
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is relevant as it clarifies the implications of enforcing fairness constraints compared to
traditional CFs.

Validity Across all datasets and scenarios, our approach consistently achieves high
CF validity, typically ranging from 86% to 91% for Alzheimer, from 88% to 96% on
Adult and SSL, and from 77% to 83% on Law, with the exception of under Group-ECR.
This performance is comparable to the validity of CFs generated with DiCE and NiCE
for the SSL and Adult datasets, where it is more stable than prototype-based CFs, with
substantial drops in certain datasets like Alzheimer and Law. For instance, our approach
under Hybrid-EE-ECR scenario attains validity rates of 88.6–86.3% on Alzheimer, 96.0–
96.6% on Adult, 92.8-90.9% on SSL, and around 78.8-80% on Law for both groups.
DiCE reaches full validity (100%) on all datasets. By contrast, prototype-based CFs
exhibit highly inconsistent behavior and achieve 82.6-77.8% on Alzheimer, while their
validity is low on Adult (as low as 39.1%) and SSL (37.14%) for certain groups. As
observed, some values are lower than baselines, but this comes at the cost of other
metrics, as explained later in details.

We now compare the results achieved across the diverse fairness scenarios. For
Individual-EE and Group-EE, validity remains very high generally in the upper 90s
across SSL and Adult, above 86% for Alzheimer, and above 77% for Law. In contrast,
the Group-ECR scenario yields slightly lower validity in some cases (e.g., 73.25% on
Alzheimer, 81.7% on SSL), reflecting the stricter constraints imposed by enforcing ECR.
Importantly, our approach under the Hybrid-EE-ECR scenario balance validity at con-
sistently high levels, ranging from 88.6–86.3% on Alzheimer, 96–96.6% on Adult, and
around 92% on SSL. These results demonstrate that our approach maintains consis-
tently high CF validity across datasets and fairness scenarios, with Hybrid-EE-ECR bal-
ancing quality metrics relative to baselines and group constraints.

Plausibility In terms of plausibility, measured as reconstruction error (Sec. 8.4),
where lower values indicate more plausible CFs, our approach across fairness scenarios
achieves plausibility scores that are consistently close to the training reconstruction
error, indicating that the generated CFs remain realistic and aligned with the data dis-
tribution. For example, in the Alzheimer, plausibility ranges between 0.797 and 0.85
compared to the training error of 0.822, with similar patterns observed on Adult, SSL
and Law. Compared to the baselines, a significant difference emerges: NiCE and DiCE
achieve very high validity at the expense of plausibility, yielding reconstruction errors
that are noticeably higher than those of our approach (e.g. > 0.9 on NiCE on Alzheimer,
and > 0.545 for Adult). Prototype-based CFs also show less plausibility in many cases,
making them less reliable overall.
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Similarity and Minimality Similarity and minimality assess how closely generated
CFs resemble the original instances. NiCE and DiCE produce CFs with relatively high
Gower distances compared to the fairness scenarios, for example, 0.446–0.463 on
Alzheimer of NiCE, and 0.246–0.248 of DiCE on Adult, indicating less similarity to the
original inputs. Prototype CFs perform differently on different datasets, with as high
as 0.37–0.39 on Adult, they alter up to 15 features on Alzheimer and > 6 on Adult. In
contrast, our approach consistently produces CFs that are both closer to the original
instances and require only a small number of modifications across all scenarios. For
example, in Individual-EE in Adult, the approach generates CFs with Gower distances
of 0.13 while modifying an average of 2.28 features. In Group-EE, our proposed ap-
proach results in a similar number of feature changes (2.1 features on Adult) but still
maintains low Gower values (0.159–0.157). In Hybrid-EE-ECR, the approach provides
a balanced trade-off, producing CFs with moderate edits (e.g., two features and a simi-
larity of 0.195-0.192 on Adult, and 2.5 features, with similarity values of 0.203–0.210
on Alzheimer). For Law, the emphasis on similarity and minimality helps explain its
lower validity score compared to baselines, as our approach achieves notably higher
similarity than the baselines, for instance, 0.197 on DiCE compared to 0.079 on Hy-
brid‑EE‑ECR, highlighting its stronger alignment performance. Overall, across datasets,
our approach preserves proximity to the original data while avoiding excessive edits.

Takeaway 8: Our approach demonstrates that fairness constraints do not necessarily
impose significant drawbacks on CF quality, but balance different metrics. While baseline
approaches often exhibit trade-offs between fairness and performance metrics, such
as achieving high validity at the expense of similarity. The integration of fairness ob-
jectives preserves validity, plausibility, and similarity at levels comparable to existing
baselines. In addition, hybrid fairness balances individual and group fairness while
preserving the quality of CFs and maintaining fairness at both levels.
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8.6.5 Proof of Convergence of RL
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Figure 8.6. Visualization of RL performance metrics for a sample experiment on the
Alzheimer dataset.

Fig. 8.6 illustrates the convergence plots of the RL-based approach with Hybrid-EE-
ECR during training, showing the evolution of two key SAC metrics: mean reward and
the entropy coefficient. The mean reward curve shows that the RL agent’s performance
improves over time, indicating effective learning that generates CFs. The entropy coef-
ficient plot reflects the degree of exploration during training. The rising mean reward
indicates that the agent is learning to maximize cumulative rewards. The upward trend
in the entropy coefficient confirms that the agent balances reward maximization with
exploration, a desirable property for the search for CF solutions.

8.7 Conclusion

In this chapter, we address the problem of generating fair counterfactual explanations
(CFs) with the aim of ensuring that individuals who share comparable attributes or
belong to different protected groups (e.g., demographic groups), are provided with
comparable explanations. We define fairness in CFs at the individual, group, and hy-
brid levels and propose a model-agnostic, reinforcement-learning-based approach. Our
approach optimizes CF fairness by employing customized reward functions that en-
force equal effectiveness and equal choice of recourse, thereby balancing fairness with
the quality of generated CFs. Experiments across four datasets demonstrate the effec-
tiveness of our approach for generating CFs that adhere to fairness constraints while
preserving their quality. Additionally, we demonstrate the trade-offs of applying hy-
brid fairness constraints and show that this approach does not inherently compromise
CF quality. In terms of limitations, our proposed approach introduces computational



182 8.7 Conclusion

overhead, which may limit scalability in higher-dimensional settings, and provides a
direction for future work to investigate efficient optimization strategies.



Chapter 9

Conclusion

This thesis investigated the interplay between privacy, explainability, and fairness in
Responsible Artificial Intelligence (AI). Its central hypothesis is that these dimensions
should not be treated as isolated desiderata, but as interdependent requirements whose
interactions shape the behavior, risks, and societal impact of Machine Learning (ML)
models. While each principle has beenwidely studied independently, this thesis showed
that interventions targeting one dimension can affect the others in significant and some-
times counterintuitive ways. Privacy-preserving mechanisms may alter explanations,
explanations may expose sensitive information, and fairness interventions may reshape
model explanations. Understanding these interactions is therefore essential for devel-
oping AI systems that are not only accurate but also transparent, privacy-preserving,
and equitable. In particular, this thesis focused on two pairwise interplays: privacy and
explainability, and fairness and explainability.

The first part of the thesis addressed the interplay between privacy and explainabil-
ity. With respect to RQ1, the results showed that explanations, particularly counterfac-
tual explanations (CFs), can increase the privacy attack surface of deployed ML models.
In realistic Machine Learning as a Service (MLaaS) settings, CFs provide useful infor-
mation to adversaries performing model extraction and membership inference attacks.
By revealing local properties of the decision boundary and the actionable changes re-
quired to alter predictions, CFs can help attackers approximate the target model and
infer information about its training data. These findings show that access to expla-
nations should be treated as part of the model’s information disclosure channel and
explicitly considered in privacy threat models.

With respect to RQ2, the thesis analyzed how privacy-preservingmechanisms affect
both explanation-based attacks and the quality of explanations. Differential privacy
(DP) and active learning were investigated as mitigation strategies. The results showed
that incorporating these mechanisms at the model or explanation-generation level can
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reduce privacy leakage but introduce trade-offs that impact predictive performance and
the realism, plausibility, stability, and usefulness of explanations. In particular, privacy-
preserving CF generation reduced leakage risks, as measured by the success of attacks,
while the study of DP in anomaly detection showed that the impact of privacy noise
on SHAP explanations is model- and data-dependent. These findings highlight that
privacy defenses should be evaluated not only in terms of attack reduction or model
performance but also in terms of their impact on the explanations provided to users
and auditors.

With respect to RQ3, the thesis broadened the discussion of privacy beyond the
individual level by looking into collective privacy and its relationship to explainable
AI. This work argued that existing privacy frameworks remain limited when harms
emerge at the level of groups, communities, relationships, or interdependent identities.
Explainability may support collective privacy by making collective risks more visible
and by helping users, regulators, and system designers understand how group-level
inferences are generated. At the same time, explanations must be carefully designed,
since they may themselves expose collective patterns. This frames collective privacy as
both a technical and socio-legal challenge that requires interdisciplinary approaches to
AI governance.

The second part of the thesis investigated the interplay between fairness and ex-
plainability. With respect to RQ4, the thesis examined how fairness-enhancing tech-
niques affect the quality of explanations. The results showed that improving fairness
does not necessarily require sacrificing predictive performance or explanation consis-
tency. In particular, Fair-FLIP substantially improved fairness metrics while incurring
only a marginal reduction in model performance. The preliminary explainability anal-
ysis further indicated that its attention patterns remained close to those of the baseline
model, suggesting that fairness-oriented interventions can be designed to preserve ex-
planatory behavior.

With respect to RQ5, the thesis addressed the fairness of explanations themselves
using a reinforcement learning-based framework to generate fair CFs. This work dis-
tinguished between fair models and fair explanations, showing that satisfying fairness
constraints at the prediction level does not automatically ensure fair or equitable re-
course. The proposed approach defined fairness in CFs at the individual, group, and hy-
brid levels, and optimized for equal effectiveness and equal choice of recourse. Across
multiple datasets, the results showed that CFs can be generated in a way that balances
explanation quality with fairness constraints.

In conclusion, this thesis shows that privacy, explainability, and fairness are deeply
interconnected dimensions of Responsible AI. Treating them independently risks over-
looking how progress in one dimension can create vulnerabilities or inequities in an-
other. By analyzing these interactions, proposing mitigation strategies, and developing
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fairness-aware explanation methods, this thesis contributes to the design of Respon-
sible AI systems that better balance transparency, privacy protection, and equitable
treatment.

Limitations and Future Perspectives

This thesis advances the understanding of the interactions among privacy, explainabil-
ity, and fairness, but several limitations remain.

Pairwise Rather Than Triadic Analysis. The empirical and theoretical investigations
primarily examine pairwise relationships between privacy and explainability, and be-
tween fairness and explainability. This design enables focused analysis of specific ten-
sions such as privacy leakage induced by CFs, the impact of differential privacy on
explanation fidelity, and fairness-driven shifts in explanation structure. However, real-
world deployments might not exhibit such separability, and future work should there-
fore develop unified evaluation frameworks that jointly quantify privacy risk, fairness
disparities, explanation quality, and predictive utility, enabling multi-objective opti-
mization and trade-off analysis.

Model and Explanation Families. The empirical studies rely on selected model classes
for classification, datasets, and explanationmethods, with emphasis on counterfactuals
and feature attributions. Although these methods are widely adopted in the real world,
they represent a subset of explainability techniques. Extending the analysis to gradient-
based, example-based, concept-based, and intrinsically interpretable models, as well
as explanation methods for large language models and multimodal systems, would
provide a more comprehensive characterization of the triadic interplay.

Computational Metrics and Human Interpretability. Explanation quality is assessed
primarily through computational metrics (e.g., validity, plausibility, proximity, spar-
sity, stability). While these metrics enable reproducible comparison, they only approx-
imate human interpretability. Explanations that satisfy numerical criteria may still be
perceived by users as unrealistic, unactionable, or inequitable. Future work should
therefore incorporate human-centered evaluation through user studies involving af-
fected individuals, domain experts, auditors, and system designers, to assess whether
private and fair explanations are understandable, trustworthy, actionable, and equi-
table in practice.
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Fairness Definitions and Explanation-Level Fairness. The fairness analyses focus on
selected notions of fairness, including group fairness, individual fairness, and met-
rics such as equal effectiveness and equal recourse. These notions are central, but
fairness remains inherently contextual. Future research should develop richer met-
rics for explanation-level fairness, including intersectional, temporal, causal, and user-
perceived fairness, and examine fairness-aware explanations when protected attributes
are unavailable, noisy, or legally restricted.

Formalization of Collective Privacy. The discussion of collective privacy is primarily
conceptual and socio-technical. While it highlights the limitations of individual-centric
privacy frameworks and the potential role of explainability in supporting collective
governance, collective privacy requires practical formalization. Future work should in-
vestigate how collective privacy risks can be measured, how group-level harms can be
represented, and how privacy guarantees can be extended to dynamic and overlapping
collectives. Designing explanation interfaces that communicate collective risks without
overwhelming users or revealing sensitive information will require interdisciplinary col-
laboration across machine learning, privacy engineering, human-computer interaction,
law, ethics, and the social sciences.

Toward Deployment-Aware Responsible AI. Finally, the findings of this thesis un-
derscore the need for deployment-oriented Responsible AI systems in which privacy,
fairness, and explainability are monitored throughout the model lifecycle. These di-
mensions should be continuously assessed during data collection, model training, ex-
planation generation, deployment, and post-deployment monitoring. Developing prac-
tical tools capable of detecting instability in explanations, increases in privacy risk, or
emergent fairness disparities would translate the conceptual contributions of this thesis
into operational governance mechanisms for real-world AI systems.

Ultimately, these limitations underscore the need for a fundamental shift in how Re-
sponsible AI systems are designed and evaluated. Privacy, explainability, and fairness
must be treated as interdependent, not orthogonal, objectives. This thesis pushes to-
ward integrated, human-centered, and deployment-aware frameworks that can reason
about their trade-offs and synergies as a unified whole.
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