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Abstract

The increasing deployment of autonomous robotic systems in critical applications ne-
cessitates robust methods for ensuring their safety and reliability. A primary obstacle to
this is the “reality gap”, where simulation-based testing, a vital and scalable validation
approach, often fails to represent real-world conditions, thus limiting its effectiveness
in detecting critical failures before deployment. This dissertation addresses this chal-
lenge by proposing and validating a holistic framework for robotic system assurance,
composed of two complementary layers: pre-deployment testing and runtime safety
monitoring.

For pre-deployment assurance, this thesis introduces a novel search-based approach,
Surrealist, which leverages operational data to first replicate real-world behaviors in
simulation with high fidelity and then generate new challenging and realistic test sce-
narios that expose safety-critical failures. The effectiveness of this approach is first
demonstrated on Unmanned Aerial Vehicles (UAVs), where it automatically discovers
critical failure modes. The entire testing workflow is automated and orchestrated by
Aerialist, a modular and scalable test bench developed as a core contribution of this
dissertation.

The generalizability and practical value of the pre-deployment framework are then
confirmed through a comprehensive industrial case study at ANYbotics. The frame-
work was successfully adapted from UAVs to the ANYmal quadrupedal robot and in-
tegrated into their development workflow. It proved highly effective at uncovering
algorithm deficiencies missed by manual methods and provided an objective, repeat-
able benchmark for comparing software versions, leading to its adoption as an essential
pre-release validation gate. This initial success spurred the framework’s further evolu-
tion into the company’s MLOps pipeline, enabling rapid, large-scale benchmarking of
new ML models by reducing test suite execution times from hours to minutes.

To complement pre-deployment testing, this dissertation introduces Superialist, a
lightweight, black-box runtime monitor. Its design is grounded in a large-scale em-
pirical study that established a quantifiable, moderate-to-strong correlation between
observable “decision uncertainty” and subsequent safety violations, revealing that up
to 89% of unsafe states are preceded by anomalous navigation patterns. Superialist
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uses an autoencoder to detect these anomalous patterns in real-time with up to 96%
precision, serving as an effective early warning system that identifies impending safety
hazards up to 50 seconds in advance.

The contributions of this thesis provide a comprehensive, data-driven methodol-
ogy to bridge the reality gap, enhancing robotic system safety through rigorous pre-
deployment testing and real-time runtime monitoring. This work has also fostered
broader community research through the establishment of the international UAV Test-
ing Competition, which is built upon the frameworks developed in this dissertation.
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Chapter 1

Introduction

Over the past decade, the proliferation of autonomous robotic systems has marked
a transformative shift across numerous industrial and commercial sectors. Mobile
robots, including Unmanned Aerial Vehicles (UAVs), legged robots, and autonomous
ground vehicles, are no longer confined to research laboratories; they are actively be-
ing deployed for critical tasks such as automated logistics, large-scale infrastructure
inspection, and hazardous search and rescue operations [36, 47]. As these systems
become more autonomous and operate in complex, human-centric environments, en-
suring their safety, reliability, and predictability has emerged as a paramount concern
for researchers and practitioners alike [24, 33].

The conventionalmethod for validating robotic systems–physical field trials–remains
an indispensable step, but its significant drawbacks in cost, time, scale, and risk neces-
sitate more efficient alternatives. Simulation-based testing has emerged as a powerful
solution, offering a safe, low-cost, and scalable environment for automated and repeat-
able validation [3, 108]. However, its effectiveness is fundamentally constrained by a
well-known challenge: the “reality gap” [41, 94]. This inherent discrepancy between
a robot’s behavior in a simulated environment and its performance in the physical
world undermines the trustworthiness of simulation, making it difficult to generate
truly representative test scenarios and reliably detect critical failures before deploy-
ment [4, 109]. Bridging this reality gap is the central research problem that this dis-
sertation aims to overcome.

To address this, this thesis proposes and validates a holistic framework for robotic
system assurance, illustrated in Figure 1.1. The framework is composed of two comple-
mentary layers: a comprehensive Pre-deployment Safety Assurance suite to enhance
system robustness before deployment, and a Runtime Safety Assurance monitor to
provide an essential layer of in-operation protection.

The Pre-deployment Safety Assurance layer is built upon two core components.
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Figure 1.1. The holistic framework for robotic safety assurance presented in this dis-
sertation, comprising a Pre-deployment Assurance suite (Aerialist and Surrealist) and
a Runtime Assurance layer (Superialist).

The first is Aerialist, a modular and extensible test bench that automates the entire
simulation-based testing workflow [59]. It provides a standardized interface for test
definition and execution, enabling scalable and repeatable experimentation. The sec-
ond component is Surrealist, a novel search-based test generation approach that uses
real-world operational data to enhance the realism of simulation [58]. Surrealist first
analyzes operational logs (including robot trajectory and sensor readings) to replicate
real-world behaviors with high fidelity and then intelligently manipulates these sce-
narios to generate new, challenging test cases that expose safety-critical corner cases.
Its effectiveness was first demonstrated on UAVs, where it consistently discovered pre-
viously unknown failure modes.

A cornerstone of this dissertation is the confirmation of the pre-deployment frame-
work’s generalizability and practical value through a comprehensive industrial case
study at ANYbotics, a world leader in quadrupedal robotics. The framework was suc-
cessfully adapted from UAVs to the ANYmal robot and integrated into the company’s
development workflow for a six-month evaluation [55]. During this period, the tools
provided significant, tangible value to the engineering team. The automated test gen-
eration proved highly effective at uncovering critical algorithm deficiencies that had
been missed by manual testing methods. The framework also provided an objective
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and repeatable benchmark for quantitatively comparing the performance of different
software versions, streamlining their development process. The usability and impact
were so significant that the team adopted the framework as an essential pre-release
validation gate, enhancing their overall verification pipeline and increasing their con-
fidence in the system’s robustness.

Finally, recognizing that pre-deployment testing alone is insufficient, the frame-
work is complemented by a Runtime Safety Assurance layer embodied by Superialist,
a lightweight, black-box runtime monitor [54]. Motivated by an empirical study estab-
lishing a link between observable “Decision Uncertainty” and unsafe states [54], Su-
perialist detects anomalous control patterns in real-time. By training an autoencoder
on nominal flight data, it achieves high precision (up to 96%) in detecting uncertainty
and, more importantly, acts as an early warning system, predicting unsafe states up
to 50 seconds in advance and providing a crucial window for corrective intervention.
As illustrated in the framework architecture, the insights from runtime monitoring cre-
ate a vital feedback loop: unsafe or uncertain scenarios identified by Superialist can
be fed back into Surrealist. This enables a continuous improvement cycle where run-
time failures are systematically reproduced and analyzed in simulation, and targeted
regression tests are generated to help developers improve the system’s robustness.

This dissertation makes the following primary contributions to the field of au-
tonomous systems verification and validation:

• The design and implementation of a modular, general-purpose test bench for
automating simulation-based testing of autonomous robotic systems.

• A novel search-based test generation approach that bridges the reality gap by
creating realistic and challenging simulation scenarios from real-world data.

• A successful cross-domain adaptation and industrial validation of the testing
framework, demonstrating its practical value, effectiveness, and impact in a lead-
ing industrial robotics environment.

• A lightweight, runtime safety supervisor that leverages decision uncertainty to
accurately predict unsafe states in real-time.

• The establishment of a community-wide benchmark, the international UAV Test-
ing Competition, built on this thesis’s frameworks to advance test generation
research.

The remainder of this dissertation is organized as follows. Chapter 2 reviews the
state of the art in robotic systems testing. Chapter 3 introduces Aerialist, the foun-
dational test automation framework, and the robotic use cases studied in this thesis.
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Chapter 4 presents the Surrealist approach for realistic test generation, with a case
study on UAVs, and discusses the UAV Testing Competition. Chapter 5 details the
industrial adoption and cross-domain validation of the framework with quadrupedal
robots at ANYbotics. Chapter 6 presents the Superialist runtime safety monitor, also
validated on UAVs. Finally, Chapter 7 concludes the dissertation, summarizing the
contributions and outlining directions for future research.

Main Publications The work presented in this thesis is based on research that has
been published in the following peer-reviewed conference proceedings and journals:

1. Khatiri, S., Panichella, S., and Tonella, P. “Simulation-based testing of unmanned
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national Conference on Software Engineering: Companion Proceedings (ICSE-
Companion ’24), 2024.

2. Khatiri, S., Panichella, S., and Tonella, P. “Simulation-based test case generation
for unmanned aerial vehicles in the neighborhood of real flights.” In 2023 IEEE
16th International Conference on Software Testing, Verification and Validation
(ICST), 2023.

3. Khatiri, S., et al. “Bridging Research and Practice in Simulation-based Testing
of Industrial Robot Navigation Systems.” 2025 IEEE/ACM International Confer-
ence on Automated Software Engineering (ASE), 2025.

4. Khatiri, S., et al. “When Uncertainty Leads to Unsafety: Empirical Insights into
the Role of Uncertainty in Unmanned Aerial Vehicle Safety.” Empirical Software
Engineering (EMSE) Journal, 2025.

5. Khatiri, Sajad, et al. “ICST Tool Competition 2025–UAV Testing Track.” 2025
IEEE Conference on Software Testing, Verification and Validation (ICST), 2025.



Chapter 2

State of the Art

The verification and validation of autonomous robotic systems is a complex and rapidly
evolving field. As these systems are increasingly deployed in safety-critical applications,
the demand for rigorous and scalable testing methodologies has intensified. This chap-
ter reviews the state of the art in testing autonomous systems, establishing the context
and motivation for the contributions of this dissertation. We first survey the fundamen-
tal challenges inherent in testing robotic systems, then delve into the specific problem
of the “reality gap” in simulation-based testing. Subsequently, we examine existing
approaches for automated test generation and conclude with a review of methods for
runtime safety assurance.

2.1 Challenges in Testing Robotic Systems

Ensuring the proper behavior of autonomous robotic systems remains a significant open
research challenge [4, 8]. Unlike traditional software, these systems are characterized
by a continuous and complex interaction with a dynamic, unpredictable environment.
This inherent complexity makes it difficult to define expected behaviors, create rep-
resentative test oracles [68], and achieve adequate test coverage for certification pro-
cesses [20, 43]. The continuous collection and analysis of real-time data to make run-
time decisions [68, 108] further complicates the verification and validation process,
making it difficult to determine whether a system is behaving as expected under all
possible conditions.

Several empirical studies have highlighted the unique difficulties in this domain.
A foundational study by Afzal, Le Goues, Hilton and Timperley [4] identified the en-
gineering complexity of the test environment as a primary obstacle, emphasizing the
difficulty of designing realistic inputs to thoroughly test the system. This finding is
strongly echoed in a subsequent survey of robotics practitioners conducted by Afzal
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6 2.2 Simulation-Based Testing and the Reality Gap

et al. [3], who report that two of their top concerns are the reality gap between simu-
lated and real-world behavior and the difficulty of reproducing failures encountered in
the field within a controlled simulation environment.

These challenges are further substantiated by in-depth analyses of software bugs in
real-world robotic systems. Wang et al. [109] studied bugs from popular UAV Autopilot
platforms like PX4 and Ardupilot, creating a detailed taxonomy of their root causes.
Their findings revealed that while developers heavily rely on simulators for reproducing
and debugging issues, setting up simulation environments that are realistic enough to
capture the same bugs observed in physical tests is both hard and expensive. Similarly,
an empirical study by Timperley et al. [108] on fixed bugs in the Ardupilot [9] platform
concluded that many bugs could theoretically be detected before field deployment if
more effective simulation-based testing practices were in place.

Collectively, this body of research underscores a critical and unmet need in the
field: the development of advanced methodologies and tools that can systematically
manage the complexity of the test environment, facilitate the creation of realistic and
challenging test scenarios, and ultimately bridge the persistent gap between simulation
and reality.

2.2 Simulation-Based Testing and the Reality Gap

Simulation-based testing has emerged as the most promising approach to address the
cost, safety, and scalability limitations of physical field testing [3, 108, 109]. How-
ever, its effectiveness is fundamentally limited by the reality gap [3, 4, 85, 109]. This
discrepancy between a system’s behavior in simulation and its performance in the phys-
ical world is a central challenge in robotics. Simulations are necessarily simplified for
computational feasibility, yet must reflect real-world phenomena at a given level of
veracity. This gap arises from the difficulty of accurately modeling complex physical
interactions, such as the torque characteristics of actuators, sensor noise and latency,
and the nuances of rendered images like reflections and textures [21].

The reality gap is a particularly acute problem in modern robotics, where practi-
tioners increasingly rely on simulation to evaluate designs and train controllers using
techniques like reinforcement learning [41, 94]. The task of transferring robot skills
acquired in a simulated environment to a physical setting, a process widely referred to
as Sim2Real transfer, remains a significant open challenge [25].

The research community has approached this problem from several angles, primar-
ily focusing on the development phase of robotic controllers. Domain Randomization is
a widely used technique that attempts to bridge the gap by exposing the control algo-
rithm to a wide variety of randomized simulation environments, rather than a single,
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fixed one. The underlying assumption is that if the controller is robust to a sufficiently
diverse range of simulated conditions, the real world will appear as just another vari-
ation it can handle [19, 49, 67, 82]. Other approaches argue that pure simulation is
insufficient and propose combining it with a small amount of real-world data to ground
the simulation [18, 119]. This is often achieved by recalculating the fitness of select
solutions in the real world and incorporating the observed deviation into the optimiza-
tion process [65, 94]. Somemethods also focus on tuning the parameters of the physics
simulator itself to better match real-world observations for a specific scenario [21].

While these studies provide valuable solutions for addressing the reality gap during
the development of robotic systems, far fewer have focused on its implications for the
testing phase. A notable exception is the “world-in-the-loop” simulation proposed by
Hildebrandt and Elbaum [39], which creates a mixed-reality environment by blending
sensor data from both simulated and real-world sources to feed into the system under
test. While powerful, this approach can be complex to set up and may not be suitable
for all testing scenarios. The limitations of current techniques highlight the need for a
testing methodology that can leverage the benefits of simulation while explicitly man-
aging and mitigating the effects of the reality gap by generating test scenarios that are
both realistic and challenging.

2.3 Automated Test Generation for Autonomous Systems

To improve test coverage and efficiency, particularly for complex systems controlled by
Deep Learning (DL), researchers have adapted traditional testing techniques to address
challenges like test input generation [22, 26, 34, 73, 74, 88, 107, 112], test oracle
definition [48, 88, 103], and test adequacy [63, 74, 88]. A significant portion of this
work focuses on generating diverse and effective test scenarios in simulation. These
approaches can be broadly distinguished by their strategy for exploring the vast space
of possible test environments: undirected versus directed generation.

Undirected methods, such as procedural content generation and fuzzing, aim to
create a wide variety of test scenarios through randomization. Procedural content gen-
eration, as explored by Sotiropoulos et al. [101], uses randomization to create open-
space worlds to find navigation bugs, with a later focus on assessing the difficulty of
these worlds [100]. To provide more structure, Parra et al. [87] introduced FloorPlan
DSL for defining indoor test environments and Variation DSL for structured variability,
such as sampling obstacle sizes from a normal distribution. Fuzzing methods, most
notably PHYS-FUZZ by Woodlief et al. [111], systematically vary environmental pa-
rameters and robot poses to uncover crashes in mobile robots. Similarly, tools like
Local Planner Bench [102] support randomized environments to benchmark local ob-
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stacle avoidance algorithms. While these methods excel at creating a wide variety of
test scenarios for broad coverage, they are generally undirected and can be inefficient
at finding the specific, complex failure modes that arise from intricate interactions be-
tween the robot and its environment.

In contrast, directed methods, particularly those using search-based techniques,
offer a more guided approach to failure discovery. These approaches formulate test
generation as an optimization problem, using a fitness function to guide the search
towards more challenging or failure-inducing scenarios. This strategy is prominent
in the autonomous driving domain, where a rich body of work exists on generating
critical test cases. Researchers such as Gambi et al. [30], Stocco et al. [103], Riccio and
Tonella [92], Birchler et al. [15], Birchler et al. [16], and Abdessalem et al. [1] have
successfully employed search algorithms to intelligently explore the vast parameter
space of driving environments—including road layouts, traffic behavior, and sensor
conditions—to find configurations that violate safety requirements. The success of this
paradigm is leading to its adoption in other robotic domains. For instance, MARTENS,
proposed by Humeniuk et al. [44], is a search-based method for testing the DL vision
models used in autonomous manipulators. This body of work demonstrates the power
and efficiency of guided search in systematically and purposefully evolving scenarios
to find critical failures in complex autonomous systems.

2.4 Runtime Monitoring and Safety Assurance

Recognizing that exhaustive pre-deployment testing is infeasible for autonomous sys-
tems, runtime monitoring has become a critical layer of safety assurance [38]. The
goal is to detect anomalous or unsafe behavior during operation, enabling corrective
actions to be taken before a failure materializes, forming the basis for self-healing or
adaptive control systems that can re-plan or enter a safe mode when an anomaly is
detected [12, 75, 113]. This concept is formalized in the emerging field of Dynamic
Safety Assurance (DSA), which advocates for the continuous, through-life management
of a system’s safety case [23, 93]. Unlike traditional, static safety cases developed at
design time, DSA frameworks integrate runtime evidence to continuously assess risks
and the validity of safety arguments, with runtime monitors being a cornerstone of this
process.

Research into runtime monitoring for robotic systems has largely followed two par-
allel threads: anomaly detection and uncertainty quantification. Anomaly detection
approaches aim to identify deviations from a learned model of normal behavior. Early
work in this area focused on detecting anomalies in individual components, such as
sensors [29], motors [71], or communication networks [5, 37, 115]. More recent and
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sophisticated approaches have shifted to system-level monitoring. For instance, Sind-
hwani et al. [97] developed an anomaly detection framework for delivery drones that
learns normal mission behavior from a combination of sensor and control signals. Sim-
ilarly, Shar et al. [95] used an LSTM-based model to detect sequences of flight states
that could lead to physical instability. A common characteristic of these approaches
is their reliance on data from internal sensors and actuators to build a model of the
system’s nominal state.

A related and more powerful concept is uncertainty quantification, which aims to
measure a system’s confidence in its own perceptions and decisions. This has been ex-
tensively studied for Deep Learning (DL) components, where techniques like Bayesian
Neural Networks can provide a rigorous framework for modeling uncertainty [10, 79].
However, a key challenge is that the internal uncertainty of a perception model (e.g., in
computer vision) is often not propagated through the decision-making pipeline to the
final control output [10]. To circumvent this, black-box methods have been proposed
that infer uncertainty from the system’s inputs or outputs, without needing access to
its internal state. A seminal example is the work of Stocco et al. [103], who used an
autoencoder to monitor the input camera feed of a simulated self-driving car. By learn-
ing to reconstruct images from a “normal” driving context, their system could detect
novel or unexpected scenes by measuring the reconstruction error, thereby predicting
potential misbehaviors. While these studies show the promise of data-driven, black-
box techniques for runtime monitoring, the existing literature has yet to fully explore
the relationship between observable uncertainty in a robot’s high-level control signals
and its subsequent safety state.
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Chapter 3

Test Automation for Autonomous
Robotic Systems

The preceding chapter established the significant challenges in verifying and validating
autonomous robotic systems, from the complexity of their interaction with the physical
world to the persistent reality gap in simulation. Addressing these challenges requires
a foundational infrastructure that can automate the tedious and complex aspects of
testing, allowing researchers and developers to focus on higher-level concerns like test
case design and system behavior analysis.

This chapter introduces Aerialist [59], the foundational framework developed as
part of this dissertation to provide such an infrastructure. While existing simulation-
based testing frameworks focus on specific platforms or require manual orchestration,
Aerialist provides a unified, scalable solution that abstracts low-level complexities, en-
abling systematic and reproducible testing across diverse robotic domains. We begin
by detailing the core verification challenges rooted in the concept of robotic mobility.
We then ground these challenges by presenting the two distinct and complex robotic
platforms that serve as the primary use cases throughout this thesis: Unmanned Aerial
Vehicles (UAVs) and industrial quadrupedal robots. Finally, we present the architec-
ture and core capabilities of Aerialist, a general-purpose, extensible framework de-
signed to automate the entire lifecycle of simulation-based testing for these and other
autonomous robotic systems.

3.1 The Challenge of Verifying Robotic Mobility

Robotic mobility—the ability of a system to move purposefully and safely through its
environment—is the core enabling capability for autonomous systems in their most
complex and safety-critical applications. The expected impact of this technology is vast,
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with applications ranging from search and rescue robots navigating unstructured disas-
ter sites, to rovers performing space exploration on distant planets, drones conducting
large-scale crop monitoring, and quadrupedal robots inspecting hazardous industrial
facilities [31, 36, 98].

In all of these high-stakes contexts, the system’s ability to reliably perceive its sur-
roundings and navigate robustly is not just a feature; it is the fundamental prerequisite
for mission success and safety. A failure in mobility—whether a collision, a fall, or an
inability to find a path—is a catastrophic failure of the entire system. As autonomous
systems becomemore integrated into these critical domains, ensuring the robustness of
their mobility functions has therefore emerged as a primary verification and validation
challenge [47]. In this thesis, we focus specifically on the challenges of verifying
robotic mobility, treating it as a core pillar of system safety and reliability.

This capability is typically addressed through a functional hierarchy composed of
two distinct but tightly coupled layers: locomotion and navigation [40]. Locomotion
represents the low-level control of actuators to achieve stable and efficient movement.
The strategies for locomotion vary dramatically with a robot’s physical design and in-
tended operational domain [35]. Wheeled and tracked robots, for example, excel on
relatively smooth surfaces but are limited by rough terrain [98]. In contrast, aerial
robots must manage complex 3D dynamics, while legged robots, such as quadrupeds,
must execute diverse gaits like walking and trotting to navigate challenging environ-
ments like stairs and rubble [40, 81, 116]. Achieving this relies on advanced control
methods, including Model Predictive Control (MPC) [70] and reinforcement learn-
ing [40, 114, 116], to ensure movements are reliable and stable across a wide range
of conditions.

Complementary to this, navigation involves the higher-level, intelligent decision-
making required for the robot to reach a destination safely and efficiently [35]. This
process begins with perception, where sensor data from cameras, LiDAR, and IMUs
are fused to build a model of the surrounding world [86]. Based on this model, the
navigation system must plan optimal or near-optimal paths, avoid both static and dy-
namic obstacles, and adapt to unforeseen changes [86]. This planning is often divided
into two stages: global planning, which maps a high-level route to the goal, and local
planning, which manages real-time reactions and obstacle avoidance [86]. For many
platforms, particularly legged robots, navigation and locomotion are intricately linked,
as the choice of gait and dynamic capabilities directly influences how the robot can
traverse terrain and avoid obstacles [27].

The intricate interplay between perception, planning, and control makes the veri-
fication of robotic mobility a formidable task. A failure in any part of this hierarchy can
lead to mission failure or critical safety violations. Consequently, any effective testing
framework must be capable of orchestrating complex test scenarios that systematically
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stress all layers of the mobility stack, from low-level control stability to high-level nav-
igation logic.

3.2 Robotic Platforms Under Test

To validate the generality and scalability of the proposed testing framework, this dis-
sertation considers two representative and highly complex autonomous platforms: an
Unmanned Aerial Vehicle (UAV) implementing a PX4-based flight control stack, and
the ANYmal quadrupedal robot, designed for autonomous industrial inspection. These
two types of systems—aerial robots and legged robots—were specifically chosen as
they are among the most promising and widely adopted platforms for a variety of real-
world applications, such as autonomous inspection, monitoring, and logistics.

While these platforms embody fundamentally different forms of mobility (aerial
flight versus legged locomotion), this thesis focuses on a common and critical high-
level challenge they both share: waypoint-based navigation. In both use cases, the
core task for the robot is to autonomously plan and execute a safe path to a prede-
fined navigation goal (or a sequence of waypoints), successfully maneuvering around
any obstacles it encounters along the way. This specific pairing—testing an identi-
cal high-level navigation task on two platforms with completely different underlying
physics—makes them the ideal testbed. Their inclusion serves to prove that the devel-
oped testing methodology is modular, successfully abstracts platform-specific details,
and can handle diverse robotic architectures, simulation interfaces, and operational
challenges.

3.2.1 Unmanned Aerial Vehicles (UAVs)

The first use case focuses on autonomous quadcopter UAVs, a domain characterized by
complex flight dynamics and the critical need for reliable navigation in three-dimensional
space. The experiments are built on the PX4 Autopilot [80], a popular open-source
flight control platform widely adopted in both research and industry, running on a de-
velopment kit like the one shown in Figure 3.1. PX4 provides a modular architecture
that supports a range of flight modes, from manual assistance to high-level automa-
tion such as pre-planned waypoint missions. The primary investigated challenge is
autonomous obstacle avoidance, which stresses the capabilities of the PX4-Avoidance
module [91], a component that uses computer vision to perceive and navigate through
cluttered environments.

The validation leverages PX4’s Software-in-the-Loop (SIL) simulation capabili-
ties, which enable the exact firmware flown on a physical drone to be executed and
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Figure 3.1. The PX4 Vision Development Kit (v1.5), the quadcopter used in the UAV
experiments, and its components [90].

tested within a safe, virtual environment. This is achieved by interfacing PX4 with
a physics simulator that provides sensor data and receives actuator commands. Be-
cause the communication interface is identical for both real and simulated UAVs, the
framework developed in this thesis can transparently automate test campaigns in ei-
ther domain. It supports multiple PX4-compatible simulators, including Gazebo [64]
and jMAVSim[90], ensuring flexibility. During execution, all flight data—including
sensor readings, state estimations, and control commands—are recorded in detailed
flight logs, which are automatically collected and parsed for post-flight analysis and
failure diagnosis.

3.2.2 Industrial Quadrupedal Robots

The second use case extends the testing challenge to the domain of legged ground
robots, which present a different set of complexities related to locomotion, terrain in-
teraction, and navigation in confined industrial spaces. This study employs the ANY-
mal D [46] (Figure 3.2), a state-of-the-art quadrupedal robot developed by ANYbotics1
for autonomous industrial inspection tasks. Its legged design enables mobility over
human-centric terrains like stairs, which are inaccessible to wheeled or tracked robots.
The ANYmal D is equipped with a sophisticated sensor suite, including a 360° LiDAR
for mapping, wide-angle cameras for navigation, and multiple depth cameras for com-

1https://www.anybotics.com/

https://www.anybotics.com/
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Figure 3.2. The ANYmal D quadrupedal robot, highlighting its sensor architecture and
key components [7].

prehensive terrain perception. Its software stack is built upon the Robot Operating
System (ROS).

The primary focus here is on robust local planning and obstacle avoidance in
cluttered environments. The robot must safely navigate narrow corridors, doorways,
and other obstacles typical of industrial facilities, a task requiring tight coordination
between its perception, navigation, and locomotion systems. This use case leverages
high-fidelity simulators, including Gazebo and Isaac Gym [76], with a custom, pro-
prietary model of the ANYmal robot and its navigation stack as provided by ANYbotics.
This setup allows for realistic, large-scale testing of the robot’s complete software sys-
tem in a controlled, virtual environment prior to physical deployment.

3.3 Aerialist: A General-Purpose Test Automation Frame-
work

To address the significant engineering complexity involved in testing the robotic sys-
tems described above, this dissertation introduces Aerialist2 [59], a novel, general-
purpose framework for test automation. While initially developed for UAVs, Aerialist
was designed from the ground up with a modular and extensible philosophy, allowing it
to be adapted to other robotic platforms, as demonstrated by its successful application
to the ANYmal quadruped. The core design philosophy of Aerialist is to abstract away
the low-level complexities of simulation-based testing, providing a unified interface
that automates the entire validation workflow. This allows developers and researchers
to focus on the high-level logic ofwhat to test, rather than the low-level implementation

2https://github.com/skhatiri/Aerialist

https://github.com/skhatiri/Aerialist
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of how to run the test.

3.3.1 The Standardized Test Description Model

A fundamental challenge in robotics verification is that manual, system-level tests are
often defined by a combination of implicit configurations, specific physical environ-
ment setups, and sequences of runtime commands. This makes them difficult to re-
produce, version, and scale. To overcome this, Aerialist introduces a standardized,
file-based Test Description Model. This model formalizes all necessary components
of a test into a structured, human-readable YAML format, making test cases explicit,
version-controllable, and portable across different execution environments. The model
is composed of the following core properties:

• Robot Configuration: Specifies the hardware and software setup of the robot
under test, including all necessary parameter values and firmware configura-
tions.

• Environment Configuration: Defines the simulated world, including the choice
of simulator, the simulation scene, weather conditions (e.g., wind), the initial
position of the robot, and the properties of any objects in the scene, such as the
size, position, and orientation of obstacles.

• Mission Configuration: The specific task of the robot during the test. It may
include a predefined autonomous mission plan, or timestamped sequence of ex-
ternal commands to be sent to the robot at runtime, allowing for the simulation
of operator inputs.

• Test Oracle (Optional): Defines the expected outcome or success criteria for the
test. For regression testing, this can be a reference log file from a previous run;
the test passes if the new behavior (e.g., trajectory) is sufficiently similar to the
reference.

• Execution Agent (Optional): Defines how and where the test is run, specify-
ing the execution engine (e.g., local, Docker, or Kubernetes) and the number of
(parallel) repetitions to account for non-determinism.

A sample test description for a PX4 drone is shown in Listing 3.1. This single, self-
contained file provides all the information Aerialist needs to autonomously execute,
analyze, and report on the test.
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1 # 1. Robot Configuration
2 robot:
3 type: px4-sitl
4 params_file: path/to/navigation_params.csv
5

6 # 2. Environment Configuration
7 simulation:
8 simulator: gazebo
9 headless: true

10 obstacles:
11 - shape: box
12 size: {l:10, w:2, h:8}
13 position: {x:20, y:15, z:0, r:0}
14 - shape: cylinder
15 size: {r:1, h:10}
16 position: {x:25, y:-10, z:0, r:0}
17

18 # 3. Mission Configuration
19 mission:
20 commands_file: path/to/mission_commands.csv
21 mission_file: path/to/survey_mission.plan
22

23 # 4. Expectations
24 assertion:
25 log_file: path/to/golden_run.ulg # Optional: for

regression testing
26 variable: trajectory
27

28 # 5. Execution Agent
29 agent:
30 engine: kubernetes # {local , docker , kubernetes}
31 count: 10 # Number of parallel runs to check for non-

determinism

Listing 3.1. A sample Aerialist test description in YAML format.

3.3.2 Architecture and Capabilities

The Aerialist framework is architected around a central Test Runner subsystem, which
ingests the YAML test description and orchestrates the entire testing process using a
set of specialized, modular components (Figure 3.3).
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Figure 3.3. The high-level architecture of the Aerialist framework, showcasing its mod-
ular design and interaction with the robot’s software stack and the simulator [59].

The Generator module first parses the ‘simulation‘ block of the test description to
set up the specified virtual world, placing the robot and any obstacles. The Configu-
rator then uses the ‘robot‘ configuration to initialize the robot under test, setting its
parameters and establishing communication. During the test run, the Commander
triggers the autonomous missions and sends any scheduled inputs defined in the ‘mis-
sion‘ block, while the Monitor observes the robot’s and simulators’ states, checking for
seamless executions of the tests and handling any runtime issues.

A key capability of the framework is its ability to manage large-scale experiments.
By interpreting the ‘agent‘ block in the test description, the Test Runner can distribute
multiple simulation runs as isolated jobs across a Kubernetes cluster. This scalable
and parallel execution is essential for modern search-based testing techniques that
would otherwise be prohibitively time-consuming.

After execution, the Analyst module handles all post-mortem processing. It auto-
matically parses the detailed logs (e.g., PX4 ‘ulog‘ files or ROS ‘bag‘ files) and classi-
fies the final outcome into predefined categories such as Success, Timeout, or Failure.
This automated classification is essential for efficiently calculating high-level metrics
like mission success rate across a large test suite. To address the challenge of non-
determinism in robotic systems, the Analyst module can aggregate results from mul-
tiple parallel runs, providing a statistically robust assessment of system behavior by
reporting the distribution of outcomes or computing an average trajectory.

Perhaps the most critical feature of the Analyst module is its ability to automatically
generate insightful visualizations from the raw log data. As shown in Figure 3.4, these
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Figure 3.4. An example of an automated visualization generated by Aerialist’s Analyst
module. The plot shows 10 repeated runs of a single, “flaky” test case, immediately
revealing the non-deterministic behavior of the UAV’s navigation algorithm under chal-
lenging conditions [59].

plots provide an immediate and intuitive understanding of the robot’s behavior during
a test. They typically include a 2D top-down view of the robot’s trajectory overlaid on
the environment’s obstacle layout, as well as time-series graphs of key state variables
like position, orientation, and velocity. For the tests executed multiple times in paral-
lel, they also include an average trajectory to help identify the “common” behavior. For
developers, these visualizations are an invaluable debugging tool. They make it possi-
ble to quickly diagnose the root cause of a failure—for instance, by observing exactly
where a robot deviated from its intended path or exhibited erratic behavior—without
needing to manually parse complex, low-level log files. This capability significantly
accelerates the debugging and development cycle and was highlighted as a significant
improvement over existing tools during the industrial evaluation at ANYbotics (detailed
in Chapter 5).

3.3.3 Chapter Summary

This chapter established the significant engineering challenges inherent in the verifica-
tion of autonomous robotic systems, rooted in the complexity of robotic mobility. We
introduced two distinct and demanding use cases—an autonomous UAV and an indus-
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trial quadruped—that exemplify these challenges and serve as the validation platforms
for this dissertation.

As a foundational contribution, we presented Aerialist, a general-purpose, exten-
sible framework for automating simulation-based testing of complex robotic systems.
By leveraging a standardized test description model, a modular architecture, and ad-
vanced capabilities for scalable execution and automated analysis, Aerialist provides a
powerful open-source3 platform that overcomes many of the primary obstacles to rig-
orous robotics testing. The practical value of these capabilities, particularly its usabil-
ity and powerful visualizations, was strongly validated during its industrial adoption at
ANYbotics discussed in detail in Chapter 5. This framework provides the essential tool-
ing that underpins the advanced research on test generation and runtime monitoring
presented in the chapters that follow.

3https://github.com/skhatiri/Aerialist

https://github.com/skhatiri/Aerialist


Chapter 4

Realistic Simulation-based Test
Generation for Robotic Navigation
Systems

The previous chapter introduced Aerialist, a foundational framework for automating
the execution and analysis of tests for complex robotic systems. While Aerialist pro-
vides the essential “how”—the infrastructure to run tests in a scalable and repeatable
manner—it does not address the equally critical question of “what” to test. The effec-
tiveness of any testing effort is ultimately determined by the quality of the test cases
themselves. For autonomous robotic systems, a high-quality test case is one that is
both representative of real-world conditions and challenging enough to uncover safety-
critical flaws in the robot’s navigation logic.

This chapter presents Surrealist, a novel, search-based methodology designed to
automatically generate such high-quality test cases [58]. We begin by framing the cen-
tral problem: the “reality gap” that limits the effectiveness of conventional simulation-
based testing. We then introduce the generic, two-phase approach of Surrealist, which
addresses this gap by first replicating real-world behaviors in simulation and then gen-
erating challenging variants in the neighborhood of this replicated reality. The chapter
concludes with a detailed case study demonstrating the successful application of this
methodology to the domain of Unmanned Aerial Vehicles (UAVs), validating its ability
to produce realistic and failure-inducing test scenarios.

4.1 The Simulation-to-Reality Gap in Robotic Testing

As established in the State of the Art, simulation-based testing represents a fundamen-
tal practice for verifying the safety and reliability of autonomous robotic systems [3,
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108]. It offers a cheaper, safer, and more scalable alternative to physical field testing.
However, its practical utility is often limited because the test scenarios considered in a
simulator may not be representative of the actual operational scenarios the robot will
experience in the field. This discrepancy makes it challenging to capture the same bugs
in simulation that might occur in the physical world [4, 109] and to generate simulated
test cases that can reliably expose realistic failures [3].

To illustrate this problem, consider a common scenario in robotics development.
A robotics engineer is tasked with verifying the proper functionality and safety of a
drone’s obstacle avoidance system. The drone has been successfully tested in a real-
world environment containing a few obstacles, and the operational data, or flight logs,
from this test are available. The engineer knows that the system worked in that specific
configuration, but has no guarantee that it will behave safely under slightly different
conditions, such as different obstacle placements, sizes, or orientations. Manually test-
ing all such variations in the field is infeasible due to time and budget constraints.

The logical next step is to use a simulator to explore these variations. However, this
immediately presents two significant challenges. First, how can the engineer faithfully
replicate the original real-world test in the simulation? The physical attributes of the
simulated and real drone are never identical, and unknown environmental factors can
influence behavior. Simply replaying the same commands will not result in the same
trajectory. Second, once a replication is achieved, how can the engineer efficiently
explore the vast space of possible variations to find those few critical scenarios that
might trigger an unsafe behavior? Manually designing these “corner cases” is difficult
and often relies on intuition rather than systematic exploration.

This highlights the need for a new approach to test generation—one that can au-
tomatically bridge the reality gap by grounding simulated tests in real-world data and
then systematically searching for challenging scenarios. While some automated so-
lutions exist for reproducing software crashes [11, 84, 99], they do not address the
complexity of robotic systems, where the state to be reproduced involves not just the
program’s internal state, but also the dynamic state of the physical world.

4.2 Surrealist: A Two-Phase Approach for Test Genera-
tion

To address the challenges of realism and test effectiveness, this thesis introduces Sur-
realist1, a novel, search-based methodology for automatically generating high-quality
test cases for robotic systems [58]. The core idea is to bridge the reality gap by ground-

1https://github.com/skhatiri/Surrealist

https://github.com/skhatiri/Surrealist
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Figure 4.1. Example Surrealist workflow: starting from real-world flight data, the frame-
work reconstructs a faithful simulated counterpart and systematically explores hun-
dreds of realistic variations to uncover potential safety issues.

ing the test generation process in data from real-world operations. Surrealist accom-
plishes this through a unique, two-phase approach that explicitly separates the goal of
achieving realism from the goal of finding failures.

4.2.1 Phase 1: Realistic Test Replication from Field Data

The first phase, Realistic Test Replication, aims to faithfully reproduce a robot’s ob-
served behavior from a physical field test within the simulation environment. Given an
operational log file from a real-world run, Surrealist treats the robot’s recorded trajec-
tory and sensor data as the ground truth. It then formulates an optimization problem:
to find the optimal configuration of the simulated environment (e.g.,, the unknown
positions and sizes of obstacles) that minimizes a distance measure between the simu-
lated behavior and the real-world behavior. The output of this phase is a high-fidelity
simulated test case that mirrors a known, real-world scenario, effectively bridging the
reality gap for a specific operational context.

4.2.2 Phase 2: Generating Challenging Scenarios

The second phase, Challenging Scenario Generation, leverages the realistic test case
from the first phase as a validated starting point. Instead of seeking similarity to reality,
the goal now shifts to discovering safety-critical edge cases. Starting from the replicated
scenario, Surrealist smoothly manipulates the environment and mission properties to
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generate variants in the “neighborhood” of the original test (e.g., by moving, resizing,
or rotating an obstacle). The objective is to find test cases that are more challenging
for the robot’s navigation system, pushing it to its operational limits and potentially
triggering unsafe behaviors or latent bugs that would be difficult to discover through
manual design or purely random testing.

4.2.3 The Generic Search-Based Algorithm

Figure 4.2. High-level flowchart of the generic search-based optimization algorithm.

Both phases of the Surrealist methodology are powered by the generic, search-
based optimization algorithm depicted in Figure 4.2. The problem is formulated as
finding an optimal set of test properties that maximizes a given fitness function, which
is tailored to the specific goal of each phase (i.e., realism or challenge).

As shown in the flowchart, the search process is an iterative, adaptive greedy al-
gorithm. It begins by evaluating an initial seed solution (e.g., a random or manually
defined obstacle configuration) and setting it as the current ‘BEST‘ solution. The al-
gorithm then enters its main loop, which systematically explores the solution space by
applying parameterized operators called mutators to individual test properties (e.g.,
moving an obstacle or a waypoint).

The core of the process is a local search loop. The algorithm first picks a muta-
tion operator and then repeatedly applies it to the ‘BEST‘ solution to generate a new
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candidate. This new candidate is evaluated in simulation. If its fitness is better than
the current ‘BEST‘, the solution is updated, and the algorithm continues to explore in
that promising direction. If the new candidate is not better, the local search adapts
by adjusting its mutation properties (e.g., reducing the step size) to explore the area
more finely. This local search for a given mutator continues until its allocated simula-
tion ‘BUDGET‘ is exhausted or no further improvements are found. The algorithm then
picks the next mutation operator and repeats the process, terminating when the global
budget is spent.

Each candidate solution (a set of test properties) is evaluated by automatically ex-
ecuting the corresponding test case using the Aerialist framework. To account for the
non-deterministic nature of robotic systems, each test case can be executed multiple
times in parallel, with the results being aggregated to produce a reliable fitness score.
The fitness function is the core component that guides the search. For the replication
phase, the fitness is based on a distance metric that quantifies the dissimilarity between
the simulated and real-world trajectories. For the challenge generation phase, the fit-
ness function measures the risk or difficulty of the scenario, for instance, by calculating
the minimum distance between the robot and any obstacles during the mission.

4.3 Instantiating the Framework for Obstacle Avoidance

The generic, two-phase methodology of Surrealist can be instantiated for a wide range
of robotics testing problems. This section details its specific application to the critical
and ubiquitous challenge of autonomous navigation and obstacle avoidance. To apply
the framework, one must define the concrete test properties to be optimized, the mu-
tation operators that manipulate them, and the specific fitness functions that guide the
search in each phase.

4.3.1 Test Properties and Mutation Operators

For a typical navigation task, the search space is defined by two key categories of tun-
able parameters: the configuration of the environment and the specification of the
robot’s mission. In this instantiation, Surrealist considers the properties of the obsta-
cles in the world and the waypoints that define the robot’s path.

The environmental parameters are defined by the physical properties of each of
the N obstacles, including its size (e.g., length, width, and height for a box; or radius
and height for a cylinder), its position as (x, y, z) coordinates, and its orientation in
the vertical axis (yaw). Complementing this, the mission is defined by a sequence of
waypoints, each with a target position (x, y, z) and desired orientation.
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To explore this combined search space, Surrealist employs a set of simple yet effec-
tive mutation operators that can be applied to individual obstacles or waypoints:

• Move Obstacle: Translates an obstacle from its current location by∆x and∆y .

• Resize Obstacle: Modifies an obstacle’s dimensions (e.g., its length, width, or
radius) while keeping its center position fixed.

• Rotate Obstacle: Rotates an obstacle around its geometric center by an angle
of ∆r .

• Move Waypoint: Translates a specific waypoint in the mission plan by ∆wp−x ,
∆wp−y , or ∆wp−z from the current coordinates.

• Rotate Waypoint: Rotates the desired orientation of a specific waypoint by an
angle of ∆wp−r .

The search algorithm, detailed below, systematically applies these mutators to find
the optimal obstacle configurations according to the fitness function of the current
phase.

4.3.2 Fitness Functions

The direction of the search is guided entirely by the fitness function, which must be
carefully defined to match the goal of each phase.

Fitness for Realistic Test Replication

In the first phase, the goal is to minimize the difference between the robot’s trajectory
in simulation and its trajectory from a real-world log file. As these trajectories aremulti-
dimensional time series of potentially different lengths, a specialized distance metric
is required. For this purpose, we use Dynamic Time Warping (DTW) [14], a well-
established algorithm for measuring similarity between two temporal sequences. DTW
finds the optimal alignment between two trajectories by minimizing the Euclidean dis-
tance between their corresponding points. The recursive formula for DTW is:

DTW [i, j] = d(si, t j) +min{DTW [i − 1, j], DTW [i, j − 1], DTW [i − 1, j − 1]}
(4.1)

where d(si, t j) is the Euclidean distance between point i of the simulated trajectory
s and point j of the real-world trajectory t . To handle the non-determinism of multi-
ple simulation runs, we first compute an average trajectory from all runs using DTW
Barycenter Averaging [89] before comparing it to the real-world log. Since the search
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algorithm is designed to maximize fitness, the final fitness value is the negation of the
DTW distance (−DTW ).

Fitness for Challenging Scenario Generation

In the second phase, the objective shifts from realism to finding safety-critical scenarios.
The goal is to generate test cases that force the robot to navigate in close proximity
to obstacles. The fitness function is therefore designed to reward configurations that
result in low robot-to-obstacle distances. It consists of two components:

sum_dist = min
p∈trj.points
∑
o∈obs

d(p, o)

min_dist = min
o∈obs,p∈trj.points d(p, o)

fitness= −(sum_dist+ 2×min_dist)

(4.2)

Here, sum_dist encourages configurations where obstacles are generally close to the
robot’s path, while min_dist specifically rewards scenarios where the robot gets very
close to a single obstacle. The min_dist component is given a higher weight as it is a
stronger indicator of a potentially risky scenario. The entire expression is negated to
be maximized by the search algorithm.

4.3.3 The Search Algorithm in Detail

The adaptive greedy search algorithm that powers both phases is presented in Algo-
rithm 1 and Algorithm 2. Algorithm 1 orchestrates the high-level search, iterating
through all available mutators and invoking a local search procedure for each one. It
manages the overall simulation budget and terminates when no further improvements
can be found.

Algorithm 2 implements the core optimization logic. It performs a greedy search
on the parameter space of a single mutator (e.g.,, the distance to move an obstacle). At
each step, it evaluates two new solutions by moving in positive and negative directions
from the current best parameter value. If an improvement is found, it accepts the new
solution and continues in that direction. To accelerate convergence, the step size is
doubled if the search consistently moves in the same direction. If no improvement is
found, the step size is halved, allowing for a finer-grained search around the local opti-
mum. This adaptive process allows the algorithm to quickly make large improvements
when far from an optimum and to perform a precise search when close to one, making
efficient use of the simulation budget.
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Algorithm 1: GENERIC-TEST-PROPERTIES-SEARCH
Input : seed: original test properties

fitness_func: fitness function to maximize
budget: global search budget (max num of simulations)
min_rounds: minimum ensured round of global search

Result: best: test properties that optimize the fitness
1 begin
2 best = seed
3 evaluation_hash = {}
4 EVALUATE(fitness_func, best, evaluation_hash, budget, NULL)
5 improved = true
6 while improved do
7 improved = false
8 local_budget = budget/(|seed.mutators|×min_rounds)
9 for mutator in seed.mutators do

10 improved = improved ∨ LOCAL-TEST-PROPERTIES-SEARCH(best,
mutator, evaluation_hash, local_budget, budget)

11 min_rounds = min_rounds - 1
12 return best

4.4 Empirical Validation for Autonomous UAVs

To empirically validate the generic, two-phase methodology of Surrealist, the frame-
work was first implemented and rigorously evaluated in the complex and safety-critical
domain of autonomous UAVs [58]. This case study, leveraging the Aerialist framework
for all test automation and execution, was designed to provide strong evidence for
the approach’s effectiveness by answering two primary research questions, each corre-
sponding to one of the core phases of Surrealist.

• RQ1 (Flight Replication): Can Surrealist generate simulated test cases that faith-
fully replicate autonomous flight trajectories from real-world flight logs? The goal
was to replicate the test environment such that the simulated UAV’s trajectory
was as similar as possible to the original one, using only the logged data as input.

• RQ2 (Test Generation): Can Surrealist modify a replicated, simulation-based test
case to make it more challenging for the UAV’s autonomous controller? The goal
was to investigate whether the framework could, starting from a realistic base-
line, discover new environmental configurations that result in unsafe or faulty
behavior.
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Algorithm 2: LOCAL-TEST-PROPERTIES-SEARCH
InOut : best: best solution found so far
Input : mutator: test property mutator
InOut : evaluation_hash: memory of past evaluations
Input : local_budget: max simulations for current mutator
InOut : budget: overall max simulations allowed
Result: improved: previous best solution was improved

1 begin
2 step = mutator.default_step
3 param = mutator.default_value
4 positive_moves = negative_moves = 0
5 iter_with_no_improvements = 0
6 new_best = best
7 while local_budget > 0 ∧ iter_with_no_improvements < MAX_IT do
8 mu1 = MUTATE(best, mutator, param + step)
9 mu2 = MUTATE(best, mutator, param - step)

10 EVALUATE(mu1, evaluation_hash, budget, local_budget)
11 EVALUATE(mu2, evaluation_hash, budget, local_budget)
12 if mu1.fitness > new_best.fitness + ε ∧ mu1.fitness > mu2.fitneess then
13 new_best = mu1
14 param = param + step
15 positive_moves += 1
16 negative_moves = 0
17 iter_with_no_improvements = 0
18 if positive_moves > MAX_SEQ_IT then
19 step = step · 2
20 else if mu2.fitness > new_best.fitness + ε then
21 new_best = mu2
22 param = param - step
23 negative_moves += 1
24 positive_moves = 0
25 iter_with_no_improvements = 0
26 if negative_moves > MAX_SEQ_IT then
27 step = step · 2
28 else
29 if |new_best.fitness - mu1.fitness|< ε ∧ |new_best.fitness - mu2.fitness|< ε

then
30 break
31 step = step / 2
32 positive_moves = negative_moves = 0
33 iter_with_no_improvements += 1

34 improved = false
35 if new_best ̸= best then
36 best = new_best
37 improved = true
38 return improved
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4.4.1 Experimental Design

The validation was structured as a controlled experiment aimed at assessing Surrealist’s
ability to both replicate real-world flights and generate challenging new scenarios that
expose system weaknesses.

System Under Test and Scenarios

The subject of the experiments was a simulated quadcopter controlled by the PX4
Autopilot software stack [80], with the PX4-Avoidance module [91] enabled for au-
tonomous navigation. All experiments were conducted in the Gazebo simulator [64].

For RQ1, the ground truth was an original flight conducted in a real-world environ-
ment. A UAV was flown on an autonomous mission in an empty outdoor parking area
containing a large cargo container (sized approximately 2.5m× 12m× 2.5m). The
trajectory from this physical test, captured in a flight log [57], served as the target for
replication.

For RQ2, a baseline simulated test case was created. In this scenario, a UAV per-
formed a mission that required it to safely navigate around a single, large, building-like
obstacle (8m × 5m × 20m). The objective for Surrealist was to start from this safe
scenario and generate a more challenging version by introducing and optimizing the
position of a second obstacle.

Experimental Procedure and Metrics

To run our experiments, we set the hyper-parameters of Algorithms 1,2 (see Section
4.3.3) to the values reported in Table 4.1. To evaluate our approach, we run SUR-
REALIST to replicate the flight trajectory (RQ1) or generate test cases (RQ2), applying
10 repetitions with the same configurations, to gain statistical validity of our results.
To manage the non-determinism of the simulator, each individual test case evaluation
within the search process involvedmultiple parallel simulations (5 for RQ1, 10 for RQ2).
The entire experimental campaign was executed on a Kubernetes cluster, orchestrated
by the Aerialist framework.

The effectiveness of the approach was measured using several metrics reported in
Table 4.2. For RQ1, the primary metrics were the reduction in Dynamic Time Warping
(DTW) distance and Fréchet distance [28] between the simulated and real-world tra-
jectories, comparing the initial seed environment to the final, optimized environment.
For RQ2, the metrics included the reduction in the minimum distance between the
UAV and any obstacle, as well as the rate of crashes and unsafe behaviors (defined as
flying closer than 1.5m to an obstacle) in the final generated test case. The statistical
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Table 4.1. Experiment Hyper-parameters

RQ Parameter Value
RQ1,2 repetition 10
RQ1,2 MAX_SEQ. 5
RQ1,2 MAX_IT 5
RQ1,2 default_step 4m (MOVE, RESIZE), 30◦ (ROTATE)
RQ1,2 default_value 0m (MOVE, RESIZE), 0◦ (ROTATE)
RQ1,2 ε 0
RQ1 budget 200 (seed 1), 100 (seed 2)
RQ1 min_rounds 4 (seed 1), 2 (seed 2)
RQ1 sim. runs 5
RQ2 budget 50
RQ2 min_rounds 2
RQ2 sim. runs 10

Table 4.2. Experiment Evaluation Metrics

Metric Definition
DTW Reduction (RQ1) = 1− DTW (best,or g)

DTW (seed,or g)(%)
Fréchet Reduction (RQ1) = 1− F rechet(best,or g)

F rechet(seed,or g)(%)
Min_dist Red. (RQ2) = 1− Min_dist(best)

Min_dist(seed)(%)
Crash & Unsafe Rate (RQ2) = % of crash & unsafe in the simulations of best
P-value comparing seed and best fitness distributions
Effect Size comparing seed and best fitness distributions
Needed Budget = # of evaluations to reach best
Eval. Time = average time for each solution evaluation

significance of the results was verified using a one-way ANOVA test, and the magnitude
of the improvement was quantified using the Cohen’s d effect size statistic.

4.4.2 Results: Faithful Replication of a Real-World Flight (RQ1)

The first phase of the evaluation confirmed that Surrealist can successfully bridge the
reality gap by faithfully replicating a real-world flight in simulation. The search started
from two different seed configurations as plotted in Figure 4.3, each with a small,
generic obstacle placed on opposite sides of the flight path to ensure the search was
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not dependent on the starting point.

As shown in Figure 4.4, Surrealist was consistently able to find an optimal size,
position, and rotation for the simulated obstacle that caused the UAV’s trajectory to
closely match the one from the real-world log. Although the final obstacle properties
found in each of the 10 repetitions were not identical, the resulting flight behaviors
were remarkably consistent and realistic. For example, in one representative run, the
algorithm discovered that moving the obstacle 2 meters upwards, rotating it 30 de-
grees, and increasing its height by 2.8 meters led to a near-perfect replication.

The quantitative results, summarized in Table 4.3, underscore the significance of
this achievement. For the first seed, Surrealist reduced the average DTW distance by
83.1% (from 383.5 to 63.15) and the average Fréchet distance by 83.4% (from 6.87m
to 1.14m). For the second seed, the reductions were 48.8% and 51.6% respectively.
The improvements were statistically significant with a very large effect size.

Notably, the final DTW values achieved by the search (63.15 and 59.1) were very
close to the inherent non-determinism of the simulator itself, which was estimated to
have a baseline DTW of 58.5 between identical runs. This indicates that the replica-
tion was about as accurate as theoretically possible, demonstrating that the information
available in operational logs is sufficient for Surrealist to find test properties that faith-
fully replicate autonomous flight trajectories in simulation.

Table 4.3. RQ1 Evaluation Metrics: A comparison of trajectory similarity before (Seed)
and after (Best) optimization by Surrealist, averaged over 10 repetitions.

Metric Seed 1 Seed 2
Seed DTW 383.5 116.1
Best DTW 63.15 59.1
DTW Reduction (%) 83.1% 48.8%
Seed Fréchet (m) 6.87 2.25
Best Fréchet (m) 1.14 1.05
Fréchet Reduction (%) 83.4% 51.6%
P-value 1.9e-12 1.2e-12
Effect Size (Cohen’s d) 7.9 (Large) 8.13 (Large)
Required Simulation Budget 74.8 65
Average Simulation Time 152.9 (s) 158.9 (s)
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Figure 4.3. RQ1 Seeds: Two different obstacle placements used as the seed scenario
for the test generation process and the corresponding flight trajectories (red) [58].

Figure 4.4. RQ1 Results: A comparison of the real-world flight trajectory (blue) and
the faithfully replicated trajectory from the best-found simulation (red). Surrealist au-
tomatically discovered the optimal obstacle configuration to achieve this high-fidelity
replication [58]. All the test generation steps and corresponding plots can be found in
the replication package [56].
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Finding 1 (Flight Replication): The Surrealist framework successfully bridged the
reality gap by automatically discovering environmental configurations that faithfully
replicated a real-world UAV flight in simulation. The search-based approach signifi-
cantly reduced trajectory dissimilarity (up to 83.4% reduction in Fréchet distance),
achieving a level of fidelity close to the inherent non-determinism of the simulator
itself.

4.4.3 Results: Generation of Unsafe and Crashing Scenarios (RQ2)

The second phase of the evaluation demonstrated that, starting from a realistic and safe
baseline, Surrealist can effectively generate novel test cases that expose critical safety
flaws. The search began with a safe scenario where the UAV reliably navigated around
a single large obstacle. By introducing a second obstacle as illustrated in Figure 4.5
and using the risk-based fitness function, Surrealist discovered multiple challenging
environmental configurations that consistently triggered unsafe behavior.

The final generated test case, shown in Figure 4.6, revealed a latent bug in the
UAV’s navigation logic. In this scenario, the UAV becomes “confused” and hesitates,
leading to highly non-deterministic and dangerous trajectories. Across 10 repeated
runs of this single, automatically generated test case, the UAV crashed into an obstacle
in 25% of the runs and violated the 1.5m safety margin in 84% of the runs.

Table 4.4. RQ2 Evaluation Metrics: A comparison of the safety risk before (Seed) and
after (Best) optimization by Surrealist.

Metric Average Value
Seed Min Distance (m) 3.36
Best Min Distance (m) 0
Min Distance Reduction (%) 100%
Crash Rate (%) 25%
Unsafe Rate (%) 84%
P-value 6.7e-12
Effect Size (Cohen’s d) 119.9 (Large)
Required Simulation Budget 36.8
Average Simulation Time 388.1 (s)
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Figure 4.5. RQ2 Seed: The additional obstacle (right) with the same size as the original
one is placed far enough not to influence the flight trajectory [58].

Figure 4.6. RQ2 Results: A challenging and flaky test case automatically generated
by Surrealist. The 10 different colored lines represent 10 runs of this single scenario,
revealing highly non-deterministic behavior and multiple crashes [58]. All the test
generation steps and corresponding plots can be found in the replication package [56].
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The quantitative results, shown in Table 4.4, confirm the effectiveness of the search.
The algorithm successfully reduced the minimum distance to the obstacle by 100%
(from a safe 3.36m in the seed scenario to 0m in the final test). This result was also
statistically significant with an extremely large effect size.

This finding demonstrates that by systematically modifying a simulation-based test
case, Surrealist can generate challenging scenarios that expose the UAV to unsafe be-
haviors or even crashes, successfully identifying safety-critical corner cases that would
be difficult to find through manual test design.

Finding 2 (Test Generation): Starting from a safe, replicated scenario, Surrealist
effectively generated challenging new test cases that exposed a latent bug in the
UAV’s navigation logic. The automatically generated scenario consistently induced
unsafe and non-deterministic behaviors, resulting in a 25% crash rate and an 84%
safety violation rate across repeated runs.

4.4.4 Case Study Conclusion and Limitations

This case study provides strong empirical evidence for the effectiveness of the Surre-
alist methodology in the demanding domain of aerial robotics. The experiments suc-
cessfully demonstrax‘ted that the two-phase approach can both bridge the reality gap
by replicating real-world behaviors and effectively generate challenging test scenarios
that uncover safety-critical failures. While these results are promising, it is important
to consider the threats to validity inherent in such an empirical study.

The conclusions regarding the search algorithm’s effectiveness are supported by
appropriate statistical tests, confirming that the observed improvements are signifi-
cant with a large effect size (conclusion validity). However, the choice of metrics is
crucial for evaluating the results. The study relied on Dynamic Time Warping (DTW)
and Fréchet distance for measuring trajectory similarity—well-established metrics, but
not the only possible choices (construct validity). Furthermore, the inherent non-
determinism of complex simulations was a key challenge, which wasmitigated by lever-
aging the Aerialist framework to execute each test case multiple times and aggregate
the results.

The experimental results are also specific to the technologies used, namely the
Gazebo simulator and the PX4 software stack. While these are widely adopted, further
studies would be needed to confirm the findings on other platforms (internal validity).
Similarly, while multiple seed scenarios were used, the vastness of the search space
means that different starting points could lead to different outcomes.

Finally, and most importantly, the primary validation in this chapter was conducted
on a single, albeit complex, robotic domain: UAVs. While the Surrealist methodology is
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designed to be generic, these results alone are not sufficient to claim its universal appli-
cability (external validity). The question of whether this approach can be successfully
generalized to other platforms with different locomotion and navigation challenges re-
mains open. Addressing this crucial question of industrial adoption and cross-domain
validation is the primary focus of the next chapter.

4.5 Benchmarking Test Generation Techniques: The UAV
Testing Competition

To further validate the research presented in this dissertation and to inspire broader
engagement from the software testing community, the frameworks developed as part
of this work—Aerialist and Surrealist—were used to establish the first international
UAV Testing Competition2 [60, 61, 62]. The competition provides a standardized
platform for researchers to develop and benchmark their own test generation tools for
a complex, vision-based autonomous flight system. The core objective for participants
is to generate diverse and effective test suites that uncover critical vulnerabilities in the
PX4 obstacle avoidance system by manipulating the size and placement of obstacles in
the simulation environment.

The competition is built directly upon the contributions of this thesis. The Aerial-
ist framework serves as the official benchmarking platform, providing all participants
with a robust and easy-to-use infrastructure for defining and executing their tests. The
original Surrealist tool, with its adaptive greedy search, was established as the state-
of-the-art baseline against which all new tool submissions are evaluated.

4.5.1 Competition Format and Evolution

Over its first two editions in 2024 and 2025, held at the International Workshop on
Search-Based and Fuzz Testing (SBFT@ICSE) and the International Conference on
Software Testing, Verification and Validation (ICST), the competition has attracted sig-
nificant interest, with a total of 11 unique and novel tool submissions. The rules and
evaluation criteria have evolved to reflect a growingmaturity and a deeper understand-
ing of the challenges in UAV testing.

In the inaugural 2024 edition, participants were tasked with generating test suites
by adding up to four box-shaped obstacles to a set of predefined mission scenarios [60].
The evaluation was based on a single, comprehensive scoring formula that rewarded
the discovery of severe failures (i.e., flights with a low minimum distance to an ob-

2https://github.com/skhatiri/UAV-Testing-Competition/
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stacle), while also considering test case complexity and diversity. A test’s score was
calculated based on the minimum distance observed across 5 repeated simulations:

point(sim) =


5, if min_dist(sim)< 0.25m

2, if 0.25m≤ min_dist(sim)< 1m

1, if 1m≤ min_dist(sim)< 1.5m

0, if min_dist(sim)≥ 1.5m

(4.3)

For the 2025 edition, the rules were refined to increase the challenge and improve
the evaluation process. The maximum number of obstacles was reduced to three, and
a test suite size limit of 20 was introduced, rewarding tools that could effectively pri-
oritize their most critical test cases. Most importantly, the evaluation was split into
two distinct metrics: a Failure Score to measure effectiveness at finding bugs, and
a Diversity Score to measure the geometric dissimilarity of the generated environ-
ments [61, 62]. The initiative is ongoing, with the 2026 edition planned to introduce
even more complex challenges, such as environmental factors like wind, continuing to
push the boundaries of automated testing for autonomous systems.

4.5.2 A Showcase of Advanced Testing Techniques

The competition has served as a platform for a wide range of advanced test generation
techniques, highlighting the innovation in the field. The tools submitted in the first
two editions include:

• Evolutionary and Search-Based Algorithms: Several tools employed advanced
searchmetaheuristics, including a (1+1) Evolutionary Algorithm (Evolv-1 [66]),
multi-objective search (OptObstacles [51]), Illumination search (DeepHyperion-
UAV [121]), and a cost-aware, mutation-based algorithm (CAMBA [69]).

• Tree-Search Algorithms: Two tools, TUMB [104] and its successor PALM [105],
utilized Monte Carlo Tree Search (MCTS) to explore the vast search space of ob-
stacle placements.

• Surrogate Model-Based Approaches: To reduce the high cost of simulation,
some tools employed surrogate models. These include using an RRT* path plan-
ning algorithm as a fast surrogate fitness function (AmbieGen [45]), and using
predictions from a lower-fidelity simulator to guide test selection in the full-
fidelity simulation (Pseudo-Random [96]).
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• Machine Learning and Learning-Based Approaches: Other participants lever-
aged machine learning, including generative adversarial networks (WOGAN-
UAV [110]), Q-learning with an Upper Confidence Bound strategy (TGen-UQ
[50]), and even Large Language Models (TAIiST [120]).

The results across both editions have consistently demonstrated the value of these
advanced testing techniques in the domain of autonomous systems. The competition
has thus not only fostered innovation but also served as a powerful, community-driven
benchmark that reinforces the importance of the research direction explored in this
dissertation.

Finding 3 (Community Benchmark): The Aerialist and Surrealist frameworks pro-
vided a successful and trusted foundation for the international UAV Testing Com-
petition. By serving as the core benchmarking platform, they have enabled and
stimulated further research, attracting and evaluating numerous advanced testing
techniques from the community.

4.6 Chapter Summary

This chapter introduced Surrealist, a generic, two-phase methodology for bridging
the reality gap in simulation-based testing by generating realistic and challenging test
cases for autonomous robotic systems. The approach first achieves realism by repli-
cating behaviors from real-world operational logs in a simulation environment. It then
generates novel, challenging scenarios by systematically searching in the neighborhood
of this replicated reality to find safety-critical edge cases.

The effectiveness of this methodology was rigorously validated through a case study
on autonomous UAV navigation. The experiments demonstrated that Surrealist can
faithfully replicate real-world flight trajectories with high precision and, subsequently,
discover latent bugs in the UAV’s navigation logic by generating scenarios that lead to
unsafe behaviors and crashes. The framework is open-source and publicly available on
GitHub3. The value of this approach was further validated by the establishment of the
international UAV Testing Competition, which uses the frameworks presented in this
thesis as its core benchmarking platform, providing community proof of the usefulness
and impact of the proposed test generation infrastructure.

This chapter has shown that Surrealist can achieve faithful flight replication and
subsequently manipulate the environment to find challenging conditions that lead to

3https://github.com/skhatiri/surrealist

https://github.com/skhatiri/surrealist
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unsafe behavior, establishing it as a powerful tool for quality assurance. The next chap-
ters of this dissertation will build upon this foundation, first by directly addressing the
external validity of Surrealist through its application to a completely different robotic
domain in an industrial setting and then by exploring runtime safety monitoring ap-
proaches taking advantage of the vast simulation datasets generated by Surrealist.



Chapter 5

Industrial Adoption of the Proposed
Simulation-based Testing Framework

The preceding chapters have introduced a general-purpose framework for addressing
the reality gap in simulation-based testing. The Aerialist framework provides the foun-
dational infrastructure for automated, scalable, and repeatable test execution, while
the Surrealistmethodology offers a novel, two-phase approach for generating test cases
that are both realistic and challenging. While the effectiveness of this framework was
rigorously validated on Unmanned Aerial Vehicles (UAVs), a critical question for any
academic research remains: can the proposed solution be generalized to new domains
and successfully adopted in a real-world, industrial context to deliver tangible value?

This chapter directly addresses this question by presenting a comprehensive case
study on the industrial adoption and evolution of the testing framework. Through a
close, one-year collaborationwithANYbotics1, a world leader in industrial quadrupedal
robotics, the framework was not only adapted and deployed but also extended in a
novel direction that significantly accelerated their development workflow [55].

This effort serves two primary purposes for this dissertation. First, it acts as a
crucial cross-domain validation, demonstrating that the core principles of Aerialist
and Surrealist can be successfully applied from aerial robotics to the distinct challenges
of legged, ground-based robots. This was achieved by integrating the framework with
ANYbotics’ high-fidelity Gazebo simulator for rigorous, system-level testing.

Second, it provides a definitive demonstration of industrial adoption. Integrating
the framework with Gazebo was highly successful, equipping the ANYbotics team with
a powerful tool for rigorous system-level testing. This capability enabled them to ef-
fectively find failures and objectively benchmark different navigation algorithms [55],
representing a significant improvement over previous manual methods.

1https://www.anybotics.com/
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This success motivated the natural next step of the collaboration: extending the
framework’s principles directly into their MLOps pipeline. By adapting the test execu-
tion to run in the massively parallel Isaac Gym simulator, we dramatically shortened the
feedback cycle for ML engineers. This transition allowed for the rapid, automated test-
ing and benchmarking of new navigation models immediately after training—reducing
test suite execution time from over four hours to under ten minutes and enabling sta-
tistically robust metrics through multiple parallel evaluations.

This chapter details both the initial cross-domain transfer and the subsequent evo-
lution, offering empirical insights into how the framework enhanced development effi-
ciency, improved system robustness, and became an integral part of a modern robotics
verification pipeline.

5.1 The Challenge of Ensuring Robustness in Industrial
Robotics

Mobile autonomous robots are revolutionizing industrial workflows in sectors like man-
ufacturing, logistics, and inspection by improving efficiency, productivity, and safety [36,
47]. The ANYmal D quadrupedal robot, shown in Figure 5.1, exemplifies this trend.
Deployed in complex and dynamic environments like industrial plants, it handles in-
spection tasks that are often hazardous or impractical for humans [32, 42]. This creates
an urgent demand for robust and reliable platforms that can be safely operated in the
real world [33, 58].

For industrial robots such as ANYmal, autonomous navigation is a vital capabil-
ity [83]. The ability to plan and follow paths while safely avoiding obstacles is paramount.
As the environment in Figure 5.1 illustrates, a failure in navigation can lead to mission-
critical consequences, including collisions, equipment damage, operational downtime,
and significant safety risks [24]. Consequently, rigorous and comprehensive testing is
not just a quality assurance step but a fundamental requirement for industrial deploy-
ment [17, 58, 59].

However, traditional testing of robotic navigation systems, which often relies on
manual test design and physical trials, faces significant limitations [2, 4, 8]. This ap-
proach is notoriously costly, time-consuming, and fails to cover the full spectrum of
diverse and unpredictable scenarios that a robot might encounter in a real industrial
facility [16, 58, 122]. While physical testing is an indispensable final step, it is par-
ticularly risky and impractical for exploring the edge cases where subtle but critical
failures often hide.

It is precisely this gap—the inefficiency and risk of manual hardware trials—that
makes simulation-based testing such a flexible and necessary alternative. Simulation
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Figure 5.1. ANYmal performs inspection tasks in a typical, cluttered industrial envi-
ronment. Reliable navigation is critical to its mission success and safety [7].

enables the safe, repeatable, and cost-effective testing of navigation and control logic in
high-fidelity virtual environments [3, 108]. As established in Chapter 4, the primary
challenge in this domain is the creation of test scenarios that are both realistic and
challenging enough to be meaningful.

This chapter investigates the industrial adoption of the Surrealist framework, which
was designed to directly target this challenge. This industrial case study was the result
of a deliberate and careful process of technology transfer, beginning with a targeted
search for a partner whose technical needs aligned with the solutions presented in this
thesis. After identifying ANYbotics as a world leader in a field with analogous naviga-
tion challenges, we entered a collaborative exploration phase lasting several months.
This period involved not only deep-dive technical discussions to identify a mutually
interesting and relevant topic for both parties, but also the establishment of a formal
legal framework. By signing a Non-Disclosure Agreement (NDA) and a clear Intellec-
tual Property (IP) agreement between the university and the company, we built the
necessary trust to protect ANYbotics’ proprietary software stack while enabling open
research collaboration. This foundational legal and technical alignment allowed us to
define a clear integration plan, moving the framework from an academic prototype to
an industrial-ready solution.

The collaboration was thus initiated with ANYbotics, using their flagship platform,
the ANYmal D quadrupedal robot introduced in Section 3.2.2. The integration of the
testing framework consisted of an initial pilot phase followed by a full deployment.
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Figure 5.2. The Surrealist test generation process for a 2D robot navigation task. Start-
ing from a manually defined seed test, the system iteratively modifies the environment
by moving, resizing, and rotating obstacles to systematically search for challenging
scenarios that induce navigation failures. This automated exploration uncovers criti-
cal failure cases that are often missed by manual or purely randomized testing [55].
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The initial pilot study, using two experimental navigation algorithms, proved highly
effective. For instance, automatically generated test suites targeting difficult obsta-
cle avoidance scenarios (as illustrated in Figure 5.2) revealed critical weaknesses in
one algorithm, leading to a mission success rate of just 40.3%. The same test suite
then served as an effective benchmark to demonstrate the superior robustness of an
improved algorithm, which achieved a 71.2% success rate.

Following this successful pilot, the ANYbotics team integrated the framework into
their development workflow for a six-month industrial evaluation. They used it to
assess their current released navigation stack and to benchmark four internal candi-
dates for the next product version. A formal survey completed by eight ANYbotics
engineers confirmed the framework’s value, with participants reporting that it signif-
icantly streamlined their workflow, proved effective at uncovering algorithm deficien-
cies missed by manual methods, and enhanced their ability to objectively benchmark
improvements. This chapter details the methodology and results of this industrial case
study.

5.2 Adapting the Testing Framework for a New Robotic
Domain

A key test of the framework’s generalizability was its application to a new and distinct
robotic domain: quadrupedal ground robots. This transition required adapting the
tools and methodologies originally designed for UAVs to meet the specific challenges
of legged locomotion and navigation. This section details the technical approach for
this cross-domain transfer, highlighting the modifications made to the system under
test interface, the Aerialist test bench, and the Surrealist test generator. The overall
integration architecture is depicted in Figure 5.3.

5.2.1 System Under Test Adaptations

The ANYmal robot possesses a large, complex codebase and a sophisticated, propri-
etary software architecture. To integrate the research prototypes (Aerialist and Sur-
realist) without intrusive modifications to this industrial-grade system, a non-invasive
interface was essential. To this end, a System Test Interfacewas developed. This com-
ponent acts as a facade, abstracting the complexities of the ANYmal’s software setup,
simulation configuration, and test execution.

Building upon ANYbotics’ existing Gazebo-based simulation infrastructure, a command-
line interface (CLI) was added to allow for external, automated control over the test
scenarios. This interface is driven by the standardized Aerialist test definition file (as



46 5.2 Adapting the Testing Framework for a New Robotic Domain

ANYmal Simulation Test Container

Sy
st

em
 T

es
t I

nt
er

fa
ce

Generated
 Tests

ROS bag

ANYmal
 Test

Robot 
Trajectory

ANY Aerialist

Aerialist

Test Orchestration

Test Suite Test Report

Seed Test

ANYmal Software Stack

Locomotion

Navigation
ANY Surrealist

Surrealist

Test Generation

Figure 5.3. The integrated architecture for testing the ANYmal robot. The adapted ANY
Surrealist and ANY Aerialist frameworks interact with the proprietary ANYmal software
stack through a dedicated System Test Interface [55].

described in Section 3.3.1 and shown in Figure 5.4). This allows external tools like
Surrealist to precisely specify all aspects of a test—including obstacle parameters, the
robot’s mission plan, and specific configurations—without modifying the internal ANY-
mal code. This approach was crucial for enabling a black-box testing methodology and
ensuring a smooth integration into the company’s existing workflows. For portability,
the entire system, including the simulator, the ANYmal software, and the new inter-
face, was dockerized.

5.2.2 Aerialist Adaptations (ANY Aerialist)

The core design philosophy of Aerialist proved vital for this cross-domain transfer. Al-
though originally developed for the PX4-based UAV ecosystem, its modular architec-
ture was intentionally designed to be extensible. To adapt it for the ANYmal robot, the
framework was refactored, evolving it from a UAV-specific tool into a more generic test
bench for robotic navigation systems. The key modifications included:

• Refactoring for Extensibility: The core codebase was refactored to introduce
abstract interfaces for robot- and simulator-specific functions, decoupling the
generic test orchestration logic from the platform-specific execution details.

• ROS Bag Support: The Analyst module was modified to parse ROS bag files, the
standard data logging format in the ROS ecosystem used by ANYmal, instead of
the PX4 ulog files used in the UAV case study.
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• New Failure Categories: The automated outcome classification was extended
with new categories relevant to the ANYmal’s behavior, including Success, Time-
out, and Safety-Stop—a specific failure mode where the robot’s onboard safety
logic halts its movement to prevent an imminent collision.

• Updated Geometric Calculations: The internal models were updated to treat
the ANYmal as a box, reflecting its true physical dimensions for more accurate
distance-to-obstacle calculations, rather than as a point-mass, which was suffi-
cient for the UAV.

• Enhanced Plotting: The automated visualizations were enhanced based on feed-
back from ANYbotics engineers to include thicker trajectory lines representing
the robot’s physical footprint and annotations for the minimum robot-to-obstacle
distance and obstacle-to-obstacle gap. As shown in Figure 5.4, these improved
plots were a key tool for the engineering team, enabling them to quickly diagnose
test failures.

Figure 5.4. A sample test case for the ANYmal robot, as managed by the adapted Aeri-
alist framework. The figure shows the YAML test description (left), the corresponding
3D simulation environment in Gazebo (middle), and the automated trajectory visual-
ization generated by the Analyst module (right) [55].

5.2.3 Surrealist Adaptations (ANY Surrealist)

Because Surrealist’s dependencies on the underlying robotic platform were already ab-
stracted by Aerialist, its core search-based logic could be reused for the ANYmal with
minimal changes. However, to optimize its effectiveness for quadrupedal navigation,
several enhancements were made based on direct feedback from the ANYbotics team:

• Adapted Fitness Function: The fitness function for challenge generation was
kept conceptually the same—aiming tominimize the robot’s distance to obstacles—
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as ANYbotics engineers confirmed this remained a good proxy for generating
challenging and failure-inducing scenarios.

• Industry-Relevant Seed Scenarios: New seed tests were manually crafted to
reflect common and difficult scenarios in industrial inspection tasks, such as nav-
igating through narrow corridors and standard-sized doorways.

• Waypoint Mutation: A new mutation operator was implemented to allow the
search to manipulate the robot’s mission waypoints (e.g., its starting position) in
addition to the obstacles. This was a specific request from the engineers to find
corner cases related to how the robot perceives obstacles from different angles.

• Support for Regression Testing: A feature was added to easily re-execute an
entire test suite, which proved essential for enabling regression testing across
different versions of the navigation algorithms.

• Extended Metrics: Logging and analysis were extended to capture quadruped-
specific metrics, including path length and deviation, and to provide aggregated
summaries of test outcomes and performance statistics.

5.2.4 Integration Process

Before the technical integration could begin, the primary challenge was to navigate and
understand ANYbotics’ large-scale, proprietary software stack and robot platform. This
involved a substantial learning curve to acquire the necessary “know-how”— under-
standing their internal frameworks, build systems, ROS-based architecture, and spe-
cific simulation environment configurations. A significant portion of the integration
process was dedicated to this knowledge transfer. Working closely with their engi-
neers, the main obstacle was identifying the correct, non-invasive integration points
within their mature code base and determining how to adapt the framework to respect
their existing workflows.

Once this deep understanding was established, the technical adaptation of the
framework proceeded. To facilitate the integration, the public Surrealist2 and Aerialist3
repositories were forked to create ANYmal-specific versions. The core frameworks were
refactored to enhance modularity, while ensuring the forks remained synchronized
with the main repositories for straightforward maintenance. This design proved highly
effective, as the adaptation required minimal new code: Surrealist was extended with
just three new classes inheriting from generic base classes (∼350 LOC), and Aerialist

2http://github.com/skhatiri/Surrealist
3http://github.com/skhatiri/Aerialist

http://github.com/skhatiri/Surrealist
http://github.com/skhatiri/Aerialist
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with two (∼250 LOC). These minimal additions highlight the framework’s modularity
and provide a clear blueprint for extending it to other robotic use cases, following the
detailed guidelines documented in the public repositories.

The full integration process, including the development of the interface and the
adaptation of the frameworks, was completed over a three-month period, facilitated
by bi-weekly meetings and continuous feedback from the ANYbotics team. This col-
laborative and iterative approach was essential for successfully adapting the research
framework to meet the rigorous demands of an industrial application.

5.3 A Two-Phase Industrial Evaluation Methodology

To empirically evaluate the adapted framework’s ability to enhance quadrupedal robot
navigation robustness, a comprehensive, two-phase study was conducted in collabo-
ration with ANYbotics. The evaluation combines quantitative metrics from an initial
pilot study with rich qualitative feedback from a long-term industrial deployment. The
study was guided by the following four research questions:

• RQ1 (Development Process): How does the integrated framework improve the
development workflow and testing practices at ANYbotics?

• RQ2 (Failure Detection): How effective is Surrealist at generating test cases that
reveal failures in ANYmal’s obstacle avoidance?

• RQ3 (Improvement Assessment): Can Surrealist track and quantify performance
improvement across navigation software versions?

• RQ4 (System Verification): How does the integrated framework enhance the ver-
ification process for the ANYmal navigation, ensuring robustness and reliability?

The first phase of the study, a pilot, focused on an initial validation of the framework
on two experimental navigation algorithms to gather quantitative data. The second
phase involved integrating the framework into ANYbotics’ daily workflow for a six-
month period, providing qualitative and empirical evidence of its industrial impact and
value.

5.3.1 Phase 1: Pilot Study

The first phase was a three-month pilot study designed to provide an initial, controlled
validation of the integrated framework on ANYbotics’ navigation software. To demon-
strate the approach’s black-box capabilities without requiring access to proprietary
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code, the evaluation used two experimental obstacle avoidance algorithms provided
by the company: Exp-Nav-A and Exp-Nav-B. The pilot study involved four key steps:

1. Scenario Definition: Five seed test scenarios were manually crafted based on
common and challenging real-world industrial use cases, such as navigating
through narrow corridors or cluttered spaces.

2. Initial Test Generation: The Surrealist framework was used to automatically
generate a test suite (TS-Exp-A) from these seed scenarios, specifically targeting
the first algorithm, Exp-Nav-A, to analyze its performance and expose potential
weaknesses.

3. Algorithm Comparison: The same test suite (TS-Exp-A) was then executed on
a newer, improved algorithm, Exp-Nav-B, to provide a direct, quantitative com-
parison of their performance and robustness.

4. Adaptive Test Generation: To assess how the test generation process adapts
to a more robust system, a new test suite (TS-Exp-B) was generated, this time
tailored specifically to find the unique corner cases and failure modes of Exp-
Nav-B.

Throughout the pilot, an iterative feedback loop was maintained between the author
(acting as lead developer) and three supervisors from the ANYbotics navigation and
testing teams. The performance of each algorithm was evaluated using metrics such as
the Mission Success Rate and Safety-Stop Rate.

5.3.2 Phase 2: Industrial Deployment and Qualitative Evaluation

Following the successful pilot, the framework was deployed and integrated into the
daily development workflow of the ANYbotics navigation team for a six-month period.
A senior engineer, who was not involved in the pilot, led the use of the tool for fail-
ure identification, performance analysis, and to guide improvements for the company’s
proprietary navigation stack. During this phase, the framework was used to test multi-
ple software versions, including the current release, referred to as ANY-Nav-A, and four
internal release candidates, referred to as ANY-Nav-B1−4. The main activities included:

1. Benchmark Generation: The ANYbotics team used Surrealist to generate a
benchmark test suite (TS-ANY-A) for the current release, ANY-Nav-A. This suite
was used to assess its baseline performance and identify core deficiencies to be
addressed in the next version.
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2. Regression Testing and Comparison: The benchmark suite (TS-ANY-A) was
subsequently used for regression testing throughout the development of the next
release. The four candidate algorithms (ANY-Nav-B1−4) were executed against
this suite to quantitatively assess performance improvements and behavioral dif-
ferences.

3. Targeted Failure Replication: After two new types of failures were discovered
during physical field tests of ANY-Nav-A, Surrealist was used to perform targeted
test generation. The goal was to create simulation-based test suites that could
reliably reproduce these specific failures, enabling efficient diagnosis and reso-
lution by the development team.

Due to the confidential nature of the quantitative results from the six-month deploy-
ment (including the performance of the proprietary algorithms and the specific failures
found), the framework’s industrial impact was primarily evaluated through a formal,
qualitative survey. To ensure all participants had a shared context, engineers from
various teams (navigation, locomotion, perception, and verification) first watched a
14-minute video demonstrating the framework’s workflow. The survey then collected
data on the usability of the tools, the effectiveness of the generated tests for failure de-
tection and benchmarking, and the framework’s overall impact on their development
process and confidence in the system. The findings from this evaluation are presented
in the next section.

5.4 Evaluation Results and Industrial Impact

The two-phase evaluation provided both quantitative data from the pilot study and rich
qualitative insights from the long-term industrial deployment. This section presents
these findings, organized by the framework’s observed impact on the development
workflow (RQ1), its effectiveness at detecting failures (RQ2), its utility for benchmark-
ing (RQ3), and its overall contribution to system verification (RQ4). The evaluation
involved a formal survey with eight experienced engineers from diverse teams at ANY-
botics, including navigation, locomotion, perception, and verification. All participants
held advanced degrees (Master’s or PhD), and seven of the eight had more than three
years of professional robotics experience.

5.4.1 Streamlined Development Workflow (RQ1)

A primary goal of the framework was to improve the efficiency and usability of the
testing process. Feedback from both the pilot and deployment phases confirmed a
significant positive impact on the development workflow.
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Table 5.1. Performance comparison of the pilot test subjects.

Subject Test Suite (#) boxes1 boxes2 corridor cylinders L-corridor overall
Succ. Stop Succ. Stop Succ. Stop Succ. Stop Succ. Stop Succ. Stop

Exp-Nav-A TS-Exp-A (429) 39.2% 40.5% 42.1% 44.9% 37.5% 39.8% 75.0% 23.2% 23.1% 52.9% 40.3% 42.2%
Exp-Nav-B TS-Exp-A (429) 81.1% 5.4% 69.2% 0.0% 75.0% 12.5% 98.3% 1.8% 48.1% 16.4% 71.2% 7.7%
Exp-Nav-B TS-Exp-B (422) 72.5% 12.2% 89.8% 8.3% 64.7% 11.8% 76.3% 22.0% 34.8% 5.6% 68.3% 11.1%

During the pilot phase, the iterative process of gathering feedback from ANYbotics
engineers was crucial for refining the framework’s usability. Many key features, such as
the improved plotting in Aerialist and the waypoint mutation capability in Surrealist,
were direct results of this close collaboration.

In the subsequent deployment phase, a formal survey confirmed the framework’s
high usability and positive effect on the engineers’ workflow. The YAML-based test def-
inition in Aerialist was rated highly for its ease of use, with an average score of 4.5 out
of 5; notably, 75% of participants (6 out of 8) found it “easier” or “much easier” to
use than their previous approaches. The built-in automated visualizations were also
praised, receiving an average rating of 4.3, with 60% of participants considering them
“better” or “much better” than alternative tools. Regarding the automated test genera-
tion with Surrealist, participants found it highly intuitive to generate a test suite from
a seed scenario (average rating of 4.1). In terms of efficiency, while 50% considered it
comparable to existing methods, they noted the main benefit was the automation, and
37% reported a “significant improvement” in overall speed.

Finding 4 (Streamlined Workflow): The integrated framework streamlined indus-
trial testing workflows. The Aerialist component was rated highly for usability and
visualization, with 75% of engineers preferring it over prior tools. The Surrealist
component was praised for its intuitive test generation, leading to reduced manual
effort and a more productive test creation process.

5.4.2 Effective Failure Detection (RQ2)

The evaluation demonstrated the framework’s powerful capability for automatically
generating test scenarios that reveal critical, previously unknown failures.

The quantitative results from the pilot study provided strong initial evidence. The
test suite TS-Exp-A, which was automatically generated by Surrealist, proved highly
effective at exposing weaknesses in the experimental Exp-Nav-A algorithm. As shown in
Table 5.1, the algorithm achieved a low overall success rate of just 40.3%, with safety-
stops accounting for 42.2% of outcomes. The generated scenarios were particularly
adept at finding challenging corner cases; for instance, in the L-corridor scenario, the
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Figure 5.5. Robot trajectory comparison with different obstacle avoidance algorithms
in the same test environments [55].

success rate dropped to a mere 23.1%, highlighting a specific weakness in navigating
tight spaces. These weaknesses are visually evident in the robot trajectories plotted in
Figure 5.5 (top row) where the robot fails to find safe path to navigate and the fail safe
mechanism is frequently triggered to avoid potential collisions to obstacles.

This quantitative finding was strongly corroborated by the qualitative feedback
from the long-term deployment. All eight participants rated the framework as either
“Effective” (62%) or “Very Effective” (38%) at identifying previously unknown fail-
ures and corner cases. One engineer’s comment captured the sentiment: “Unknown
edge cases. This is where surrealist shines the most!”. The generated scenarios were
perceived as both realistic (average rating of 4.3) and challenging (3.6), with 50% of
participants finding them more challenging than their typical manually designed tests.
The engineers also confirmed the relevance of the discovered failures, with one stating,
“I never saw a failure case that we did not yet see with Surrealist,” indicating a high



54 5.4 Evaluation Results and Industrial Impact

degree of fidelity between the simulated failures and real-world behaviors.

Finding 5 (Failure Detection): Surrealist’s search-based approach effectively gen-
erated challenging scenarios that revealed critical failures. In the pilot study, it
reduced a preliminary navigation algorithm’s success rate to 40.3%. During the
industrial deployment, all engineers rated it as effective for uncovering previously
unknown failures and corner cases.

5.4.3 Objective Benchmarking and Improvement Assessment (RQ3)

A key capability of the framework is its support for re-executing test suites, which
provides a repeatable, quantitative method for comparing the performance of different
algorithm versions.

The pilot study clearly demonstrated this value. As shown in Table 5.1 and Fig-
ure 5.6, when the improved Exp-Nav-B algorithm was run on the same challenging test
suite (TS-Exp-A), it dramatically outperformed its predecessor. Its overall success rate
was 71.2% compared to 40.3%, and its safety-stop rate was only 7.7% compared to
42.2%. Visual inspection of the trajectories in Figure 5.5 confirmed this quantitative
improvement, showing that Exp-Nav-B consistently executed smoother, more confident
paths. Furthermore, the evaluation showed that the framework could adapt to this im-
proved robustness. When a new test suite (TS-Exp-B) was generated specifically for
Exp-Nav-B, its success rate dropped from 71.2% to 68.3%, demonstrating that Sur-
realist could find new, more difficult corner cases tailored to the weaknesses of the
improved algorithm.

The value of this objective benchmarking capability was strongly confirmed dur-
ing the industrial deployment. The ANYbotics team actively used the test suite re-
execution feature to benchmark new algorithm candidates against the current release
and to inform their enhancement decisions. In the survey, all participants agreed that
the framework was useful for comparing different algorithms, rating its effectiveness
higher than their previous manual methods with an average score of 4.6 out of 5.

Finding 6 (Benchmarking): The framework enables repeatable, quantitative com-
parisons of navigation algorithms. The pilot study clearly distinguished the per-
formance of two algorithms (71.2% vs. 40.3% success rate). During deployment,
engineers rated this benchmarking feature highly (4.6/5) and used it to guide their
development efforts.
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Figure 5.6. Performance comparison of the pilot test subjects for test suite TS-Exp-A.
The second algorithm (Exp-Nav-B, blue) showed a clear and significant improvement
over the initial prototype (Exp-Nav-A, red), with a much higher success rate and a lower
rate of safety-stops across all scenarios [55].

5.4.4 Enhanced System Verification and Confidence (RQ4)

Ultimately, the integration of the framework had a significant positive impact on the
overall verification and validation (V&V) process at ANYbotics, increasing both the
rigor of the testing and the engineers’ confidence in the final product.

The survey results from the deployment phase were unequivocal on this point. All
participants “agreed” or “strongly agreed” that the framework increased their con-
fidence in the system’s robustness, and a strong majority (7 out of 8) stated that it
improved their team’s overall verification ability. This was attributed to its effective-
ness in specific V&V tasks. For finding difficult-to-predict corner cases, all participants
rated the system as “better” or “much better” than manual design. The ability to re-
run test suites for regression testing was considered “extremely valuable” by 86% of
the engineers. The generated scenarios and visualizations were also found to be very
helpful in debugging the root causes of failures (average rating of 3.9).

The framework’s impact was felt across the broader development workflow. A ma-
jority of participants (71%) found the approach “very valuable” for prioritizing physi-
cal, real-world tests, allowing them to focus costly hardware testing on the most critical
scenarios identified in simulation. The framework’s critical role in their process was
best summarized by one engineer who stated they “would not release [new navigation
algorithms] if they were not tested with surrealist,” positioning the tool as an essential
pre-release validation gate.
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Figure 5.7. ANYbotics’ development workflow for releasing new navigation algorithms
includes both simulation and real-robot testing stages. Our approach integrates directly
into the simulation stage, allowing for early detection of critical failures and deficien-
cies before they reach real-robot tests [55].

Finding 7 (Verification): The framework enhances system verification and devel-
oper confidence by systematically uncovering difficult-to-predict corner cases and
enabling efficient regression testing. Participants rated it superior to manual test
design, found its debugging support highly useful, and adopted it as an essential
pre-release validation step.

5.5 From System Validation to Early-Stage Benchmarking:
An MLOps Extension

The successful deployment of the search-based testing framework in Gazebo demon-
strated its significant value for system-level validation [55]. However, the ANYbotics
development workflow for navigation capabilities, as illustrated in Figure 5.7, high-
lighted an opportunity for even greater impact. Their process involves two main sim-
ulation stages: first, ML models for navigation are trained and evaluated in NVIDIA’s
Isaac Gym, a high-performance simulator capable of massive parallelism. Second, the
most promising models are integrated into the full, complex software stack for more
rigorous, high-fidelity testing in Gazebo.

While the Gazebo-based integration of Surrealist provided powerful tools for system-
level validation, its execution time (over four hours for a 400-test suite) created a bot-
tleneck, delaying feedback for ML engineers. This inspired a powerful extension of the
framework: adapting the Surrealist methodology to operate directly in the initial, high-
performance training environment. By “shifting left” and integrating into the MLOps
pipeline, this extension provides immediate, large-scale testing capabilities, dramati-
cally accelerating the development and benchmarking of new ML models.
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5.5.1 A Massively Parallel Simulation Environment with Isaac Gym

To achieve this performance leap, the testing environment was re-engineered to fully
leverage the capabilities of a GPU-accelerated simulator. This work utilized NVIDIA
Isaac Gym, a high-performance physics simulation environment designed for robotics
research, particularly for training reinforcement learning (RL) models where massive
data throughput is essential [76]. Unlike traditional simulators that run on the CPU,
Isaac Gym performs all physics calculations directly on the GPU, enabling the parallel
simulation of thousands of robots in real-time.

To effectively leverage the computational potential of this environment, a simple
black-box integration was insufficient. Instead, the core, valuable features of the Aeri-
alist framework were deeply integrated into ANYbotics’ proprietary ML training infras-
tructure. The Aerialist YAML test definition model was adopted as the standard input
format. A new interface was developed to consume entire test suites (folders of YAML
files) and programmatically translate them into the “train” of test environments seen
in Figure 5.8. This setup allows for the concurrent evaluation of hundreds of ANYmal
agents, each tackling a different scenario or a repeated run of the same scenario.

This approach yielded a dramatic >25x speedup, reducing the execution time for
a 400-scenario test suite from over four hours to less than ten minutes on a single
development laptop. With this high-throughput evaluation, the focus shifted from an-
alyzing detailed, individual logs (like ROS bags) to aggregating high-level performance
statistics. While Surrealist can still be used to generate new test suites for Isaac Gym,
the primary industrial use case for this extension is the rapid benchmarking of newly
trained models against large, existing test suites.

5.5.2 Automated Metrics for MLOps Integration

The high-throughput nature of the Isaac Gym environment enables the rapid collection
of large-scale, statistically significant performance data. This capability was integrated
directly into the MLOps pipeline at ANYbotics, providing ML engineers with immediate
feedback. The framework automatically computes and logs a hierarchical set of metrics
to a TensorBoard dashboard for real-time analysis and historical tracking.

Per-Test-Case Metrics

For each test case, executed with multiple parallel agents, the framework computes
metrics to assess both general performance and non-deterministic (“flaky”) behavior:

• Rate-Based Metrics: These quantify the average performance across all agents
in a single scenario.
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Figure 5.8. The massively parallel testing environment in Isaac Gym. Up: An entire
test suite is arranged as a sequential “train” of environments. Down: Multiple ANY-
mal agents are spawned to execute tests concurrently, enabling rapid and statistically
significant evaluation.
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– Success Rate: The percentage of agents that successfully navigate from start
to goal.

– Collision Rate: The percentage of agents that collide with an obstacle.
– Timeout Rate: The percentage of agents that fail to reach their goal within

the time limit.

• Flakiness Detection Metrics: These boolean metrics identify if a failure of any
type occurred at least once, which is crucial for highlighting scenarios that trigger
rare or non-deterministic bugs.

– Had Success: True if at least one agent successfully navigated during any
of the runs.

– Had Collision: True if at least one agent collided during any of the runs.
– Had Timeout: True if at least one agent timed out.

Aggregate Test-Suite Metrics

To provide a high-level benchmark of a model’s overall capabilities, the per-test-case
metrics are aggregated across the entire test suite (or specific subset of scenarios, e.g.,
the narrow corridors) into two distinct scores:

• Average Performance Score: This score reflects the model’s general robustness
and is calculated by averaging the rate-based metrics across all test cases (e.g.,
Average Success Rate, Average Collision Rate, Average Timeout Rate).

• Failure Discovery Score: To ensure that rare but critical failures are not diluted
by averaging, this score is computed from the flakiness metrics. For example, the
Any-Collision Rate and Any-Timeout Rate represent the percentage of test cases
in the suite that respectively registered at least one collision or timeout. This
score effectively measures the breadth of failure modes discovered, highlighting
whether a model fails in any of the challenging scenarios, even if inconsistently.

This dual-metric approach provides engineers with an immediate, comprehensive
summary of a model’s performance, enabling quick and objective benchmarking. This
tight feedback loop is invaluable for identifying performance improvements and, cru-
cially, for detecting regressions as soon as they are introduced. This extension trans-
forms the Surrealist methodology from a powerful system-level validation tool into a
rapid, early-stage evaluation framework, improving the quality of navigation models
long before they are integrated into the full robotic system for final, high-fidelity test-
ing.
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5.6 Industrial Impact, Lessons Learned, and Limitations

5.6.1 Industrial Impact and Adoption

The research presented in this chapter demonstrates the successful adaptation and
industrial integration of the Surrealist and Aerialist frameworks into the development
workflow at ANYbotics. The successful deployment for testing a proprietary navigation
stackmarks a keymilestone, transitioning the search-based testingmethodology from a
research prototype to a solution demonstrated in its intended operational environment.
This achievement corresponds to a Technology Readiness Level (TRL) 7 [77], a level
of maturity that is rarely reached by academic research projects.

The framework’s adoption and impact are clearly reflected in the survey results:
half of the participants identified themselves as active users, and 75% rated its impact
on their team’s workflow as “very positive”. The majority reported they would continue
to use the tool on a monthly or weekly basis, a strong indication of its sustainable
integration into their development processes. This trust was built on the framework’s
ability to generate meaningful and relevant test cases. As one engineer noted, the tool’s
capability to create “test cases that reflect challenges observed later in the real world [...]
built up trust quite a bit.” This success has also inspired broader adoption within the
company, with the locomotion team now exploring a similar search-based approach,
demonstrating an impact beyond the initial navigation context.

5.6.2 Takeaways for Researchers and Practitioners

The close, year-long collaboration provided several key insights into bridging the gap
between academic research and industrial practice in robotics.

• Integrate with a Non-Invasive Abstraction Layer: The success of this project
was critically dependent on the creation of the System Test Interface—a facade
that allowed the research prototypes (Surrealist and Aerialist) to interact with
ANYbotics’ proprietary software stack in a black-box, non-invasive manner. This
was key for industrial adoption, as it avoided disrupting existing and complex
workflows. Additionally, Aerialist’s generic test description (in YAML) and its
decoupled architecture were instrumental in enabling the smooth extension from
UAVs to quadrupeds.

• Adopt a User-Driven, Iterative Development Process: Beyond the core algo-
rithms, the practical usability of a testing tool is paramount for its adoption.
The pilot phase, with its close, iterative feedback loop involving ANYbotics en-
gineers, was instrumental in refining the framework. Direct user feedback led
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to meaningful and necessary improvements in visualizations, performance met-
rics, and essential features like test suite re-execution, ultimately enhancing the
tool’s utility and ensuring its successful deployment.

• Address the Sim-to-Real Gap Strategically: The survey revealed that the sim-
to-real gap is a relative, not absolute, barrier. It was considered manageable for
navigation, where high-level algorithmic flaws could be successfully identified
in simulation. The engineers’ primary concerns were perception-related (e.g.,
lack of sensor noise, oversimplified obstacles). This reinforces a practical work-
flow: use simulation for broad, cost-effective discovery of high-level algorithmic
and logic-based flaws, and reserve targeted physical testing for scenarios where
perception performance may degrade.

5.6.3 Limitations and Future Directions

While the findings support the positive impact of the integrated framework, several lim-
itations must be considered. The results are fundamentally dependent on the fidelity
of the Gazebo simulation environment and are subject to the well-known “reality gap”.
The test generation process was rooted in a limited set of manually designed seed sce-
narios and was guided by a fitness function focused primarily on obstacle proximity;
these choices, while effective, may not capture all relevant edge cases or dimensions
of scenario difficulty. Finally, the qualitative insights are derived from a small group
of eight engineers at a single company, and the quantitative results are specific to the
ANYmal robot.

The feedback from the study participants also highlighted a clear path for future
evolution. Key directions include further bridging the sim-to-real gap by incorporating
more complex 3D terrains and dynamic obstacles; streamlining the debugging process
by introducing a “real-to-sim” capability to automatically generate test seeds from real-
world failure data; and extending the framework’s scope to new domains, such as
locomotion testing.

On a broader note, this industrial validation serves as a strong proof of concept
for the generalizability of the thesis’s core methodology. The successful adaptation
from aerial robots (UAVs) to a complex legged robot (ANYmal D) demonstrates that
the framework’s core principles—a non-invasive abstraction layer, a standardized test
definition, and a black-box, search-based approach—are not tied to a single platform.
This suggests that the same concepts can be transferred to other industrial robotics
companies and entirely new domains. Promising future applications could include Au-
tonomous Ground Vehicles (AGV) or humanoid robots, which, despite their different
physics, often rely on a similar hierarchical control structure where a high-level navi-
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gation system must be rigorously tested.



Chapter 6

Runtime Safety Monitoring of Robotic
Navigation Systems

The preceding chapters have established a comprehensive framework for the pre-deployment
verification of autonomous robotic systems. The Aerialist framework provides the in-
frastructure for automated test execution, while the Surrealist methodology enables
the generation of realistic and challenging test cases that bridge the reality gap and
uncover critical design flaws. However, while such rigorous, simulation-based test-
ing significantly improves a robot’s robustness, it cannot account for every possible
eventuality that may arise during real-world operation. Even with the most exhaustive
testing, autonomous systems may deviate from their intended behavior at runtime due
to unforeseen factors such as sensor noise, unexpected environmental conditions, or
complex interactions that were not covered in the test suites [58, 117, 118].

This reality necessitates a complementary layer of safety assurance: runtime mon-
itoring. To ensure safe operation, especially in safety-critical applications, it is crucial
to have mechanisms that can actively monitor the system’s behavior during its mission
and provide an early warning of impending failures. The current commercial deploy-
ment of autonomous systems legally reflects this need, often requiring a human pilot to
actively monitor operations and be prepared to assume control if necessary [78]. The
core challenge, therefore, is to develop automated methods that can reliably detect
precursors to unsafe behavior.

This chapter proposes that observable Decision Uncertainty—characterized by in-
consistent, erratic, or unstable patterns in a robot’s high-level control signals—can
serve as such a precursor. While previous work has investigated uncertainty in the
context of specific machine learning components [79, 103], the relationship between
a robot’s holistic, observable decision-making behavior and its subsequent safety state
has remained largely unexplored.

63
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To investigate this, the chapter presents a two-part study. First, we define the
concept of decision uncertainty and detail a large-scale empirical investigation into its
correlation with safety violations in the context of autonomous UAV navigation. Using
a dataset of over 5,000 simulated flights, we quantify the extent to which uncertain
decisions lead to unsafe states. Second, based on the findings of this study, we introduce
and evaluate Superialist, a lightweight, black-box runtimemonitor. Superialist uses an
autoencoder to detect decision uncertainty in real-time from high-level control signals,
providing a practical mechanism for the early prediction of unsafe states.

6.1 An Empirical Study on Uncertainty and Safety in UAV
Navigation

To establish a solid, evidence-based foundation for a runtime monitor, we first con-
ducted a large-scale, data-driven empirical investigation into the relationship between
decision uncertainty and flight safety. The primary goal was to answer a fundamental
question:

• RQ1 (Uncertainty vs. Unsafety): Is there a quantifiable correlation between the
observable uncertainty in a UAV’s decision-making process and the safety of its flight
trajectory?

Figure 6.1 visually illustrates the core concepts of this study. The flight trajectories
show four similar test cases that result in different outcomes across two dimensions:
safety (safe vs. unsafe, based on proximity to obstacles) and certainty (certain vs.
uncertain, based on the smoothness and consistency of the flight path). The right-hand
column (b, d) shows clear signs of decision uncertainty—hesitant, erratic movements—
while the left-hand column (a, c) shows more direct, certain paths. The study aimed
to systematically quantify the relationship between these observable behaviors.

6.1.1 Defining Flight Quality Attributes

Before presenting the methodology and results, it is essential to formally define the key
attributes of flight quality that were investigated: decision uncertainty, flight safety,
and behavioral non-determinism.

Decision Uncertainty. While the concept of uncertainty in autonomous systems
is well-established, it is often tied to the internal state of a specific model (e.g., epis-
temic uncertainty in a neural network) or the inherent randomness of the environment
(aleatoric uncertainty) [52]. In this study, we focus on a different, albeit related, as-
pect: the observable, behavioral effects that arise when a system encounters a situation
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Figure 6.1. Examples of flight outcomes across the dimensions of safety and certainty.
The study aimed to quantify the correlation between these behaviors [54].

that challenges its control logic. We term this phenomenon Decision Uncertainty and
define it operationally based on the system’s high-level output:
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Decision Uncertainty: “The likelihood that the autonomous control system takes in-
consistent, unsteady, or even contradicting control decisions (i.e., movement instruc-
tions) in a short period of time or specific section of the mission. Symptoms may include
deviation from the optimal path, instability, abnormal and hazardous frequent changes
in the movement pattern, and even crashing into nearby obstacles”.

Intuitively, we characterize this behavioral uncertainty by analyzing the stability
and consistency of the UAV’s planned path (its high-level control signals), rather than
its internal parameters. This black-box, output-focused definition is chosen for its po-
tential to enable real-time monitoring using readily available data, regardless of the
specific control algorithm being used.

Flight Safety. While UAV safety encompasses many requirements, this study fo-
cuses specifically on the reliability of the obstacle avoidance system during autonomous
flight. This includes two primary requirements: (1) the UAV must avoid crashing into
obstacles, and (2) it must maintain a safe distance from surrounding obstacles to pre-
vent potential collisions in the event of unforeseen environmental changes (e.g., a gust
of wind). While previous work suggested a fixed threshold of 1.5m as a general safety
margin [58], a more nuanced assessment is often required. Therefore, for this study,
the safety of each flight was assessed manually by human experts, as detailed in the
methodology below.

Behavioral Non-determinism. Many components in a robotic system—including
its hardware and sensors, software platform, and control algorithms—as well as the
simulation environment itself, have some degree of randomness involved. Hence, non-
determinism is an expected characteristic of robot behavior [58, 59]. When the ex-
act same test case is simulated multiple times, it is common to observe slight, and
sometimes considerable, differences in the resulting trajectories, decision certainty,
and even the final safety outcome. This phenomenon is particularly prevalent in chal-
lenging “corner cases”, where a test scenario may pass in some runs but fail in others.
These are often referred to as flaky tests [6, 72]. Such non-deterministic corner cases
are of great interest to this empirical investigation, as they represent the boundary of
the system’s capabilities where the relationship between uncertainty and unsafety is
most critical. The methodology described in the next section explicitly addresses this
non-determinism in the data generation process to ensure statistically valid results.

6.1.2 Methodology: Data Generation and Labeling

A prerequisite for this investigation was a large and diverse dataset containing a suf-
ficient number of flights across all four categories shown in Figure 6.1: safe, unsafe,
certain, and uncertain. To generate this data, we used an extended version of the
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Surrealist framework introduced in Chapter 4. While the original implementation of
Surrealist effectively generates realistic and challenging test cases for obstacle avoid-
ance, its search process is primarily focused on safety violations. To enable a robust
correlation analysis, we needed to generate a dataset that also featured a rich diversity
of uncertain behaviors.

To achieve this, we extended the Surrealist framework by modifying its search pro-
cess. The search algorithm was expanded to not only adjust obstacle positions but also
their size (length and width) and rotation, significantly increasing the diversity of the
generated environmental configurations. More importantly, the fitness function guid-
ing the search was enhanced to prioritize test cases that exhibit non-deterministic
flight trajectories. The rationale is that scenarios producing high variability across
multiple runs are more likely to be at the edge of the system’s decision-making capabil-
ities and thus more likely to exhibit uncertainty. Formally, the new distance function
minimized by the search was defined as:

sum_dist = min
p∈trj.points
∑
o∈obs

d(p, o)

ave_dtw= 1
n

∑
t∈trjs

dtw(t, ave_trj)

distance=
¨
sum_dist - ave_dtw if ave_dtw> MAX_DTW
sum_dist otherwise

(6.1)

Here, sum_dist is the original metric from Surrealist that rewards proximity to ob-
stacles, while the new term, ave_dtw, measures the average DTW distance [14] be-
tween individual flight trajectories and the average trajectory over n runs. By reward-
ing high values of ave_dtw, the search is explicitly guided towards generating flaky,
non-deterministic scenarios.

Using this extended framework, we generated a large pool of test cases by starting
from 6 distinct initial seed scenarios, each defining different initial positions for two
box-shaped obstacles (see Figure 6.2, top, for 3 examples). To ensure diversity, each of
these 6 seeds was used as the starting point for an independent search process. During
each search, one of the obstacles was held fixed, while the other was iteratively resized,
rotated, and moved to optimize the fitness function. To account for non-determinism,
each generated test case was concurrently executed 9 times, with the resulting behav-
ioral diversity immediately visible in the flight path differences (as shown in the bottom
plots of Figure 6.2). This entire campaign resulted in approximately 5,000 flight logs
across the 6 datasets. These datasets were then compared, and the most diversified
one—consisting of 107 unique test cases and 956 total flight logs—was selected for the
in-depth analysis presented in the remaining of this chapter.
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Figure 6.2. Seed test cases (top) used to initialize the search and sample generated
tests (bottom) produced by the extended Surrealist. The diverse and non-deterministic
trajectories in the bottom are directly related to the enhanced fitness function [54].

Table 6.1 summarizes the three datasets used in our study. The dataset generated
using the new diversity-focused search (Extended Surrealist) was split into two subsets:
1) a large train_ds set, consisting of 86 test cases (767 flights) from themiddle iterations
of the search process, was reserved for training the anomaly detection models detailed
in the next section. 2) test1_ds, composed of 21 test cases (189 flights) from the initial
(first 9) and final (last 12) iterations to ensure dissimilarity from the training set, was
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manually labeled and analyzed in this empirical study. A second, independent dataset
from the original Surrealist study [58], test2_ds, was also included in this empirical
study. This set, consisting of 53 test cases (542 flights) generated with a safety-focused
fitness function, allows us to validate the generalizability of our findings across different
test generation strategies.

Table 6.1. The experimental datasets. train_ds was used for training the anomaly de-
tector, while test1_ds and test2_ds were manually labeled and used for the correlation
analysis and monitor evaluation.

Source Dataset #Tests×Exec. #Flights #<1.5m

Extended Surrealist train_ds 86×9 767 325 (42%)
test1_ds 21×9 189 42 (22%)

Original Surrealist [58] test2_ds 53×10 542 199 (37%)

To establish a ground truth for the correlation analysis, test1_ds and test2_ds were
manually labeled by three validators. A custom labeling tool was implemented to dis-
play the trajectory plot for each flight. Based on this visualization, each validator as-
signed two independent labels according to predefined guidelines:

• Safety Label (Safe/Unsafe): A flight was labeled Unsafe if the UAV’s minimum
distance to an obstacle fell below 1 meter, or if it navigated a risky path between
1 and 3 meters from an obstacle that indicated a high collision risk. All other
flights were labeled Safe.

• Certainty Label (Certain/Uncertain): A flight was labeled Uncertain if it exhib-
ited erratic, hesitant, or inconsistent movements in a segment of its path. Flights
with clear, smooth, and direct trajectories were labeled Certain.

To ensure the objectivity and reliability of the ground truth, the final label for each
flight was determined by a majority vote among the three validators.

6.1.3 Findings: Quantifying the Correlation

The analysis of the two manually labeled datasets, test1_ds and test2_ds, revealed a
moderate but significant correlation between decision uncertainty and flight safety.
The confusion matrices detailing the relationship for both datasets are presented in Ta-
ble 6.2. A key observation is the difference between the datasets themselves: test2_ds,
generated using the original Surrealist implementation, contains a higher proportion



70 6.1 An Empirical Study on Uncertainty and Safety in UAV Navigation

of both unsafe (25.5%) and uncertain (30.6%) flights. In contrast, test1_ds, generated
with the extended Surrealist aimed at fostering greater diversity, has fewer unsafe
(13.2%) and uncertain (16.9%) cases, but a higher proportion of borderline scenarios,
as evidenced by a higher disagreement rate among the validators (10.5% vs. 6.5%)
during the manual labeling process.

Table 6.2. The confusion matrices illustrating the relationship between the manually
labeled Safety and Certainty states for the two test datasets.

test1_ds

Unsafe Uncertain Sum
True False

True 16 (8.5%) 9 (4.8%) 25 (13.2%)
False 16 (8.5%) 148 (78.3%) 164 (86.8%)
Sum 32 (16.9%) 157 (83.1%) 189 (100%)

test2_ds

Unsafe Uncertain Sum
True False

True 123 (22.7%) 15 (2.8%) 138 (25.5%)
False 43 (7.9%) 361 (66.6%) 404 (74.5%)
Sum 166 (30.6%) 376 (69.4%) 542 (100%)

As shown in Table 6.3, there is a high level of Agreement Accuracy between the
two labels across both datasets (86.8% and 89.3%), indicating that in the vast majority
of cases, flights were either both safe and certain, or both unsafe and uncertain. To
delve deeper into this relationship, we analyzed two key conditional probabilities.

First, we investigated the likelihood that an uncertain decision would lead to an
unsafe state, represented by p(unsafe | uncertain). The results show that this probabil-
ity ranges from 50.0% in test1_ds to 74.1% in test2_ds. This provides strong evidence
that observable decision uncertainty is a significant risk factor. However, it also reveals
that a notable portion of uncertain behaviors—ranging from 26% to 50%—do not ul-
timately result in a safety violation. In these cases, the UAV exhibits erratic behavior
but eventually recovers and finds a safe path.
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Table 6.3. Statistical metrics quantifying the relationship between the Safety and Cer-
tainty labels.

Metric test1_ds test2_ds

Agreement Accuracy (%) 86.8% 89.3%
p(unsafe | uncertain) 50.0% 74.1%
Confidence Interval [33.6, 66.4]% [66.9, 80.2]%
p(uncertain | unsafe) 64.0% 89.1%
Confidence Interval [44.5, 79.8]% [82.8, 93.3]%

Finding 8 (Uncertainty as a Risk Indicator): Up to 74% of uncertain UAV decisions
lead to unsafe flight states shortly thereafter. This confirms that decision uncertainty
is a strong indicator of potential safety violations, although a significant fraction of
uncertain events are not ultimately related to unsafety.

Second, we investigated the inverse relationship: the likelihood that an unsafe
state was preceded by observable uncertainty, or p(uncertain | unsafe). Here, the
correlation was even stronger, with the probability ranging from 64.0% in test1_ds
to a striking 89.1% in test2_ds. This finding is crucial, as it suggests that the vast
majority of unsafe behaviors have a detectable, observable precursor in the form of
erratic control decisions. However, it also implies that a non-negligible portion of unsafe
states (ranging from 11% to 36%) occur in flights where no significant uncertainty is
evident. These cases represent a different class of failures, where the UAV may operate
with high certainty but still follow a path that leads to a safety violation.

Finding 9 (Uncertainty as a Precursor to Failure): Up to 89% of unsafe states
exhibit significant signs of decision uncertainty before the incident occurs, indicating
that most safety violations have a detectable behavioral precursor. However, over
11% of unsafe states occur without any prior signs of uncertainty.

The 95% Wilson confidence intervals reported in Table 6.3 confirm the reliability
of these conclusions. Despite the wider intervals for the smaller test1_ds dataset, the
ranges support the core findings. This empirical study successfully established a quan-
tifiable, moderate-to-strong link between observable decision uncertainty and safety
violations. The correlation is significant enough to motivate and justify the develop-
ment of a runtime safety monitor based on uncertainty detection, while also clarifying
the inherent limitations of such an approach due to the cases where the two phenomena
do not align.
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6.2 Superialist: A Black-Box Runtime Safety Monitor

Motivated by the empirical findings establishing a clear link between observable deci-
sion uncertainty and safety violations, this section introduces Superialist. This novel,
black-box runtime safety monitor is developed to leverage this correlation. Superial-
ist is designed to detect decision uncertainty in real-time by identifying anomalies in
a robot’s high-level control signals, thereby providing an early warning of potentially
unsafe behavior.

6.2.1 Monitoring Target: The PX4 Autonomous Navigation System

The system used for this investigation is a UAV running the PX4 software stack in mis-
sion mode, which enables fully autonomous flight. As illustrated in Figure 6.3, the
navigation architecture consists of two primary, collaborating modules: PX4-Autopilot,
which oversees the main flight control, and PX4-Avoidance, a separate module respon-
sible for intelligent, camera-based obstacle detection and avoidance [13].

Figure 6.3. The PX4 platform architecture for autonomous navigation. The Flight Con-
troller (running PX4-Autopilot) communicates with a Mission Computer (running PX4-
Avoidance) to ensure a safe flight path [54].

During amission, the system generates several key streams of trajectory data, which
are recorded in the flight logs:

• Desired (Blind) Waypoints (〈ts, xd , yd , zd , rd〉): At each timestep ts, the PX4-
Autopilot calculates an optimal waypoint to reach the next mission point. This
calculation is “blind” as it does not consider any immediate obstacles.
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• Safe (Control) Waypoints (〈ts, xs, ys, zs, rs〉): The PX4-Avoidance module re-
ceives the desired waypoints and, using data from its onboard cameras, checks
for potential collisions. If an obstacle is detected, it updates the waypoint to a
new, safe location. This stream of safe waypoints represents the final, high-level
control signal that the UAV is commanded to follow.

• Local Position (〈ts, x , y, z, r〉): This is the UAV’s actual position in space as es-
timated from its sensors (e.g., GPS, IMU). This represents the resulting flight
trajectory.

Superialist is designed to monitor the Safe (Control) Waypoints stream, as this directly
reflects the final decisions of the obstacle avoidance system before they are executed
by the low-level controllers.

Our preliminary experiments revealed that the most reliable and information-rich
signal for detecting decision uncertainty was the commanded heading angle (rs), or
yaw, from the safe waypoints. This is because the UAV used in this study, like many
commercial drones, relies on a single, front-facing stereo camera for obstacle detec-
tion. To perceive a complex environment, the UAV must physically rotate its body by
changing its heading. During periods of uncertainty, the PX4-Avoidance module often
generates rapid, inconsistent, and oscillating heading commands as it searches for a
safe path, making this single variable a strong indicator of anomalous behavior.

As shown in Figure 6.4, this decision uncertainty is far more evident in the control
signals (left) than in the resulting flight trajectory (right). The erratic, back-and-forth
pattern in the commanded waypoints around point C is a clear signal of instability,
whereas the actual flight path is much smoother due to the physical inertia of the UAV.
By focusing on these raw control signals, Superialist can detect signs of trouble earlier
and more clearly.

6.2.2 Core Approach: Anomaly Detection on Control Signals

The core approach of Superialist is to treat the problem of detecting decision uncer-
tainty as a task of unsupervised anomaly detection. The fundamental idea is to build
a model of a system’s normal or nominal behavior and then identify any significant
deviations from this model at runtime.

A key design principle of Superialist is its black-box nature. It does not require
any internal knowledge of the robot’s control algorithms or access to its low-level state.
Instead, it operates exclusively on the high-level control signals that the navigation
system produces—specifically, the sequence of safe waypoints it commands the robot
to follow. This approach has several significant advantages:
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Figure 6.4. A comparison of the high-level control signals (left) and the resulting flight
trajectory (right). The erratic pattern of the control signals around point C is a clear
indicator of decision uncertainty, which is less apparent in the smoother, final flight
path [54].

• Lightweight: By focusing on a minimal set of high-level data, the monitor is
computationally inexpensive, making it suitable for deployment on resource-
constrained onboard computers.

• Generalizable: Because it is not tied to any specific implementation, the same
monitoring approach can be applied to different navigation algorithms or even
different robotic platforms with minimal modification.

• Non-invasive: The monitor can be added as a supervisory layer to an existing
system without requiring any changes to the core control software.

6.2.3 Implementation with Autoencoders

Superialist is implemented using a convolutional autoencoder, a type of neural net-
work well-suited for unsupervised anomaly detection in time-series data [106]. An
autoencoder is trained to reconstruct its own input. It consists of two parts: an en-
coder, which compresses the input data into a lower-dimensional representation (the
latent space), and a decoder, which attempts to reconstruct the original data from this
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compressed representation. To demonstrate the feasibility of using autoencoders for
uncertainty detection in our context, we employ a convolutional autoencoder with a
simple, common architecture for anomaly detection in time-series data [53], depicted
in Figure 6.5. The following subsections detail the data processing pipeline and the
model’s training and inference process.

Figure 6.5. The convolutional autoencoder architecture used in Superialist. The model
takes a time-series window of heading commands as input and is trained to reconstruct
it. High reconstruction loss indicates an anomalous or uncertain behavior pattern [54].

Data Preprocessing

To prepare the data for the autoencoder, the continuous stream of commanded heading
angles is segmented into fixed-length, overlapping time windows (a window length of
5 seconds with a 2.5-second overlap was used in our experiments). Each window
represents a snapshot of the UAV’s recent decision-making process.

Training and Inference

The autoencoder is trained in an unsupervised manner. The training dataset consists
exclusively of data from nominal flights—that is, flights that are known to be both safe
and certain. This is achieved by filtering the train_ds to include only time windows
where the UAV is operating far from any obstacles. By training only on normal data,
the autoencoder learns to accurately reconstruct the patterns associated with stable
and predictable navigation.

During runtime inference, the trained autoencoder is fed a continuous stream of
time windows from the live flight. When the UAV is operating normally, the input data
matches the patterns the autoencoder has learned, and it can reconstruct the time
window with a very low reconstruction loss (e.g., mean squared error). However,



76 6.3 Evaluation of Superialist’s Predictive Capabilities

when the UAV enters a state of decision uncertainty, the pattern of heading commands
deviates significantly from the normal patterns seen during training. The autoencoder
struggles to reconstruct this unfamiliar data, resulting in a high reconstruction loss.

Superialist detects an anomaly—and thus, a state of decision uncertainty—by set-
ting a threshold on this reconstruction loss. If the loss exceeds the predefined threshold
for a sustained period, a warning is triggered, indicating that the system has entered
an unstable and potentially unsafe state.

6.3 Evaluation of Superialist’s Predictive Capabilities

To evaluate the effectiveness of the Superialist monitor, the trained autoencoder was
rigorously assessed using the two separate, manually labeled test datasets, test1_ds and
test2_ds. The evaluation was designed to answer two key questions:

• RQ2 (Uncertainty Detection): How accurately can Superialist detect the ground-
truth decision uncertainty labels?

• RQ3 (Unsafety Prediction): How well does this uncertainty detection serve as a
proxy for predicting upcoming unsafe states?

6.3.1 Defining the Anomaly Threshold

Establishing an optimal threshold for the reconstruction loss is a crucial element of our
methodology, as this threshold serves to distinguish between normal and anomalous
UAV behavior (i.e., certain and uncertain decisions). We empirically observed that dur-
ing flight, a sudden peak in reconstruction loss is expected and normal when initiating
common maneuvers, such as intentional turns at mission waypoints or switching flight
modes. To accommodate this, we enhanced our methodology by computing the mean
reconstruction loss over n = 4 consecutive time windows instead of considering single
windows. This modification provides a more precise representation of the UAV’s oper-
ational condition, mitigating minor, temporary fluctuations in reconstruction loss and
thus reducing false positives.

Since there is no established standard for an “acceptable” level of decision uncer-
tainty in UAVs, the threshold had to be determined empirically from our datasets. To
do this, we relied on the histogram of the reconstruction loss derived from the nominal
training data. Figure 6.6 represents the frequency distribution of different loss levels
observed during nominal UAV operations. As depicted in the figure (note the logarith-
mic scale), the majority of time windows produced a reconstruction loss below 0.05.
However, there is a significant drop in frequency for values exceeding 0.2. Given the
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Figure 6.6. A histogram of the reconstruction loss for the nominal (safe and certain)
training data. The threshold for anomaly detection was set at 0.3, capturing significant
deviations from this normal distribution [54].

expectation that a small number of anomalies might have survived the filtering of the
training data, we set the anomaly detection (i.e., uncertainty detection) threshold at
θ = 0.3. This threshold was also chosen to favor a higher True Positive Rate (correctly
detected uncertainties), accepting a potential increase in the False Positive Rate (false
alarms) as a trade-off, given the critical importance of early failure detection.

This data-driven approach ensures the threshold is grounded in the system’s nom-
inal behavior, allowing us to effectively identify and capture anomalous behaviors that
deviate significantly from the norm. Using this threshold, only 39 time windows in the
nominal training set (belonging to 4 different flight logs) were flagged as uncertain.
Manual analysis confirmed that these were, in fact, instances of true uncertainty that
had not been filtered from the training data, resulting in a 0% false positive rate on
the training set.

6.3.2 Performance in Detecting Decision Uncertainty (RQ2)

The primary task of the monitor is to identify anomalous patterns in the UAV’s con-
trol signals that correspond to decision uncertainty. Table 6.4 presents the confusion
matrices for this task. The evaluation confirmed that Superialist is highly effective. As
shown in Table 6.5, the model achieved a high precision of 90.0% and 95.7% on the
two test sets, confirming that when Superialist raises an alarm for uncertainty, it is
highly likely to be correct.

The recall was also strong, at 84.4% and 93.4%, indicating that the monitor suc-
cessfully identified the vastmajority of all actual instances of uncertain behavior present
in the datasets. The slightly lower recall for test1_ds can be attributed to the greater di-
versity and subtlety of the uncertain behaviors in that dataset. Overall, with F1-scores
of 87.1% and 94.5%, the results validate that the autoencoder-based approach pro-
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vides a reliable, black-box solution for monitoring and detecting decision uncertainty
in real-time.

Table 6.4. Uncertainty Detection Confusion Matrices

test1_ds

Predicted Uncertain
True False

True 27 3
False 5 154

test2_ds

Predicted Uncertain
True False

True 155 7
False 11 369

Table 6.5. Performance metrics for the Superialist monitor on the two test datasets,
evaluated against both the ground-truth Uncertainty and Safety labels.

Target Label Dataset Precision Recall F1-Score

Uncertainty test1_ds 90.0% 84.4% 87.1%
test2_ds 95.7% 93.4% 94.5%

Unsafety test1_ds 43.3% 52.0% 47.3%
test2_ds 74.1% 87.0% 80.0%

Finding 10 (Uncertainty Detection): Superialist effectively detects anomalies in
the high-level control signals of UAVs, enabling cost-effective real-time identification
of decision uncertainties. With a precision of up to 95.7% and a recall of up to 93.4%,
the autoencoder approach stands as a reliable black-box solution for monitoring UAV
decision-making.

6.3.3 Performance in Predicting Unsafe States (RQ3)

The second, more challenging goal was to evaluate how well this detected uncertainty
could predict actual safety violations. The confusion matrices for this task are shown
in Table 6.6. As detailed in Table 6.5, when the monitor’s predictions were evaluated
against the ground-truth safety labels, there was a notable decline in performance,
particularly in precision. The precision for predicting unsafety was 43.3% for test1_ds
and 74.1% for test2_ds.

This result is not a failure of the monitor itself, but rather a direct reflection of the
underlying correlation established in the empirical study. As established in Finding 1, a
significant portion of uncertain events do not lead to unsafe states. This phenomenon is
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Figure 6.7. Qualitative evaluation of Superialist (Part 1 of 2). Flight trajectories overlaid
with Superialist’s uncertainty detections (red dots). This set illustrates the True Positive
cases (a–f), where the monitor successfully identified decision uncertainty preceding
the actual unsafe behavior [54].

visually demonstrated in Figure 6.8 (plots i-l), which showcase flights labeled as uncer-
tain but ultimately safe. In these instances, Superialist correctly identifies uncertainty
in the UAV’s decisions, yet the drone navigates safely in subsequent seconds. These
correct uncertainty detections register as false positives when evaluated against the
safety label, thus lowering the precision. Indeed, the maximum achievable precision
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Figure 6.8. Qualitative evaluation of Superialist (Part 2 of 2). Continued flight trajecto-
ries overlaid with uncertainty detections (red dots). This set illustrates the misclassified
cases: False Negatives (g, h), where unsafe behavior occurred without any prior uncer-
tainty warnings, and False Positives (i–l), where the system exhibited uncertainty but
ultimately navigated safely [54].

was bounded by the empirical correlation of p(unsafe | uncertain), which was 50.0%
and 74.1% for the two datasets.

The recall, however, remained relatively high at 52.0% and 87.0%, which aligns
with Finding 2—that the majority of unsafe states are indeed preceded by detectable
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uncertainty. This is illustrated in Figure 6.7 (plots a-f), which depict flights manually
labeled as both unsafe and uncertain, where Superialist successfully identifies the un-
certainty prior to the safety violation. However, the recall is not perfect because, as
noted in Finding 2, some unsafe states occur without any prior signs of uncertainty.
Figure 6.8 (plots g, h) provides examples of such cases, where the UAV follows a con-
fident but incorrect path into an unsafe state.

Table 6.6. Unsafety Prediction Confusion Matrices

test1_ds

Predicted Unsafe
True False

True 13 17
False 12 147

test2_ds

Predicted Unsafe
True False

True 120 42
False 18 362

Finding 11 (Unsafety Prediction): Anomalies in control signals are moderately
effective for predicting unsafe drone states, with up to 74.1% precision and 87.0%
recall. The performance is inherently limited by the moderate correlation between
uncertainty and unsafety, confirming that even a perfect uncertainty detector would
perform suboptimally for direct unsafety prediction.

6.3.4 The Early Warning Advantage and Practical Implications

Despite the limitations in precision for unsafety prediction, a critical contribution of this
monitoring approach is its ability to provide a significant early warning. An analysis
of the true positive predictions revealed that, on average, the first uncertainty warning
was raised 50.2 seconds before the UAV reached a critical zone (less than 1m from an
obstacle) in test1_ds, and 42.4 seconds in test2_ds. At the moment of the first alert,
the UAV was, on average, still a safe 3.45m and 3.72m away from the nearest obstacle.

This finding is of paramount practical importance. An early warning of tens of sec-
onds provides a vast time window for a human supervisor to be alerted and intervene,
or for an automated self-healing or fail-safe mechanism to be triggered, potentially
averting a crash or other safety violation long before it becomes critical. Figure 6.9
illustrates this, showing how the monitor flags long periods of uncertainty well in ad-
vance of the UAV reaching the unsafe area around the obstacles.
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Figure 6.9. Examples of uncertainty detected by Superialist over the course of two
flights. The red highlights in the time-series plots and the red dots on the trajectory
plots show where uncertainty was detected. In both cases, the warnings are triggered
long before the UAV reaches the critical, unsafe area near the obstacles [54].

Finding 12 (Early Warning): Detecting decision uncertainty provides a feasible and
effective early warning for safety violations. On average, the monitor detects uncer-
tainty 42-50 seconds before a critical incident, offering a substantial time window
for human or automated intervention.
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Figure 6.10. A proposed deployment architecture for Superialist. The monitor runs as a
supervisory process, analyzing control signals in real-time and issuing safety warnings
to the main flight controller and ground station if sustained uncertainty is detected [54].

This wide reaction window has direct practical applications for enhancing overall
system safety. It is particularly relevant in the context of emerging regulations for com-
mercial drone operations, which often require remote human pilots to monitor multi-
ple simultaneous flights [78]. An automated alert from an uncertainty-based monitor
could effectively draw a pilot’s attention to a high-risk situation long before it becomes
critical.

Beyond manual supervision, the signal from the monitor could be integrated into a
Dynamic Safety Assurance (DSA) framework [93], serving as a trigger for automated
self-healing mechanisms or configuration changes to maintain system safety. A pro-
posed deployment architecture for integrating such a monitor into the PX4 ecosystem
is shown in Figure 6.10. In this architecture, the monitor runs as a non-invasive su-
pervisory process on the mission computer, analyzing control signals from the obstacle
avoidance module and issuing safety warnings to the main flight controller (to trigger
potential fail-safe behaviors) and ground station (to inform the operator for potential
intervention).

6.4 Chapter Summary and Discussion

This chapter presented a two-part investigation into the runtime safety monitoring
of autonomous robotic systems. The work began with a large-scale empirical study
that successfully established a quantifiable, moderate-to-strong correlation between
observable Decision Uncertainty and safety violations in UAV navigation. The findings
confirmed that while most unsafe states are preceded by detectable uncertainty, not all
uncertain behaviors lead to failure.

Building on this insight, the chapter introduced Superialist, a novel, black-box run-
time monitor based on an autoencoder. The evaluation demonstrated that Superialist
is highly effective at its primary task of detecting decision uncertainty, achieving high
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precision and recall. While its performance as a direct unsafety predictor is inherently
limited by the underlying correlation, the monitor’s ability to provide warnings 40-50
seconds in advance highlights its practical value as an early warning system.

6.4.1 Future Directions and Broader Applicability

The principles and positive results of this study open several promising avenues for fu-
ture research, particularly in generalizing the approach and integrating it into a holistic
safety framework.

Generalizability to Other Robotic Platforms A key strength of the black-boxmonitor-
ing approach is its potential for generalizability. The core concept of detecting anoma-
lies in high-level control signals is not specific to UAVs. Most mobile robots share a
similar hierarchical mobility architecture, where a high-level navigation module com-
putes and sends target commands (e.g., desired velocity or waypoints) to a lower-level
locomotion controller. This is true for the ANYmal quadruped, where the navigation
stack sends high-level commands to the locomotion controller, just as PX4-Avoidance
sends commands to PX4-Autopilot in the UAV use case.

Significantly, during the industrial study at ANYbotics discussed in Chapter 5, a
similar behavioral uncertainty was observed: in some corner cases, the ANYmal robot
would hesitate or exhibit erratic movements when navigating through narrow gaps.
This suggests that the same underlying principles of uncertainty detection could be
applied. Future work should explore adapting this monitoring approach to the ANY-
mal platform, likely by training an autoencoder on its nominal ROS-based control com-
mands to detect analogous patterns of indecision.

Closing the Loop: From Runtime Monitoring to Test Generation A powerful future
direction lies in creating a feedback loop that connects runtime safety assurance with
pre-deployment testing. The data gathered by a monitor like Superialist is invaluable.
When an uncertain or unsafe event is detected and logged during a real-world mission,
this log file (containing sensor data and trajectories) can be fed directly back into the
Surrealist framework as a new seed scenario.

This real-to-sim capability, which was a key request from industrial partners, would
enable a continuous improvement cycle for the entire development process. Engineers
could:

• Replicate Failures: Use Surrealist’s replication phase to automatically reproduce
the exact real-world failure in simulation for efficient debugging.
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• Generate Regression Tests: Use the challenging scenario generation phase to
create a robust test suite around the failure, ensuring the bug fix is effective in
similar situations.

• Benchmark Algorithms: Use this new, real-world-derived test suite as an objec-
tive benchmark to compare alternative algorithms or future software versions.

• Strengthen CI/CD: Integrate these regression tests into the CI/CD pipeline to
prevent the re-introduction of the same error in future releases.

Improving Prediction with Gray-Box Monitoring Finally, while this study focused
on a black-box approach for its generalizability, future research should explore gray-
box or white-box monitoring to further improve the precision of unsafety prediction.
A promising direction is to combine the black-box behavioral insights from control
signals with internal data from the navigation algorithm (e.g., planner costmaps or
state machine transitions) or real-time data from perception sensors. This fusion of
data could create a more holistic and context-aware safety monitor, better-equipped to
distinguish between harmless uncertainty and genuine, high-risk situations.

6.4.2 Limitations of the Study

It is important to acknowledge the limitations of this study. Regarding internal valid-
ity, the use of a specific autoencoder architecture may introduce model-specific biases,
and the manual labeling of flight data is subject to human judgment, though this was
mitigated by using multiple validators and clear guidelines. Threats to external valid-
ity also exist, as the findings are based on simulated UAV flights. While simulation is
a best practice, the extent to which these results generalize to real-world operations
with complex environmental conditions (e.g., wind) is a topic for future investigation;
the study was also limited to a specific type of navigation scenario with static obsta-
cles. Finally, concerning conclusion validity, the conclusions are supported by robust
statistical methods, including the use of Wilson’s confidence intervals and repeated
experiments to account for non-determinism. Despite these limitations, this research
provides a strong foundation for the development of data-driven safety measures for
autonomous systems.
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Chapter 7

Conclusion and Future Work

The rapid expansion of autonomous robotic systems into safety-critical domains, from
industrial inspection to aerial delivery, creates an urgent need for verification and val-
idation techniques that can keep pace with their increasing complexity. The core chal-
lenge, as established in this dissertation, is the persistent reality gap between high-
fidelity simulation and the unpredictable nature of the physical world. This gap under-
mines the reliability of traditional testing methods and creates a significant barrier to
assuring the safety and robustness of these intelligent systems.

This dissertation confronts this challenge by proposing and validating a comprehen-
sive, multi-layered framework for simulation-based testing and runtime safety monitor-
ing of autonomous robotic systems. The central thesis of this work is that the reality gap
can be bridged through a principled, data-driven approach that grounds simulation-
based testing in real-world operational data and complements pre-deployment verifi-
cation with a layer of runtime assurance. Through studies on two distinct and complex
robotic platforms—Unmanned Aerial Vehicles and industrial quadrupedal robots—this
work demonstrated the effectiveness of this approach, culminating in its successful
adoption within a leading industrial robotics workflow.

7.1 Summary of Contributions

This dissertation makes four primary contributions to the field of software engineering
for autonomous robotic systems:

1. A General-Purpose Framework for Test Automation (Aerialist) The first contri-
bution is the design and implementation of Aerialist, a modular, scalable, and exten-
sible framework for automating the lifecycle of simulation-based robotics testing. By
providing a standardized test description model and abstracting away the low-level

87
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complexities of interacting with different simulators and robotic software stacks (e.g.,
PX4 and ROS), Aerialist serves as a foundational platform that enables rigorous and
repeatable experimentation. Its support for parallel execution on Kubernetes clusters
was instrumental in making the large-scale, search-based studies in this dissertation
feasible. This platform’s utility and stability were further validated as it serves as the
core test automation and benchmarking engine for the international UAV Testing Com-
petition, fostering broader community research.

2. A Methodology for Realistic Test Generation (Surrealist) Building upon the Aeri-
alist framework, the second contribution is Surrealist, a novel, two-phase, search-based
methodology for automatically generating test cases that are both realistic and chal-
lenging. To bridge the reality gap, Surrealist first uses an adaptive greedy search to
replicate real-world behaviors in simulation by optimizing environmental parameters
to match operational log data. It then uses the same search-based approach to generate
challenging new scenarios in the neighborhood of this replicated reality, systematically
discovering safety-critical edge cases. The validation on UAVs demonstrated that this
approach could both faithfully replicate real flight trajectories with high precision and
automatically discover latent bugs in the PX4 navigation stack, leading to unsafe be-
haviors and crashes.

3. Cross-Domain Validation and Industrial Adoption The third contribution is the
rigorous validation of the framework’s generalizability and practical utility through
a comprehensive industrial case study with ANYbotics. The successful adaptation of
the framework from aerial to legged robots demonstrated its cross-domain applicabil-
ity. The subsequent deployment within the ANYbotics development workflow provided
strong evidence of its industrial impact, where it was used to find critical failures in
proprietary navigation algorithms and provide objective benchmarks for assessing per-
formance improvements. This initial success led to a deeper integration: the frame-
work was extended into the company’s MLOps pipeline, adapting the test generation
methodology to the massively parallel Isaac Gym simulator. This extension dramat-
ically accelerated the feedback cycle for ML engineers, reducing test suite execution
from hours to minutes. This successful, multi-stage technology transfer serves as a key
validation of the principles and designs proposed in this thesis.

4. A Black-Box Approach for Runtime Safety Monitoring (Superialist) Finally, rec-
ognizing that pre-deployment testing alone is insufficient, the fourth contribution is a
novel approach to runtime safety assurance. This work began with a large-scale empir-
ical study that established a quantifiable, moderate-to-strong correlation between ob-
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servable Decision Uncertainty and impending safety violations. Based on this finding,
we developed Superialist, a lightweight, black-box runtime monitor that uses an au-
toencoder to detect decision uncertainty by identifying anomalies in a robot’s high-level
control signals. The evaluation showed that Superialist can detect uncertainty with
high precision and recall and, most importantly, provide a significant early warning—
up to 50 seconds in advance of a critical event—thereby creating a crucial window for
corrective action.

7.2 Future Work

The research presented in this dissertation has successfully validated a completemethod-
ology for simulation-based testing and runtime monitoring, culminating in its success-
ful industrial adoption. This process, however, has also illuminated several fundamen-
tal challenges and high-impact opportunities for future research that extend beyond
the specific implementations detailed in the preceding chapters.

Beyond Greedy Search: The Future of Test Generation The Surrealist framework’s
use of an adaptive greedy search guided by a hand-crafted fitness function proved
highly effective, generalizable, and was key to its successful adoption. Moreover, the
extension of Surrealist to generate non-deterministic test cases (as detailed in Chap-
ter 6) confirmed its flexibility in adapting to new test goals, provided the right fitness
function can be engineered. However, this success also revealed a practical bottle-
neck: defining a new fitness function is a non-trivial task. As feedback from ANY-
botics engineers confirmed, quantifying complex test goals—beyond simple obstacle
proximity—requires deep domain knowledge and significant experimentation. For in-
stance, prioritizing scenarios that induce path-planning failures (where the robot is
unable to find a safe path), mission timeouts (where navigation is too slow), or subtle
non-deterministic behaviors is difficult to encode in a simple proximity-based metric.

Now that the core concept of search-based, reality-grounded testing is established,
future work is essential to explore alternative ways of guiding the test generation pro-
cess. Machine learning-based approaches, including reinforcement learning (RL), are
promising for learning complex test-generation policies that can explore the vast con-
figuration space more effectively. Such methods could also be trained to optimize
for multiple objectives in parallel (e.g., combining obstacle proximity, decision uncer-
tainty, and navigation time). Furthermore, while Surrealist focused on finding critical
failures, it did not explicitly optimize for test suite diversity. Future frameworks should
incorporate diversity-preservation mechanisms to ensure the generated scenarios cover
a wider range of distinct behavioral edge cases.
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Test Generation for MLOps vs. DevOps While the framework was originally con-
ceived for test automation within a traditional CI/CD (DevOps) pipeline—where test
failures serve as regression gates to prevent merging faulty code—the industrial study
at ANYbotics revealed a second, equally important use case. The generated test suites
are not just regression checks; they are valuable assets that serve as rigorous, auto-
mated benchmarks for evaluating and comparing new algorithms. This benchmarking
capability was the primary driver for the MLOps extension, which allows ML engineers
to rapidly evaluate new models in Isaac Gym.

This distinction highlights a crucial future research direction: defining the different
roles of test suites. While a test generator may find thousands of challenging corner
cases, not all of these represent violations of hard operational requirements that should
block a production release. Instead, these comprehensive suites are ideal for theMLOps
pipeline, which is triggered when new ML models are trained. Here, the goal is not
a simple pass/fail but to obtain a rich, objective benchmark of a model’s performance
across all types of scenarios—from simple to complex edge cases. A curated subset of
these tests, representing critical, known failure modes, could then be promoted to the
faster DevOps pipeline. This smaller suite would run on every code change (e.g., in
a perception module) to quickly catch integration-related regressions, creating a more
efficient, two-tiered assurance process.

Fostering a Research Community and Extending to New Domains The Aerialist plat-
form and the UAV Testing Competition, established as (hopefully lasting) contributions
of this thesis, are organized around the long-term, community-wide goal of fostering
future research in this domain. They provide a simple, common platform to enable
the comparison and benchmarking of state-of-the-art practices, helping the commu-
nity identify the most promising directions to follow. The documented extension pro-
cess for the ANYmal robot was intended to further help the community in adapting
the platform to even more use cases. There are many interesting domains—including
other ground mobile robots (e.g., TurtleBot), small indoor drones (e.g., Crazyflie), and
collaborative robotic arms (e.g., UR)—that could be explored. Extending our platform
to support test automation for them would highly benefit researchers by preventing
them from “re-inventing the wheel”.

Testing for a Complex and Dynamic World This thesis, like most foundational re-
search in this area, intentionally simplified the testing scenarios to create a controlled
experimental setup. Our environments focused on static obstacles with simple shapes
and did not consider dynamic environmental factors like wind, lighting changes, or
complex 3D terrain. While this approach proved effective for finding significant al-
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gorithmic flaws, the next generation of autonomous systems (humanoids, self-driving
cars, autonomous delivery robots) will be deployed in dynamic, human-centric envi-
ronments. This creates an urgent need for verification methodologies that can handle
this complexity. A huge gap currently exists between the advanced capabilities of mod-
ern robots and our ability to rigorously test their behavior. Future research must focus
on generating test scenarios that include dynamic obstacles (such as other robots or
humans), non-uniform and complex obstacle shapes, and variable environmental con-
ditions, as well as developing runtime monitors for such scenarios.

Extending the Assurance Methodology to the Full Robotics Stack This dissertation
focused on the navigation system as the highest level of abstraction in the robot’s mobil-
ity stack, making it an ideal candidate for a black-box, system-level assurance approach.
However, the industrial collaboration revealed that teams responsible for lower-level
systems, such as locomotion and perception, are in equal need of automated assurance
frameworks. Future work should focus on adapting the core principles of this thesis
to these new domains. The hierarchical structure of robotics, where navigation issues
high-level commands to locomotion, provides a clear path for generalization. The two-
phase methodology (pre-deployment testing and runtime monitoring) and the Surre-
alist concept of bridging the reality gap are still highly relevant. However, applying
them to domains like locomotion will require new, more refined methodologies, such
as defining fitness functions based on stability metrics and joint torque limits rather
than just environmental proximity.

Enhancing “Real-to-Sim” Replication and Closing the Loop The test replication phase
of Surrealist served as a proof of concept, demonstrating the relevance and importance
of grounding test generation in real-world data. The strong feedback from our indus-
trial collaborators confirmed the high value of this concept, highlighting a clear demand
for a more advanced “real-to-sim” capability. While the full development of such a fea-
ture was not in the scope of the ANYbotics case study, it represents a critical direction
for future work. This would involve creating tools that can automatically generate seed
scenarios from real-world sensor data, such as point clouds or recorded video, to fully
automate the process of replicating and diagnosing field failures. Furthermore, future
research could explore replicating more complex phenomena beyond static environ-
ments, such as variable environmental conditions (e.g., wind or lighting) or specific
low-level behaviors (e.g., motor saturation or controller instability) rather than just
the robot’s trajectory. This would effectively close the loop in the assurance process, as
described in Chapter 6: a runtime monitor detects a real-world anomaly, which is then
automatically fed into the replication framework to generate a new, challenging test
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suite for regression testing and algorithm benchmarking.
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